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FOREWORD by Director Lucas

UNICRI takes great pride in the partnership with the European Commission
in the development and implementation of EU-SEC II, undertaken within
its security governance/counter-terrorism framework. Following the launch
of the International Permanent Observatory (IPO) on Security during Major
Events, UNICRI developed specialised expertise in the field of major event
security. The work done with UNICRI’s IPO resulted in the United Nations
Economic and Social Council resolution 2006/28, which mandated # to
Nz continue and expand its work on the Observatoty, via the provision of

technical assistance and advisory services on security during major events.
Owing to their scale and/or high visibility, major events can be 4 tatget for
unlawful activities, inclading terrorism, aad can be exploited by organized criminal groups to further their
illegal activities,

© Reportes{@, 2011

Security planning for 2 Major Event, defined a5 an event requiring international cooperation with respect
to its secufity planning, such as Jarge sporting events, including the Olymupic Games, high-level summits
and other mass events, such as national and religious festivals, is a complex and chailenging exercise,
When putting a city, region, country or even several countsies in the spotlight, security is a key factor for
saccess. This task involves many actors ranging from ministeies, city councils, the private sector, the
media and law enforcement agencies opetating at local, national and international levels.

This manual lays the foundation for improved coordination and strengthened cooperation for security
planning among natiopal authorities in EU Member States. The 40-month project, financed by the
European Commission, involving EUROPOL and a consortium of twenty-two European Union Member
States security planners, played a fundamental role in coordinating research programnes and policies, to
facilitate the shating of knowledge and relevant best practice related to security at all types of major
events. The commitment of the EU-SEC II Consortium Membets also contributed to the development
of pragmatic analytical tools and methodologies to enhance the capacity of host countries to strengthen
their capacity to manage securdty at such intemational events.

EU-SEC II reflects the will and commitment of European Union Member States to wortk together to
achieve a mote collaborative and cooperative research-based approach to security planning for major
eveats. Mozeover, the initiation of the European House of Major Events Secutity, an outcome of the
project, is based on the acknowledgement of the importance of better coordination and cooperation, at
the local, national and international levels for improved efficiency in the identification and mitigation of
risks in a timely manner. ' '

Jonathan Latcas
Director
United Nations Interregional Critne and Justice Research Institute



PREFACE by Vice-President Tajani

DG Enterpsise and Industty plays a key role in security research and
development in Furope. It is under the auspices of the Seventh Framework
Programme that EU-SEC Il was financed. This project, successfully
cootdinated by the United Nations Interregional Crime and Justice Research
Institute (UNICRI), is the embodiment of what we are trying to achieve
though this important instrument that is shaping the policy landscape in this
field.

EU-SEC 11 is a rare example of a Consortium composed exclusively of public

© Ewropesn Union, 201 body end-users. Thus it is well placed to inform policy-makers of the key areas

whete tesearch can help to define the requisites to facilitate a coordinated

approach to securty in the field of Major Event. Hence the main outcome of the project, the European

House of Major Events Security, optimising the use of available resoutces, will enhance public sector
capabilities in this field, at the same time rendering Europe stronger 2nd more unified.

This Manual provides the key recommendations that will help foster better coordination of national
research programmnes and policies in the field of Majot Event secusity. For this I congratulate UNICRI,
the 22 EU Member States and EUROPOL that have worked on this project rendering it a success. Major
Events are windows of opportunity that in this instance also provide the occasion to create mechanisms
to ensure that all European citizens are able to enjoy the same levels of security.

Further, EU-SEC II exemplifies the excellent tesults that collaboration between the FEuropean
Commission and the United Nations can bring about. To this end the work done in this project has
received z special mention by Mr. Ban ki-Moon in "Report of the Secretary Geaeral on the United
Nations Global Counter-terrorism Sttategy: Activities of the United Natdons System in Implementing the
Strategy". '

The European House of Major Events Security, beyond being 2 tool to coordinate national research
programmes and policies in the field of Major Event securzity, would also lead the way for a truly
integrated European approach to secutity planning at Major Events.

Awntonio Tajant
Vice-President of the Europesn Commission
Commissioner for Industry and Entrepreneurship
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PREFACE by Commissioner Malmstrém

Freedom, security and justice are fundamental pillars of the European Union.
Ensuting that Furopean citizens are able to fully enjoy these rights is
something that we strive to roaintain and itmprove. The Stockholm
Programme adopted in 2009 envisages the delivery of a European area of
freedom, security and justice. The European House of Major Event Secutity
{the House), launched by the EU-SEC II Consortium under the successful
-coordination of the United Nations Interregional Crime and Justice Research
Institute (UNICRI), will contribute to the development of the European area
for freedom, security and justice.

© European Union, 2011 i L L
The launch of the European House of Major Events Security is serendipitous

as it fits within the framework set by the EU Internal Security Strategy (ISS) that the European
Commission proposed in 2010. The ISS has been developed to focus the EU's energles, resources and
expettise on where it most adds vakee. Tt has put forward a shared security agenda for EU institutions and
Member States, for public and private sector. The ISS strives for a common understanding of scenarios
and 2 common assessment of risks and threats, as well as coherence of research with strategic security

objectives.

Conceived after seven years of activity within the EU-SEC and EU-SECII Consortia, the Furopean
House of Major Events Sccurty exploits the potential of the coordination of research developing
technical assistance mechanisms and tools that are available to security practitioners. Consequently, the
House not only contrbutes by reinforcing the FEuropean Research Area thxough an enhanced
coordination effort, but it also shows that coordinated, end-users driven, research is conducive to impact
on the policy-making mechanisms applied across Europe, as it is sketched out by the ISS.

In this sense, the House would create an effective forum through which security planners will be able to
establish working relations with colleagues in other parts of Europe, laying the foundations for a working
relationship based on mutual trust and understanding. This essential work will enable the fostering of a
common Ewropean Policing approz’;\ch for secunity planning at Major Events.

Ultimately, I wish to stress that those who will truly benefit from this enbanced coordinated approach to
secusty planning for Major Events will, of course, be European citizens: by experiencing the same levels
of security across Burope, citizens will be able to take advantage of the hundreds of events that take place
in the Union and, at the same time, enjoy a harmonised policing culture, which would also have a long-
tenn impact on their daily lives,

Cectlia Malmstrom
Commissioner for Home Affairs



MEMBERS OF THE CONSORTIUM

The EU-SEC 1I Consortium. consisted of representatives from the following participant organisations:

Participant Otpganization Name Short Name Coun:

pout

6 Nﬁnﬁstry of thefntexior — Police Department SMPO leand .

-

Malta

SR

Denmatk

e

Patticipant organization names and short names reproduced from EU-SEC I Document of Work
(Annex 1 dated 16/02/2011).

"The Latvian Police Acaderny seized to exist in December 2009.
2 The State Police took over the role of the Latvian Police Academy on the Consortiun from Januvary 2010.



EXECUTIVE SUMMARY

This manual lays foundations for the further development of international coordination services aimed at
impsoving and strengthening European level cooperation over major event security research and planning
among national authorities in EU Member States. It represents the final report of the 40 month EU-SEC
IL project (2008-2011) Coordinating National Research Programmes and Policies on Security at Major Fvents in
Emnrgpe and concrete outcomes of activities between an EU-wide Consortium of 22 Member States.

Coordinated within the framework of the United Nations Interregional Crime and Justice Research
Institute’s (UNICRT’s) work on Security Governance / Countet-terrosism, the project received €2.52
million under the 7% Framework Programme of the European Commission. This investmesnt by the EC
builds upon the €1.8 million of funding invested in the initial EU-SEC project (2004-2008), which was
financed under the 6% Framework Programme. As a manual of guidance for seven specific coordination
services, it makes a ditect and centrally supporting contribution to the proposed third phase of the EU-
SEC Programme?®, :

For ‘the House’, the project defines a ‘Major Event’ simply as ‘an esent requiring international cooperation in
respect of 15 security planning. The Olympics, G8 ansd EU summits typify such events and the challenging
complexities of security planning in relation to them. This is particularly so due to the cross-border
international cooperation dynamic they present, the public delivery of which is regularly under the critical
scrutiny of world media.

To assist coordinate this in the interests of developing an EU level of consistency as well as improved
secutity delivery, the EU-SEC II project has resulted in the production/adoption of seven prototype
‘coordination tools/methodologies’ (CTMs), ot services, for future use by EU member states in relation
to planning for such international events. They are:

CTM 1 - The IPO Security Planning Model: A model that can be used as a common benchmark and
checklist/evaluation tool by national authorities in respect of their own planning, Developed by UNICRI
it has been successfully field tested during the project.

CTM 2 — Best Practices in Public-Private Partnerships: A common guidance document for assessing and
establishing good practices and core principles in relation to the division of responsibilities and the
regulation of private sector involvement in security planning.

CTM 3 — Media Management Guidelines: Closely connected to and building upon ethical considerations
in zelation to major event security, guides planners toward the importance of international consistency
and professionalism in police press-office management.

CTM 4 ~ Ethical and Operational Standards for Security Products: A set of statements that contextualize
+ and reflect compliance to relevant aspects of the Council of Europe’s Enropean Code of Police Eihics as a
common set of professional standards to reflect upon and promote.

3 EU-SEC Programme refers to the two projects EU-SEC and EU-SEC IL



These four serve as common House policies in relaton to planning and evaluztion activities. The
© remaining three serve as common House tools for coordinating up-to-date research, technologies and
training in relation to major event security planning at EU Jevek

CTM 5 — Specialist Technical Equipment Pool (STEP): A data-base to support planning and
procurement decisions by storing availability/reviews of required technical resources. Cooperation on
information sharing for this tool was successfully tested durtng EU-SEC IL

CTM 6 — Buropezn Major Events Register (EMER): For conimon repistration of an event as ‘major’ by a
hosting authority, its recognition as such by the House and the medium through which to access House
services. It will also build up longer-term research data. '

CTM 7 — Traming & Networking: Modules and cordeulumn on major event secutity standards in
collaboration with the European Police College (CEPOL). Raises awareness and promotes use of House
services among relevant national policy makers and practitioners.

Chapters of this manual detail each CTM separately. Supporting chapters detail the project’s EU-wide
survey and findings in relstion to the state of international security reseasch and planning coordination
among national authorities over major events and potential legal/culturdl obstacles to continuved and
future international cooperation in respect of it. '

Ia finding a general need and opportunity to develop a commonality of policing in Europe through major
event security planning, i also found that there were no significant legal or cultural obstacles to moving in
that direction. In particular, the EUs 2008 Priw Decision was found to be a potentially supportive
European level legal instrument in need of monitoring. Consequently the project’s strategic roadmap,
detailed toward the end of this manual, emphasizes the importance of the continued commitment of
national autherities to the building of the House and their ownership of its CTMs under the EU-SEC
prograimme.

This is because the broader contubution of the House’s coordination efforts goes beyond improved
intermational cooperation in relation to Major Event security planning alone. Major Events are windows
of oppoxtu.nity'. Thus the work done in EU-SEC II reflected in this manual provides policy
recommendations and guidance for the key players in this field. The House (the main policy
recommendation of this project) has the potential to impact positively upon the ElPs Stockholm
Programme (2010-2014) and its agenda of developing the EU as an area of freedom security and justice.

In this regard the EU-SEC II project and this manual have made clear the importance of understanding
that the planaing and delivery of Major Event security has to balance the need to ensure respect for the
fundamental democratic freedoms of European citizens whilst at the same time guarantee security at the
event, nationally and in Europe. Major events in Europe can be seen as 215 century ‘test-sites’ par excellence
in both these respects. -

The BEU-SEC 1I project has had tremendous results in achieving this understanding. As testimony to a
detenmnined will to collaborative work among 22 national authorities in Europe, This manual reflects those
results and that understanding in what has and will be a programme of work that spans over 2 nine yeat
period of EU development from 2004 to 2013.
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LIST OF ABBREVIATIONS

CEPOL ~ The Eutopean Police College
CTM ~ Coordination Tool/Methodology: Representing core services of the House developed in the EU-

SEC programme, namely — EMER; STEP; IPO Securty Planning Model; Best Practice Guidance on
PPPs; Guidance on Media Management; Comtnon Standards for Security Products; Networking and

Training.

CTMO ~ CTM Owner: A House project partner responsible for the development of the CTM within the
terms of EU-SECIIL

CoE - Council of Burope
CoEU ~ Council of the Eutopean Union

EMER — European Major Events Register: A proposed data base for registering an event as ‘major’ with
the House and affording access to its services.

ESRP — European Secutity Researck Programme
EURGOPOL - The European Police Office
EU-SEC — Coordinating National Research Programmes on Security during Major Events in Europet

EU-SEC 1I - Coordinating National Research Programmes and Policies on Security at Major Events in
Europe’

IPO — International Permanent Observatory on Security during Major Events programme®
ME — Major Event

MEQ ~ Major Event Ozganiser: The organiser of a Major Event requiring security provision during the

event.
MES - Major Event Security -

PPP — Public-Private Partnerships: A working relationship between the public sector and private sector
as providers of security services to 2 major event organiser.

PSI ~ Private Sccﬁn'ty Industry

4 Project funded by the Buropean Commission under the 6% Framework Programme.

3 Project funded by the Buropean Commission under the 7* Framework Programme.

& This programeme is run by UNICRI and is officially mandated by the United Nations Economic and Social Council
(E/2006/28) to provide secudty planning assistance to Member States.

xiv



STEP - Specialist Techuical Equipment Pool: A proposed data base for registering and researching the
internationally cooperative availability and suitability of specialist equipment.

STILT — Strategic, Tactical, Informational, Legal, Technical: A provisional security product classification
acronym for use with STEP and other House setvices,

UNICRI - United National Intetregional Crime and Justice Research Institute
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GLOSSARY OF KEY TERMS FOR USE WITHIN THE HOUSE
{These terms have been thematically grouped)

Major Events in General

Major Event — an event that requires international cooperation in respect of its security planning (see
chapter two of this manual for full discussion on the development of this term).

Secutity —~ in tezms of outcomes: the absence of various foresceable adverse or unwanted facts that can
cause harm during 2 Major Event. It always tefers to threat evaluation and how to prevent potental risks
from happening.

Security Threats & Products

Secutity — the prevented harm of a potential threat (as categorised for a Major Event’).
(Security) Threat — the existing potential to cause harm (to or at the Major Event).
Security Tool - any instrument intended to prevent threats from materialising as harm.

Security Product — anything speeifically produced for use as a tool in relation to a threar.

Security Planning Processes

Security Research — the process of producing knowledge about security at Major Eveats: this is
primarily in terms of potential threats to it, tools to counter them, the overall secunty plan, its evaluation
and the threat assessment the plan responded to.

Security Planning — the process of drafting the securty plan for 2 Major Event by utilising the elements
outlined in the IPO Secunty Planning Model’.

Security Research Programimes

Research Programme — any documented progmmm'e' (in whole ot part) of research and innovation (or
similar initiative) carried out by ot on behalf of, ot referred to by, an EU Member State’s national
authority (or body recognised by them) on the subject of Security during Major Events in Europe.

Programme — a coherent set of questions or issues in relation to the research subject (ie. Major Event -
security) to be pursued through research activity over 2 given period of time in the name of the national

authority. It includes researching the potential of threats and their preventive measures, as well as the

evaluation of them and the plan’s delivery of security.

- Terminclogical Distinctions

Programme/Process — a programme is 2 plan of activities for achieving something (e.g. security, via a
security plan). A process is a series of activities to make something (e.g. a security plan, carried out in |
ordet to achieve security). ;

7 (DHPol, 2010, p. 5}




Planning/Research — planning refers to preparation in anticipation of something. Research refers to
retrospective study of something. Research may be part of the planning. .

Research/Innovation — research is the establishment of facts to answer questions and/or reach new
conclusions in respect existing knowledge on the research subject. Innovation is the introduction of new
topics, themes, and/or ideas in relation to the research subject: it includes the development of existing
topics, themes and/or ideas towards new form.

Strategic/Tactical — a strategy is an operational plan to gain 2 position of advantage over a
threat/problem. A tactic is the means by which that advantage is obtained in the field.

Taxonomy/Terminology — taxonotny refers to ‘2 common classification systemn’. Terminology refers to
‘a common technical langnage”. Terminology is broader in scope than taxonomy and accommodating of
it

Public Sector ~ ‘those government ministries, police and other natonal security actors, including the
military, who have responsibilities for aspects of MES™

Private Sector — both parfners and stakeholders, including those with the capacity to contribute to MES by
the provision of trained personnel and security equipment and technology, where pariners are defined by
their direct responsibility for delivering all or some part of an event security plan and sizkeholders are
defined by their ability to influence the shape of the security operation while having no direct security |
responsibilities?,

Media & PR Strategy — a set of activiies and procedures to emsure the external provxsmn of
coordinated, accurate and timely information related to security during a Major Event.

Other relevant terms in accepted commeon use within academic police studies
(Drawn from Flandbook of Policing and Dictionary of Poliing as denoted)!?

Accountability — generally thought of as a system for controlling agencies and individuals. In relation to
policing a distinction is often drawn between individual forms of accountability and orgamsational
accountability. (Handbook)

Governance — a term from political science and sociology that focuses on the systems of regulation and
ordering (governing) contemporary societies. Where once this might have focused on the
agencies/institutions of the state, the term is now generally taken to refer to strategies of governing both
within and beyond the state. (Handbook)

& (MetPo, 26103, p. 2)
7 (MetPo, 2010, p. 2)
1 (Newburn, 2003, p. glossary) and (Newburn & Neyroud, 2008) — all terms taken from these key sources.
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Human Rights — the Universal Declaration of Human Rights states that:

Eserpone shall be subject only fo such Emitations as are determined by luw solely for the purpose of secaring
due recognition and respect for the righis and frecdoms of others and of meeting the just requirements of
miorality, public order and the general welfare in a democratic sociely.

The incteasing attention paid to human rights principles has led to a developing debate over the
implications of this for the nature and delivery of policing. (Handbook)

International Police Cooperation — encompasses activities and structures designed to assist the police
forces and agencies of different states to tackle criminality that crosses international borders more
effectively. Such cooperation can also assist police professional development i the participating states.

(Dictionary)

Managerialism — a term associated with the shift in government policy towards ‘new public
management’ characterised by, /nfer aliz elements of privatisation; marketisétion; the increased use of
performance indicators; a growing emphasis on outputs and outcomes; partnership working; and the
© redesignation of clients as ‘customers’. (Handbook)

Marketisation — a term referting to a process that has been taking place since the early 1980s which has
had as its goal improving the cost efficiency and petformance effectiveness of public [police
organisations] via the imposition of ‘market disciplines’ on the police service. (Fandbook)

Mass private property — large ‘public’ spaces which are often privately owned but which are, to diffeting
extents, open to access by the public {e.g. shopping malfis]. Their central significance for policing is that
they are generally guarded by private security and, indeed, the growth of such spaces has been held to be a
key factor in the growth of private policing. IMajor Events can be seen as ‘temporary’ mass private spaces
in this tespect]. (Handbook) -

Organized Crime — ‘A stroctured group of three or more persons, existing for a perod of time and
acting in concert with the aim of committing one or more setious crimes or offences... in order to
obtain, directly or indirectly, a financial or other material benefit.” (Dictionary — citing Article 2 of the
2000 UN Conveation against Transnational Organized Crdme)

Privatisation — (simply put) the shift of ownership and control from the public to the private sector. In
practice, ptivatisation can cover a range of policies including civilianisation, ‘contracting out’, the
increasing use of sponsorship and private finance and the establishment of public-private partnerships.
_ (Handbook)

Public Order — distinguished by its relatively large-scale deployment of officers in group formations
subject to superior command and controb It is easily visible to the media. Whea it is used, force is more
fikely to be ditected at groups rather than mdividuais. (Dictionary).

Security — 2 term now regulatly invoked in connection with an array of phenomena, tanging from 4
geperal sense of well-being, to the activities of private policing bodies, all the way to the general territory
of protecting the nation-state from outside threats — namely, national security. (Dictionary)
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Schenghen — an agreement, covering a number of European countres, whose aim is to establish an area
uninhibited by border controls, thus providing the conditions for the freedom of movement of people

and goods. {(Dictionary)

Tetrorism — most commonly used [as a term] to describe ‘revolutionary’ or sub-state violence for
political ends. Terrorists seek to raise ~ through the ‘propaganda of the deed’ — public consciousness of
their own cause and also to provoke their state opponents into over-teaction and public alienation.

(Pictionary)

Transnational Policing — broadly speaking, policing other than that authorised and practiced within the
territorial boundaries and institutons of the state. However, and in contrast with certain forms of
‘international policing’, transnational policing refers to the activities of individuals and organisations that
draw their authority from outside individual nation-states — ie. non-state communities, such as the EU.
(Handbook)






INTRODUCTION: A QUESTION OF BALANCE AND HOW TO USE THIS GUIDE -

This is 2 manual for the international coordination of Major Event security research in Europe. It is the
consolidation of cooperative results from the coordinated activities of twenty-two European Union
Merober States to the project Coordinating National Research Programmes and Policies on
Security at Major Events in Evrope (EU-SEC II, July 2008 — October 2011). Continuing from the
initial EU-SEC! project (Aug 2004 — July 2008), EU-SEC II has successfully established both a
comprehensive EU-wide netwotk of national authorities in the field of Major Event security planning and
basic prnciples of common policies by which to enhance future Eutopean coordination at an
international level To this end, the manual represents instruction as to a set of foundational practices and
policies upon which such future coordination can be built.

Conventionally, 2 manual s a set of instructions for doing something. As the consolidation of results
obtained through coordinated joint activides between EU Member States, this maoual instructs on
practices and policies developed during EU-SEC II as the foundations of the European House of Major
Events Security — ‘the House’. As a set of future research programme services intended for offer to
national authorities, the House is to setve as a tool to assist in the coordination of Major Event security
planning and provision in Europe. The enhancement of this initiative is subject to a proposal for future
joint activities which, besides its practical research coordination merits, will help Member States
implement aspects of the Stockholm Programme (2010-2014). This will be particulacly so in ateas of
effective policies for further European law enforceinent coopetation over large public events, such as the
London 2012 Olympics'? - a2 Major Event for security planning and aspects of its international
coordination and harmonisation of cominon policies by any definition of the term.

The significance of advances in Major Event secutity cooperation in Eutope cannot be understated.
Withia the overall EU-SEC programme!? itself Major Events are readily recognised as ‘windows of
oppottunities’ for contribution to research coordination in the European Research Area concerning
security'®. In practical terms, they drive forward cutting-edge developrent in security technologies and
domestic policing in relation to crime, safety, public-order and counter-terrotistn. In terms of policy, they
can facilitate transformative development in inter-state cooperation and a growing commonality of
contemporaty policing (both public and private} in Europe — all areas that have been dealt with in EU-
SECIL

Moreover, with regard to fundamental principles of European citizenship that Major Event security often

engages, they increasingly come to embody (in intensely challenging ways) what it means to be ‘Eunropean’

_for a 21 Century generation in terms of ‘freedom, security and justice’, particularly around issues of
pezceful protest as well as simple participation and enjoyiment.

1 Full title: “Coordinating National Research Programmes on Security during Major Events in Europe”.
12 The Stockholm Programme, s 4.3.1 (CoEU, 2009, p. 40

13 By EU-SEC Programme we make reference to both EU-SEC and EU-SEC II projects.

# UNICRI's THE HOUSE” ERA NET project proposal 2010 (UNICRI, 2010k, p. 3).



Fig 1. Young demonstratof and police lines, Copenhagen Climate Summit December 2009

The above media image!® captures this crtical but often uastated social significance in a simple photo. Tt
is of a young demonstrator posing in front of police lines preventing entty to activist campaigners at the
December 2009 Copenhagen Climate Change Conference. She’s dressed as a clown. Police security
practitioners will be familiar with “The Rebel Clown’s Army’ as international activists intent on provoking
by non-violent means the police into an embarrassing display of violence against them in front of world
media. Whether the girl is part of some such deliberate activism, ot simply playing with a dress-code that
has come to symbolise the carnival-like atmosphere of peaceful public protest, the image attests to the
importance of police professionalism in the face of provocation. In this sense the Rebel Clowns
themselves can be seen more a fest of security than et to it. '

In this sense, the image helps one see Major Events as key sites in which the practicalities of national
security and public safety must be finely balanced (under the scrutiny of world media) with preservation
of civil rights based democratic citizenship in Europe. In other words, temporary public theatres in which
a Europe that is both ‘open and secure in the service and protection of the citizen’ (as the Stockholm
Programume explicitly re-affirms) can be performed and rendered visible with lasting effect. This requires
an appreciation of the social sigaificance of Major Events and the temporary but extraordinary ‘security
bubbles” that accompany themn from the very start of the security planning stages: A testing
demonstration of policing in Europe as being abore non-violent provocation.

It is worth re-iterating the social significance of Major Event security in Burope for 21# century policing
and society more broadly. Addressing the EU-SEC network steering committee as a guest speaker in
Helsinki in June 2007, leading cminologist in the ficld of contemporary policing, Professor Eugene
McLaughlin from City University London, recognised Major Events as ‘potent sources of global
expression’ and their secutity as providing ‘important test-sites for what is going on in policing’. Having
recently published ome of the most comprehensive reviews of police studies literature to date!s
McLaughlin acknowledged the relatively under-researched nature of Major Event secusity within

15 Photo: © Jeff.] Mitchell/Getty Images. Guardian.co.uk 16 December 2009.

A young demnonstrator poses in front of police lines as protesters attempt to break thtough outside the Bella Centre
at the Copenhagen Climate Change Conference, 16 December 2009. Article can be found at:

http:/ /wwror guardian.co.uk/envitonment/ gallery /2009 /dec/ 16/ reclaim-power-march-
copenhagen?INTCMP=SRCH#/ Ppicture=357004275&index=15 (sccessed ¢ Januaty 2011)

18 (McLaughlin, 2007)



academia itself. In an informal talk aptly eatitled When the Ciror Comres fo Town his simple question for
more complex reflection was ‘who benefits from Major Events and what do they signify>17

It is beyond the scope of this instruction maaual of international coordination practices to follow-up on
these broader theoretival research questions (though one can point to trecent academic publication
concerning the politics of ‘showcasing security” at Major Events in answet to precisely such a question!s).
Suffice to note hete McLaughlin’s recognition of Major Event security as reptesenting an ‘exceptional
policing challenge’ in terms of being what he called ‘an accelerated environment to work in’, often under
intense multi-media scrutiny: for it is precisely this defining exceplionafity of the policing challenge that
Major Event security presents practitioners across Europe that the EU-SEC programme responds to.
Portugal’s task report, discussed in Chapter 1, on the current state of national research programmes for
Major Event secutity in Europe goes some constderable way in recognising Major Events as ‘symbolic
expressions of a predominantly urban society’ defined mote by their world media coverage as localised
global events than any other characteristic!?.

Beyond this, though, is the legacy potential of Major Event security. That is, the precedents it sets for
futuze security planning practices and provision moze routinely. For McLaughlin this includes not simply
a ‘wider cultural transformation of the police themselves’ amid the emerging counter-terrorist discourse
within contemporary policing in Europe, but the very development of a ‘transnational police
consciousniess’ that significantly transcends its traditional national framing. In this sense, Major Events
can be seen as strategic spaces in which such social and political transformations can and are likely to be
taking place through the pan-European policing of them. The symbolic value of Major Events and their
security provision in this respect is the subject of separate international police research publication by the
author of this manual dealing with them in terms of social change in Europe historically2®.

Accordingly, a defining feature of a Major Event (i.e. what makes the event ‘major’ at a European level as
opposed to just latge or important at a national level}, can be thought of in terms of how the security
concerns it raises come to dominate and subsequently dgfine or redefine a national authority’s programme of
resezrch, planning and eventual provision of security measures at it and at future events. Similar to the
way in which some urban social theorists have described the contemporary cities that host them?!, they
are sites where sewness enters the world. For social theorists in the field of policing and security, this
transformational aspect is new ground. Again, though, there remains little independent empirical social
research on these important questions of Major Event security legacy for contemporary policing and
citizenry in Europe. It is hoped that users of this manual might consider them in the international context
of planning for future events that come to dominate and define their more practice and policy based
security research programmes nationally.

The body of this manual, however, concerns itself with instruction based upon the outcomes of the four
EU-SEC II Work Packages aimed at building the Turopean FHouse of Major Events Security” for while
the subject matter of EU-SEC unavoidably raises broader theoretical questions of development in
European policing, it remains focused on supporting the practical coordination of national research

7 Author’s notes 6% BEU-SEC NSC meeting. Helsinki, 4th June 2007.

% (Martin, 2011) Examines the politics of policing of the 2007 Sydney APEC meeting in terms of 2 host nation’s
effort to promote host their cities a safe places for tourism and cupital investment. Intemational events seen as
subjecting the police to supranational pressures of market forces under global neoliberal influences.

1% Final Report of Task 1.2, Portugal (GCS/MAIL 2009, p. 64)

¢ (Hadley, 2011} Critically examines major events in termns of 19% and early 20 century capacity for political
expression in Burope alongside potential for contemporary expression of democratic Enropean values.

1 (Keith, 2005, p. 15



progiammes at 2 Buropean level for security provision at specific Major Events locally. These are the
planned programmes of detailed research undertaken by national authorities for the preparations required
to tneet the complex secutity challenges of a specific event whose security concerns come to dominate
others by virtue of their requitement for international cooperation.

How to use this Guide

This guide has been written with the ‘buildess’ of the House in mind. That is, those Consortium members
nominated by UNICRI in its proposal for EU funding with ‘owning’ and progressing the foundational
‘coordination tools and methodology’ (CTM) services of the House that have been so far established
during the seven or so years of the EU-SEC (I & II) progtamme.

There are seven established CTMs for live testing and developing in various ways ia the proposed House
project for Jate 2011 to late 2013. :

CTM 2 Best Practices in Public-Private Partnerships UK

Ethical & Operational Standards for Security Products

CTM 6 European Major Events Register (EMER) : Portugal

In two parts (I & 1II) chapters 3 to 10 of this manual deal with each in turn as Common House Policies.
An ‘owner” of any CTM, or any other Consortium partner involved in task related team work in respect
of it, can use the respective CTM chapters as reference points for description, discussion and guidance in
relation to it. Original source material from EU-SEC II documents and other associated reports are
drawn on buat not necessarily covered in full. Where indicated, these source reports should be used as
primary material by CTM owners in conjunction with the guidance. They are available from UNICRI

Some CTMs are mote developed than others. The content of this guide seeks only to offer supgestions as
1o their further development, not to be prescriptive or specify in any binding way as to how it should be
done. What is important though, and why this manual should be read in full by all parties involved in the
building of the House, is an understanding of how the seven CTMs relate to each other, their
backgrounds and broader picture to which they intend to speak for the future. Knowledge of and
attention to the third EU-SEC project plan (THE HOUSE) in this respect will be critical. Whilst not
becoming detached from otiginal putpose as coordination tools and methodologies for common Major
Event security planning processes in Furope, the guidance in this document should be seen as Tive’, That
is, development to be based on live field-testing reflection and refinement in the name of the House.

To this end, and with the laying of the foundations of the House in mind, Part T deals largely with the
cutcomes of EU-SEC II’'s Work Package 1 on the status and understanding of Major Events across
various national secuzity research programsmes in Furope during 2008,

Chapter 1 reviews the main findings of Portugal's extensive Task 1.2 repott in this respect. Based on a
survey of national police authosities from 22 participating Consortium partners to the project, it distils
from this important and productive pioneering exercise methodological considerations as to obtainiag
and maintaining up-to-date knowledge of contemporary topics and issues facing security planners and
coordinators of Major Events in Europe. It also covers provisional findings in relation to specific EU-
SEC I topics of Public-Private Partnerships, media management and security planning in general.



Following Finland’s Task 2.1 review of the survey, these are all topics of further development within the
programme in terms of the need for international cooperation and development of common House
policies as CTMs in respect of them.

Chapter 2 revisits and fully reviews the EU-SEC programmes working definition of ‘Major Event’. A
shottened definition focussed on an event’s requitement for international cooperation in respect of its
security planning is presented for use within the House and the means by which to assess access to and
development of its CTM services. Other key terms of ‘Security Planning’, ‘Security’ and ‘Security
Product’, along with its associated acronym of ‘STILT” as a classification system developed during BEU-
SECII are included and briefly outlined in this chapter. The Glossaty of Terms at the start of this manual
{see p.xvi) was largely derived from the review process and the one page diagram of the House definition
of Major Event and associated terms at the end of the chapter can be read in conjunction with it.

As mentioned, Parts II & I1I deal in practical tettns with each of the seven CTMs as Common House
Policies. These two parts divide their coverage of the CTMs 1-4 and 3-7 respectively in short 5-7 page
chapters. The two parts are divided along the lines set by the thematic areas of the future Work Packages
envisaged for the House under the EU-SEC III project proposal. That is, as common planning and
evaluation standards for CTMs 1-4 (Part 1I) and for CTMs 3-7 as tools for coordinating research,
technologies and networks Part I1T}.

Chapter 3 introduces the cavisaged Work Packages for the House in telation to the development of the
CTMs by their owners. It then proceeds to cover CTM 1, the IPO Security Planning Model, and suggestions
for its implementation and use as a common benchmark and evaluation tool as developed by Denmark
and Ireland under Austria’s Task 3.2 during 2009. Denmark’s evaluation checklist, based on it, ends the
chapter.

Chapter 4 deals with CTM 2, Best Practices in PPPr, as developed under Task 3.1 by the UK partoer. It
focuses on issues of assessing good practices and core principles of tesponsibility and regulation in terms
of partnerships at Major Events. The UK report’s guidance as a summary of recommendations is
inclided at the end of the chapter for owner/user reference.

Chapter 5 deals with CTM 3, Media Management Gaidelines. Developed by Germany as Task 3.3 dudng
2009 and 2010, and building upon Germany’s previous contributions to the EU-SEC programme on
ethics, the chapter focuses on the impottance of international consistency for the police in world media
relations. Stressing professionalism in police press office management, it conchades with direct reference
to the Bxropean Code of Police Etbics. :

Chapter 6 then picks up from the previous chapter with CTM 4, Ezhical and Operational Standards for Security
Produsts. This deals with a set of statements” developed under Austria’s Task 3.2 aitned at encouraging
reflection on and active promotion of the European Code of Police Ethics in a country’s Major Event
security planning process. The ‘gold’ and ‘platinum’ compliance statements are reproduced at the end of
the chapter. The relevant articles of the Ewropean Code of Pokice Ethics that they are derived from appear in
the annexes to this manual.

Moving into Part H1, Chapter 7 engages the main outcomes of Work Package 2 that of The Netherland’s
Task 2.2 report on obstacles to cooperation. In pointing out the more attitudinal than legal nature of
obstacles, the chapter accentuates the positive outlook provided by the report in its discussion of the
manifest will to imitiate the movement of activity between member states as the means to overcome such



obstacles. The EU’s 2008 Prim Dedsion as an instrument to facilitate international police cooperation,
which is explicit in respect of Major Events, and its relation to House interests receives critical attention.

Chapter 8 covers STEP as CTM 5. Provisiopally tested by Iraly under Task 2.3, the detail of the origjnai
2006 idea is retumed to and included in this chapter for consideration. This includes reference to its
potential use by police under commercial pressure for both the planning for and procurement of ever-
mote sophisticated and actively marketed security products (as specialist technical equipment) in response
to security budgets and needs. This and CTM 6 can be read in line with the ‘common research and
technology taxonomies’ themes of future Task activities envisaged for the House under the proposal for
the third phase of the EU-SEC programme.

Chaptet 9 covers EMER as CTM 6 and the accompaniment of STEP. Again, the wiil to cooperation and
sharing of information is pointed to by virtue of Task 2.3 and all the work carried out between partners in
the EU-SEC programme. The detail of the original 2006 idea is also similarly laid out in this chapter for
its developer’s futute reference and guidance. As a central EU level Register of Major fvents and basic
data in relation to them, its potential to serve as a broader and longer-term security research database for
the House is one acknowledged by the Netherland’s Task 2.1 teport and cutlined in the earlier Chapter 7.

Chapter 10 reflects the Networking and Training Task theme of the third phase of the EU-SEC
programme In its coverage of CIM 7 as Neswerking and Training throngh CEPOL. Drawing on
developments within Austria’s Task 3.2 as to how to best use CEPOL as 2 resource for the House,
France’s wotk under Task 3.4 informs this chapter’s considerations on the promotion and recognition of
the other House CTMs through CEPOL. This is based upon an assessment of Consortium member
needs carded out during 2010 and consideration of the potential for an annual CEPOL seminar on the
House and its CTM services for Major Event Security planning. '

Part IV brings the Manual onto the wider contributions of the House to the EU’s Stockholm Programmme
(2010-2014) and the aspiration of 2 commonality of policing in Europe. Its two chapters deaw upon and '
heavily reflect the work of UNICRI and France’s Task 3.4 Draft Roadmap during the later patts of Work
Packages 3 and 4 of the EU-SEC II project.

Chapter 11 discusses the structuring of the future of the House and its relations to CEPOL. This is in
keeping with what will be UNICRI’s main task during the House building programme of the proposed
third phase of the project in relation to a Task theme of framework and governance. Key issues in this
chapter cover the role of a new ‘advisory group’ and ‘coordination unit’ along with the continued
committment of national authonties to the House.

Chapter 12 provides guidance as to the impact potential of the House and its CTMs on relevant aspects
of the EU’s Stockholm Programme. This material is for the cousideration of Consortium members tasked
with this responsibility under Work Package 2 of the proposed third phase of the project for late 2011
and general consumption of all

A short concluding chapter returns to this Manual’s running theme of working toward a commonality of
policing in a democratic Europe as the added value of the House and its CTM services for the
international coordination of Major Event security planning: the production of this Manual itself being
the 2011 outcome of EU-SEC I's Work Package 5. '



Security as an Expression of Enropean Freedoms

Portugal’s task report reminds EU-SEC partners (as members of the House) of the need to be awate that
a Major Event represents an expression of contemporary freedom in Europe. Furthertnore, that as 2 core
concept in our common democtatic way of life, this sense and expression of freedom is one that must be
preserved and respected in the security planning process?2. These are not just warm words, It must
continue to be stressed that the provision of security at Major Bvents in Furope has to be balanced with
(if not be a demonstrable public expression of) the rights and freedoms enjoyed by the citizens of a
democratic society ar aitizens, be they participants, protestors, or even petpetrators of crimes of whatever
degree for the judicial process of law that must follow. Otherwise one has to question what, exactly, is
. being secured, if not the very freedoms and values of contemporary European society?

As the UK’s Association of Chief Police Officers (ACPO) lead on uniformed operations, Chief Constable
Meredydd Hughes, has commeanted following formal ctiticism?®® of the Metropolitan Police handling of
riots at the April 2009 London G20 Summit Major Event:

The pokice have to balanee the competing rights of those who wirh to protest with the rights of the wider
coneppsntly, and our duty to protect people and properly from the threat of harm or injury. Balancing such
competing rights is challenging, particularly in a world with such a wide spectrum of protests, instant
commntation and complex burden of kgislation

In other words, to plan and provide security at Major Event based on principles governed by human
rights and the minimum use of force. That is, the failitation of peaceful protest (as a legitimate form of
communication from a people to a government in 2 democratic society), not the sppression of it as a
threat. Again, it is worth reflecting on how the activist clowns actually end up festing rather than breaching
the limits of security provision In practice.

Similarly, in the wake of large scale student demonstrations tusming to disorder in London on 10
November 2010, this view is echoed locally by the Metropolitan Police’s recently appointed (December
2010) lead officer for public order policing in London, Assistant Commissioner Eyane Owens. For her,
the capacity to both facilitate peaceful demonstration and respond to serious disorder needs to be huilt
into the planning stages of policing protests (at Major Events or otherwise) and the critical mportance of
wortking wifh demonstrators in those planning stages is understood by the Metropolitan Police?s.

Thus it is important for members of the House to understand and accept (as they implicitly do) that
where freedom and justice for the European citizen are defining democratic values, then security at Major
Events in Europe is not simply about securing the event and its participants from physical threats in
themselves. But that it must also balance as a public expression of respect for and protection gf democratic
freedom and the securing of justice for those who may, for whatever reason, have their civil rights put at
risk or infringed by the event and the nature of its policing in itself. It is hoped that the media image used
in this manual’s introduction is instructive in helping to keep that in mind duting the security planning
stages of Major Events in a democratically free, secure and just BEurope to come.

2(GCS/MAIL 2009, p. 2)

= (HIMIC, 2009). Avatlable from http://inspectorates.justice.gov.uk/hmic
 (Hughes, 2010, pp. 7; 16-17)

2 {Owens, 2011, pp. 16-17)






PART I - RESEARCHING & DEFINING ‘MAJOR EVENTS’ IN EUROPE

The following two chapters review and consolidate the main outcomes of Work Package 1 within the
EU-SECII project.

They can be read as background to and supporting matetial for Parts 11 and IIT of the manual.
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CHAPTER 1 - RESEARCHING MAJOR EVENTS SECURITY IN EUROPE

This chapter consolidates the formative work led by Portugal to survey the current state of national
research programunes for Major Event security provision in Europe (Task 1.2). As the core outcome of
Work Package 1, it presents general findings and recommendations based om a self-completion
questionnaire designed for that purpose. The questionnaire was responded to by nineteen out of twenty-
two BEU Member States actively participating? in EU-SEC II and had been refined from that of the
original EU-SEC questionnaire piloted among the then ten member consortium in 2005. It is based upon
Portugal’s 2009 Task report?’.

Report’s Main Findings

That a general consensus currently exists among EU Member States to exchange information; that there
are many overlapping security research topics of interest to field practitioners; and that there is a need for
cominon terminology regarding some of the concepts being used?.

That there is a diversity of departments responsible for drafting security plans; that thete is a diversity of
rank of officer in charge of security operations during events; and that this dispersion of effort and lack of
coherence hinders interational cooperation.

That there seems little coordination of common mission in public-private partnerships; also there seems
linte legislation or guidance on media management for public authorities; and there are relational and
organizational obstacles to cooperation with media & prvate sectots.

That the concept of "Major Event’ is generally well perceived (but needs definition for the House); that
EU Member States require the capacity to work efficiently with different organizational cultures; and that
they increasingly reflect the complexities of contemporaty society.

That international media coverage changes the nature of an event as 2 risk factor itself; that security
planning v harder in the international context and needs cootrdination; (but) that the culture of
information sharing has improved in response to international security threats.,

Report’s Key Recommendations
*  Further examine organizational culture as an obstacle to efficiency and cooperation.
*  Clarify the criteria for what constitutes ‘good practice’ with regard to sharing lessons.
*  Debate the range of technical information that can actually be shared, exactly.
* Consider web-based applications for guicket, easier, more comprehensive, sutveys.

¢ Purther research the longer term impact of Major Events on their social envitoaments.

These findings and recommendations have largely been followed duting subsequent EU-SEC 1T tasks.
The results are reflected i this manual. The work leading to them is reviewed here.

26 Of the 24 total consortium partners listed. UNICRI and EUROPOL did not respond to the questionnaire.
TH{GCS/MAL 2009)
# Though not specified in the report, see this manual’s glossary for development of this point.
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The Questionnaire — Portugal’s Role

Portugal was represented in both EU-SEC projects, latterly by the Internal Security Coordinating Office
(GCS) within the Portuguese Ministry of Interior (MAT), with the work being coordinated by the Justim
Superior de Ciéndias Policiais ¢ Seguranga Interna (ISCPSI). Ptior to the first EU-SEC project, Portugal’s GCS
office was already in cooperation with UNICRI and Europel in the development of the International
Permanent Obsetvatory on Security Measures during Major Events programme (JPO) in 2003, Having
participated in all UNICRY’s closed-door meetings for IPO, in particular that held in Lisbon late that year,
Portugal took oo responsibility within the then forthcoming EU-SEC project for implementing Task 1.2
and obtaining 2 description of the st gwe of national research programmes from its ten participating
EU Member States. Achieved by way of a two-part questionnaire (Parts A & B), the main results were
presented to the otiginal EU-SEC project consortium in Dublin, December 2005.

This was a first attempt at a4 challenging task. It provided a satisfactory overview of national research
progratnmes and good practices on security during Major Events among participating EU member states.
It also allowed for some rough conclusions to be drawn about the general state-of-the-art in the
Furopean field. Despite some recognised operational problems with design and interpretation, the
otiginal questionnaire introduced a common platform and working methodology from which to improve
coordination at 2 Butopean level national authorities were now at least talking to each other through a
network of regular contacts over Major Bvents and their security planning as 2 common concern. As an
exercise in information exchange, it also revealed some basic intra-country and inter-country obstacles to
coordinated cooperation in the field of Major Event security research processes.

Recognising significant field developments in Major Event security since the first EU-SEC and the
expansion of EU membership itself to twenty-seven countries by 2007, Portugal refined the original
questionnaire for 2009 use among the twenty-two participating countries of EU-SEC II. Tn consultation
with UNICRI and Finland, the new questionnaire (in contrast to the original) was substantially reduced in
size and several questions that had raised difficulties were either redrafted or eliminated. The two-part
self-completion questionnaite became more topic-focused (on ‘national research programmes’, ‘public-
private partnerships” and ‘media management’} and was also accompanied by 2 glossary of terms to help
clarify interpretation and ensure a better quality of replies. Data from it served as the empirical basis for
further project tasks.

PARTS A AND PARTS B — General Planning and Specific Events

Part A of the questionnaire was designed to take a macroscopic approach to Major Events in respondent
countries. Its 23 questions sought general data on national research programmes, existing legal
framewotks and available biblographic references in relation to Major Event security planning, along
with descriptive elements as to the main characteristics of public-private partnerships and media
management in the field of Major Event security planning. In analysis, the exercise proved that there was
a general consensus to foster the exchange of information on the topic among EU-SEC consortium
partaers®. Fusthermore, that despite being less conclusive about tesearch programmes more generally, it
was able to produce a thematic list of security topics of general research interest to the field*. This has
been reproduced as Table 1 and is briefly discussed later below. ‘

Part B was designed to take 2 microscopic approach by gathering detailed data on specific Major Events
from respondent countries. Between January and Aprtil 2009, nineteen countres returned data on 34

B (GCS/MAL 2009, p. 22)
3 (GCS/MAL 2009, p. 26)
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separate Major Events via the questicnnaire’s twelve questions. Despite a high number of ‘non-answers!t
the exercise confirmed that the concept of ‘Major Event’ was generally well perceived among EU-SEC
consortium partners subjectively, though the concept continued to be debated as the project progressed
and has consequently beenr revised for the purpose of identifying Major Events that are of objective
interest to the House by virtue of their requirement for international cooperation (see Chapter 2).

Of equal notability, however, was the diversity of departments responsible for drafting security plans for
such events, as well as diversity in the rank of officer in charge of operations providing security during
them?®2. This echoed a “dispersion of effort’ and ‘lack of coherence’ mentioned in Portugals report that
was hindering interaction and cooperation between national stake-holders over cost-effective security
solutions to problems posed by Major Events. The report noted that the creation of the House had the
proven potential to overcome these problems in tertns of its capacity for international coordination’?.

Part B had asked for examples of recent Major Events (regardless of any international planning
requiretnent) along with the name of the department responsible for the planming of its security and the
officer in charge of security during the event. Whilst planner and commander are not necessarily the same,
the result is 2 provisional list of specialist police departments across Euvtope with ditect knowledge of
tesearching and prepating security plans and police commanders with experience of implementing them
{a synthesis of the two is reproduced as Annex A). As indicative only, a more comprehensive list of
mational contacts points for Major Events requiting intemnational cooperation in respect of their security
planning process could be developed by the House. Unanimous support for the establishment of a
national contact point for the House was born out by the results of France’s roadmap survey carried out
during summer 2010 and replied to by 18 of the 22 consortium countries it was sent to, CEPOL being
looked to as the mechanism through which to provide and keep such a fist up-to-date3. Consideration,
however, should be made of the 2008 Prim Dedsion discussed in Chapter 7 and referred to later in
Chapters 9, 10 and 11 in particular, with regard to National Contact Points’ for Major Events and data
exchange.

It can be noted that the events offered in reply to the 2009 Portugal survey as recent examples of “Major
Events” were self-selected by respondents on the basis of the definition of ‘Major Event’ in use at the
tme for the purpose of the questionnaire. Not all of these events would be regarded as ‘Major Events’ for
the purpose of the House under its revised definition focused on an event’s requirement for international
cooperation in respect of its security planning,

Regarding the vatiance of departments responsible for security planning and tanks of commandiag
officers in operational charge of security during the events, a key question for further consideration would
be to ask Member States by what criteria is the secutity planning for any given event allocated to any
patticular department and what determines who the officer in opetational charge of security during the

event is to be.

The services of the House are being developed in respect of supporting the coordination of international
cooperation required for the national level security planning stages of any given event. The event in
question should therefore be of sufficient scale to require national level responsibility for its security
planuing (regardless of territorial location) and of sufficient scope to require international cooperation in

3 (GCS/MAL 2009, p. 61 & 77)
2 (GCS/MAL, 2009, p. 61) — Consolidated in Annex A of this manual
3 (GCS/MAIL 2009, pp. 3-4)

H(DGPN, 2011, p. 8 & 26)

13



that planning process (regardless of the event’s size or importance) as a response to the researched
secutity threats it poses.

The rank of officer in overall operational charge of the event on the day should therefore be detenmined
by the level of authority required to command the available resources and secutity measutes planned for
potential deployment and use to ensure security duting the event itself. The Gold/Silver operational
command structure adopted by infer afia Denmark and the UK may serve as a useful common tetplate in
this respect.

Methodological Issnes & Limitations of Results .

On the whole, Part B was better answered than Part A, though much remained hostage to conceptual
interpretation. In application it had been necessary to present and explain to project partniers the form,
content and objectives of the questionnaire. This was carried out during a Network Steerng Committee
(NSC) meeting at UN HQ in New York, January 2009, prior to dissemination. The aitm was to ensure that
the intended purpose and application of the questionnaire was clear, stace common terminology within
EU-SEC rernained formative (including that of ‘Major Event’). Yet despite this, and all the efforts made
to modernize the questionnaire as a survey tool, it was acknowledged thar the number of responses to
many of the questions proved insufficient for more conclusive analysis?®.

The available results, though, based on replies from nineteen out of twenty-two participating countties,
were presented to the project in June (Bucharest) and reported on formally in October 2009. An
instructive recommendation of the report was for similar future initiatives to consider using web-based
applications that facilitate a quicker and more comprehensive completion of a questionnaire by providing
contextual aids and instruction for each gquestion®.

The view of this manual is that for such futute surveys it would be important to ensure delivery to the
senior police officer in charge of plamning the overall security operation for a spedfic and most recent Major
Event and that 1 is framed in plain, noa-technical, language with clear categories and easy to answer
questions. Its basic aim should simply be to assess curtent planning processes against 2 common model
and build a bank of Jessons learnt” and ‘good practices” from contemporary experiences as feedback. The
EMER programme discussed in Chapter 9 as a CTM service of the House could help facilitate this.

Where the House is concerned with surveying research programmes as planning processes for specific
events, best practice would be to take a specific event as 2 survey’s starting point and ask questions about
the programme of planning for it, rather than start with questions about planning programmes in general
and work toward specific events in relation to them.

Better still would be for the House to pick a particular event of specific interest (in conjunction with the
EMER service) and send 2 monitoring/evaluation survey to the person in chatge of secutity for it. This
could be a function of a future web-based survey and data gathering mechanism for sharable expedences
and good practices from real events in real time. However, while the report acknowledges a general
consensus to ‘foster exchange of information’ in this respect®” it rightly makes a point of asking by what
criteria ‘good practice’” may be assessed as ‘good™®. This should be addressed. For example, the practice’s
consistency with the guiding principles of the European Code of Pokice Ethier might be one cormerstone of
goveming criteria. The extent to which it serves the end goal of actually achieving and maintaining

B{GCS/MAL 20069, p. 75
3 {GCS/MAL 2009, p. 75
T (GCS/MAL 2009, p. 223
38 (GCS/MAL 2009, p. 26) See “assessing good practice’ in Chapter 3 post based on UK’s Task 3.1 report,
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secutity against potential threats posed when tested in the field might be another. Base of operational .
implernentation agrinst cost effectiveness another cotnerstone of criteria yet still (see ‘assessing good
practice” in Chapter 4 poss).

PART A: Research Programmes, Public-Private Partnerships and Media Management

With regard to Part A, the report concluded that efficiency was the defining interest in the potential of
cooperative partnerships with the private sector and relations with the media. It also concluded that an
obstacle to cooperation with the private sector and media could be found in the organizational cultures of
some police and public authorties. Accordingly, 1t recommended that organizational culture as an
cbstacle fo the realization of cooperation and efficiency with other actots should be further examined in

fatare. %°

In this regard it advised inquiry as to the reasons why different countries either coincide or diverge in
their evaluation as to the beneficial impacts of research findings for the planning of secutity at Major
Events. it is suggested that such differences may derive from specific features of the organizational
cultures concerned and that these need to be understood as pre-existing the occupational culture required
for the vverall goal of a European House of Major Events Semﬂ'ty'm. Such a question might form part of
a longer term supporting (socially scientific rather than national security based) reseatch programme for
the House.

On National Research Programmes and Policies

The survey’s attempt 1o look at broad research programmes and policies {perhaps now better understood
as the security planning processes) was relatively inconclusive. One could not be sure if all tesponderits
were reading the questions and concepts the same way.

Despite this, the survey demonstrated a will to cooperate in the aims of EU-SEC II and a consensus to
support information sharing in relation to it. What it did produce, from well answered questions, was
material for a list of thematic topic areas of current and future research interest in the field (see Table 1
below).

 (GCS/MAL 2009, p. 76)
1 (GCS/MAL, 2009, p. 76)
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' Crowd control — special police tactics, Human Rights, | Swe, Por,
Deterrence/reptession policies, social prevention of violence Por
Security awareness and visibility of measures, psychology’ Net, Bul
Crisis & consequence management, tot control & assistance Por, Bul, Lat, Slk
Riot control and football hooliganism, crowd psychology Bul
Racial hatred and extremist penetration of social events Stk
Intervention unit systemns, security of political events Slk, Lat -
Technology — development, use, support for security/safety Swe, Por, Mal, Hun, Sln
Mass screening of crowds for explosives/CBRN UK
CCTV imaging to ID suspects & suspicious behaviour ' | UK, Por
International vetting, identification and accreditation | UK, Mal
Practical EU police co-operation during ME’s, intelligence  Swe, Mal, 8in
Deployment of security personnel with VIPs Mal, . .
Problems of media coverage, & communication policies Fin, Por, Lat
“Threat analysis — fast/on-line international info exchange Fin, Den, Mal, Hun
Evaluation — learning from, follow up by planners, tools Spa, Por, Den, Tre
Evaluation of adequacy of crisis management tools Stk
Coordination of knowledge sources & research findings - UK
Communication/leadership structures, lisison contacts Aus, Den, Hun, Tat
Coordination — methodology, resource management Ire, Sk,
"Coordination of internal and external bodies, activites Slk, Sin
Inter-agency relations & cooperation (public & psivate) Fin, Aus, Por, Bul, Han, Lat
Cause and effect of increased private secutity sector role Fin
Command — qualification, mental/ethical fitness, allocation Hun, Lat
Legislation, administeative regimes Stn, Lat

Table I: Secunity research topics of interest to security planners in the field,
Source; Final Report of Task 3.2, BM.Y Austria (BM.1, 2010, p. 38).

Security planning specialists were asked for their opinion as to Major Event secutity topics that wete
already being researched and needed further development, as well as topics that wese of being researched
but they felt should be (Part A, questions 11 & 12). Of 18 replies 12 respondents were senior police
officers, the others were reseatchets or training/policy specialists within relevant police institutions, The
answers represent a crude but valid and reliable indication as to the kind of security research topics
thought to be important by field operatives themselves. The survey questions that produced them are
worth retaining and refining for future use in conjunction with the STILT categorsation system. for the
research and development of new ‘security products” referred to in the next chapter,

Of the 79 suggested topics, there was much overlap, some being moze specific than others. Some belong
to preparation phases, othets implementation phases and othets evaluation phases of a security planning
programme. Some were focused on the research of security threats, while others on the production of
security measures to counter those threats. They are pot definitive or comprehensive but they help
demonstrate the breadth of a securty research programme for Major Events and the development of
their secutity provision in general.
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On Public-Private Partnerships (PPP):
The survey found PPP’ serving as the new articulation for the relationship between state and non-state
actors for the purpose of more effective state intervention.

Found in all three types (categoties) of event — sport, political and cultural (football being the main
source} — it was noted that governing Iaw, policies and programmes seemn to emerge from 1990s onwards.
This is in keeping with much academic observation 2s to the general growth of the private security sector
in relation to traditional areas of public policing in Europe since the 1990s. However, the survey report
notes an apparent conflict between benefits and obstacles: where PPPs ate generally seen in terms of
efficiency via cooperation with public authorities, obstacles to this efficiency are seen as organizational
and a lack of will to cooperation (see also glossary termns ‘marketisation’ and ‘privatisation’):

What stands ont [from the analysis] is that, in addition to the brief bistory of [public and private sector]
assoviation, operability betwesn [public and private] bodies is bindered by serians bmitasions {in ferms of
practices andfor @t a representative] symbolic level) inposed by the diffrent mission they are in charge of
and by difficulties in communication. 1

There are two main problems identified: one 1s about competing priotities, so there is no coordination of
an overall sense of wmmon mission. The other is communication difficulties, so there is no coordination of
an overall systern of representation between partner agencies.

The general problem of PPP (in terms of its 2009 status) is therefore said to rest in the otganization and
management of security in both the planning stages and its provision. Mote will be said and explored
regarding public and private sector partnerships in Chapter 4, particularly in respect of understanding and
developing the relationship between the two.

O Media Management: ‘

Authotities need to plan for media cooperation®. The survey confirmed that as of 2009 there is generally
very little legislation, policy, programmes or guidance on Media Management. There is therefore scope for
the future development of this topic. For example, courses on media management lessons leamt from
Major Events:

The advantages of media managenment policier are seen ar efficiency but, again, blocked by relational and
organigational obstacles o cooperation based on perceptions of media partiality: “The advantages
represented by the increase in .g?z'mg/ that resulis from the elaboration of media managenent polices is
apposed by two obsiacks: the partiality of the media and relational and organizational diffioulties s

As with its overall conclusions, the Portugal re;?oft 1s pointing to a police petception of efficiency through
cooperation with both media and private sector in security planning and provision. But one that is
paradoxically hindered by police occupational cultures and organizational structures as obstacles to
cooperation based on perceptions of media partiality, differing private sector interests in secutity and
poor working relations with the two.

41 (GCS/MAL, 2009, p. 46)
42 (GCS/MAI, 2009, p. 51)
 (GCS/MAT, 2009, p. 57)
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PART B: Research Based Secutity Planning for Specific Major Events

With regard to Part B, the report concluded that the distribution of different types of event (sporting,
political, cultural) highlighted the importance of assessing risks, threats and vulnerabilities at an
international level as part of an integrated research based planning process, one centred on ‘mmtelligence
led policing’™* In this respect, a better understanding of the type of occupational opposition that might be
at the toot of lower organizational level opposition to information sharing is needed. This was with
particular regard to the need for sharing procedure-oriented technical references on security planning.

Another important finding was the impact of the reported events on the daily routines of the venues
where they take place, mainly urban areas. The report notes that the urban way of life and the ways in
which events with high media coverage manifest themselves today are closely related, and for that reason
2ain a spectacular magnitude. Yet it is also this proximity between events with high media coverage and
the “lived space” whete they occur that dramatically increases the risks and threats associated with Major
Ewvents. This is not only for their protagonists and organizers, but also for the citizens who experence
that proxinﬁtyﬁs To this end, the local social mpacts of Major Events should also be researched.

Both the above points wete tecognized in France’s 2010 survey based Draft Strategic Roadmap. With
regard to developing common procedures in relation to security planning, it was noted that some
countries are not keen on changing their established practices and doctrines and are likely to structurally
resist changes. And with regard to adopting new techmical tools for secutity provision it was noted that
each country has its own organizatonal doctrine to apply over the adopton and use of certain
technologies. Furthermore, the reaction of local populations to the use of new securty technologies at
Mzjor Events needs to be considered as a topic of research in the planning phases.*®

On organisational cultures and the shating of security plans

The survey found that the pature of a Major Event requires the capacity for national authorities to work
efficiently with different organizational cultures regarding risk assessments.¥? Acknowledging that Major
Events increasingly reflect the complexities of contemportaty society, it recognised that security planning
is that much harder in the international context: hence the need for the coordination of international
secunity planning via the House. :

The report strongly recommends a technical debate on the range of information sharing as to what can be
shared*®. For Portugal’s purpose of building a reference library of security plans, the survey found that it
was easier to make general plans available than spectfic ones®, Of specific security plans, only five wete
actually made available to Portugel for its library. The reason for this low rate of information sharing
between national authorties over specific plans was understood as their internal classification systems for
documents. )

Otherwise, the sutvey found that the culture of sharing practices, information, procedures, common
planning criteria and training regarding the protection of VIPs etc, has (generally spesking) improved in
REurope over recent years in response to the internationalisation of organised crime and terrorism30.

# (GCS/MAL, 2009, p. 77)
# (GCS/MAL, 2009, p. 77)
# (DGPN, 2011, pp. 5-6)

17 (GCS/MAT, 2009, p. 62)
4 (GCS/MAI, 2009, p. 68)
# (GCS/MAL 2009, p. 66)
% (GCS/MAL, 2009, p. 68)

18



As suggested later in the Roadmap?!, an alternative way forward for the international coordination of
security plannming might be to use the IPO Security Planning Model as a common benchmark, or
reference point, against which planners can check and tevise their specific security plans. For it can be
noted from the survey that other manuals/reference documents listed as used in producing security plans
ranged from academic publication, to organiser’s programmes, to intelligence reports, as well as secutity
plans themselves supplied by private secutity companies®. Given the mix of conceptual ambiguity,
organizational cultures and prohibitive document classification systems, a gauging of planning processes
against a common template may be more productive. This idea was later developed as a2 common
standard and is expanded on in Chapter 3 of this manual as CTM 1.

Osge could add to this the web-based database for evaluative Tlessons learnt’, ‘good practices’ and ‘new
products’ developed within the plan within the scope of House services: a place to share and file new
experiences for an EU network of ‘security planners forum” of sorts. Again, this is expanded on in
relation to EMER as a House service, along with Networking and Training in collaboration with CEPOL
in Chapters 6 and 7.

On Secutity Threats and Vulperabilities

Whilst unable to draw any conclusions over security threats to Major Events in respect of different
categotics, the survey identified public order as the main threat in general. The main vulnerabilities for
Major Event security, however, were human resources and logistic support.

What also emerged was evidence of a police view that vulnerabilities were mostly exzermal to a police locus
of controP?. The police occupational tendency is therefore not to regard those vulnerabilities as ateas of
police responsibility. However, if the provision of secudty at a Major Event needs to be taken as the
common mission of 4/ parties involved, then this police occupational view needs to be challenged and
overcome. This is particularly so in both international cooperation with other authorities as well as private
sector partnership.

The Local and Global of Major Events — Need for International Cooperation

Due to their characteristics and symbolic meaning, Major Events must be regarded as typical targets of
attack. Even countries with low crime 1isks, especially in terms of terrorist attacks, can find themselves on
the agenda of international crime organizations simply because they host 2 Major Event that mobilizes
thousands of people and involves the presence of political wotld leaders or important VIPs%,

It is pointed out that the implications of globalization inclnde the intensified displacement of risks and
threats to other local settings: “Major events that take place at any given venue on the planet face an
ncreasingly higher probability of being influenced by forces generated at an unspecified distance from
that venue.”™ Due to its scale and complexity, they draw on the experience of the IPO programme to
wam against underestimating 2 Major Event’s ability to disrupt normal business, attract scrutiny and
ctiticism from internal and external bodies, and bring significant pressure to satisfy the widest imaginable
range of stakeholders.*®

51 (DGPN, 2011, pp. 11-13)

2 (GCS/MAL 2009, pp. 160-169. Appendix A, answers to q.12)
3 (GCS/MAL 2009, p. 73)

5 (GCS/MAL 2009, . 2)

55 (GCS/MAL 2009, p. 2)

3 (GCS/MAL, 2009, p. 2)
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Thus, in 2 globalized world the theme of security becomes more and more a strategic factor of
development and competition between countries, regions and cities, and a deciding factor as far as
investment options are concerned. To fllustrate this Portugal emphasizes the importance given to security
in the assesstment of 2 country’s bid to host a Major Event. Good candidature, they point out, to organize
and host international sporting competitions such as the Olympics can be sedously harmed oz even put
aside if criminal risks are judged too high against a potential host’s available security capacity.

As such, globalization requires states to cooperate internationally to counter the local materialization on
national territory of threats and risks set beyond national botders™ . The growing awarefiess among
European societies is that that the security problems faced by one State ate inevitably the same security
problems faced by other Member-States, This presses the authorities to take on an ever more
collaborative attitude and to wotk together in more effective ways .

Further descriptive qualities of Major Events
From these typologies, the Portugal report points out, one can understand Major Events and related
secugity resezarch from two main perspectives:

First, from the nfernationa! level of securty planning for the host: for this accentuates the need for the
capacity to be able to work efficiently with different organizational cultures both domestically and
internationally. For example, the assessment of risks and vulnerabilities will have to take place at aa
international level

Moreover, because Major Events involve the participation of key figures from the worlds of politics,
sports or cultute (or otherwise), either individually or as a group and from countries other than the host
country, it becomes absolutely necessaty to resort to a highly complex security research strategy that
requires the integration of planning means and resources, the interoperability of technology and
complementary data analysis prdcedures ins order to be intelligence-led in preparation and provision.s?

Secondly, from the crucial acknowledgement that Major Events characterised {increasingly) by high media
coverage are mote and more characteristic of confersporary socteties®. From this perspective, the report
obsetves that regardless of whete they take place, the reported events were mostly interpational and,
largely speaking, took place in cities, reflecting the utban environment of them accordingly. This led the
task-team to conclude:

Major events are symbolic expressions of a predominantly urban sodiety, and that their level of complescity,
threat, ritk and above all their lavel of vadwerability, are direct consequences of the fact that they take plave
in densely popuiated urban areas, with numerons property and citisens that need to be protecied against
possible collateral damage of any given incident.t '

This is an important quality to emphasise. Because it means that security provision cannot be focused
purely on threats to the event as an object of protection in itself, but also the threat the event itself
potentially poses to the wider social environment it is located in. This is 2 critical point of observation and
understanding about Major Events: that they themselves bring danger to the localities they visit upon.

57 (GCS/MAT, 2009, p. 3)
5% (GCS/MAL, 2009, p. 4)

59 (GCS/MAT, 2009, pp. 61-62)
8 (GCS/MAL 2009, p. 62)

§1 (GCS/MAT, 2009, p. 64)



Securty during the event is therefore msf confined to the interests of the event itself, but the wider
interests of the social environment in which they temporally and spatially (and perhaps also culturally)
occut.

Conclusion: a need to develop commonality
This chapter has primarily reviewed the background work and issues raised by Portugal’s ground-laying
survey of the EU-SECII Consortium’s 22 Member States.

The survey’s main findings as to the status quo of Major Event security research in Europe in 2009 and
its key recommendations in respect of developing the EU-SEC progtamme in relation to laying the
foundations of the House support the continued development of common practices to better coordinate
international cooperation in the planning phases of Major Event security. ‘This all points towatds the need
for a broader commonality of policing in Europe, 2 topic returned to and discussed Iater in the
concluding section of this manual for the House.

For their part the Finaish partners reviewed the initial results of the survey in 2009 to make similar
conclustons®, In particolar that:

Research is constdered important in planning optimal security for Major Events. That pattners favour
exchange of nformation and coordination methodologies in relation to evalmation and fesource
management. And that there are probably no systematic problems to intemational cooperation in this
respect in the field. ’

Also, most problems in relation to public-ptivate partnerships (PPPs) were primarily seen in terms of
confidentiality and commercial over public interests. However, PPPs were also seen as benefiting the
public sector by reducing costs and improving flexibility, albeit issues around information exchange and
sharing of public accountability would remain significant.

With regard to media management, challenges were mostly internal and structural and to do with the flow
and quality of information. In this respect, good media management was seen in terms of a clear media
strategy centred on quality information flows through a common single spokespersor.

These findings from the Finnish report on Task 2.1 and its tecommendations relating to them for future
joint activities within the EU-SEC II progtamme were taken up in the respective Work Package 3 Tasks
during the remainder of 2009 and 2010, along with the results and recommendations from the Portuguese
Report. They are taken as guiding points in the preparation of this manual as a foundation for the House
in 2011.

In the interests of progressing common terminology as a significant issue emerging from the survey, the
next chapter discusses the definition of Major Event’ for the purposes of the House and other key |
concepts. The glossary of key terms for use in the House and other related terms at the beginning of this
manual should also be referred to in that light.

62 (SMPO, 2009, pp. 26-29)
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CHAPTER 2 - DEFINING A ‘MAJOR EVENT’ FOR THE PURPOSE OF THE HOUSE

A definition is a statetnent that describes, cleatly and exactly, what something is or what 2 word or phrase
tneans. Meaning tends to come from the purpose of intended use.

‘Mazajor Event’

In sesearching Major Event security programmes in Hurope over the last seven years, EU-SEC has
regularly reviewed its working definition of a ‘Major Event’. Fitst formulated in early 2005 for survey
purposes and later revised for purposes of the 2007 IPO Security Planning Model®3 it was again reviewed
at the 5% EU-SEC 11 Network Steeting Committee meeting in Stockholm on 26 Japuary 2011 for the
purpose of its use within this manual and the House.

The outcome of that discussion and consequent feedback was to recast the 2007 IPO Security Planaing
Model definition in simpler terms for use as 2 key to access the future services of the House. These
services, it should be noted, are concerned with the wwerdination of international cooperation over the
Planning stages  of Major Event security, not the progision of it during the event itself. So the defining
.emphasis is on the international aspect of preparations for a given event’s security operation. As ‘the House
definition’, it teads:

A Major Event is an event that requires
intemational cooperation in respect of its security planning

Security Planning’

'The preparations {Le. the security planning) spoken of have been commonly referred to in the EU-SEC
programme as ‘research programmes’. They start months (or even years in the case of events like the
Olympics) ahead of the event itself as specific preparations for specific events (of variable category) that,
by virtue of one’s ability to plan for them, are in some way foreseeable to the national authorities
respousible for the provisions of security during them.

Key eletnents of the security planning precess advocated by the House are spelt out in Chapter 2 of
UNICRYs 2007 [PO Security Planning Model In this context, the term “security planning” is understood
within the EU-SEC programme as “The process of drafting the security plan for a Major Event by
utilising the elements outlined in the TPO Model.”%. It is a prosess informed by a programme of research
that produces the knowledge upon which the plan is built. The ple, of course, is one aimed at providing
seczrity during the event,

Securtity®

Defined in the glossary and dedved from the 2005 IPO Toolkit, the “security’ spoken of refers to the
prevented ham of 2 potential threat — 2 ‘threat” being the existing potential to cause harm (to or at the
event). Threats, therefore, are always seen as a test of security and security is only proven to exist when it
actually prevents the harm of a threat. Until then, ‘security’ is only theoretical:

€ (UNICRI, 2007, p. 8)

¢ (DHPol, 2010, p. 5)

65 The UK’s Task 3.1 report notes that the commonly used terrn “security’ remains a contested concept among
Member States and other EU Event Manwals (MetPo, 20103, p. 1}.
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[Evaluated or judged] i ferms of outcomes, security can be defined as the absence of varions adverse
{factors] hat can cause harm during a Major Event. Security therefore always refers to threatr — the
potential of [factors] cansing barm — while security tools refer to all the instruments at the disposal of the
anthorities and organisers to prevent [such] threats from materialising o6

Understood this way, and for the purposes of the House, a “secusity tool’ amounts to anything intended
to prevent the materialisation of a potential threat to or at the event. The focus of the tool’s application is
just as likely to be the neutralisation of the threat as a means to prevent the potential of its harm in the
first instance as it is the shielding of the event from the harm once released by the threat. Consequently,
ethical standards appertaining to the production and use of such tools (as measures, instruments or
otherwise) become an important eletnent for House consideraton in the international coordination of

security planning in Europe.

Secucity Product’

Following the above, a ‘security ptoduct’ spoken of in the House is anything specifically produced (or
procured) for use as 2 ‘security tool’ in relation to a given “security threat’. In other words, any researched
product of the security planning process. This would include, among other things, both the pre-planning
‘threat” assessment upon which the eventual secutity plan is based and the post-event evaluation of
‘security’ provision during the event, not to mention the security plan itself. All of which are produced, it
can be said, by a programme of research within the overall security planning process.

For House putposes, different types of security products can be provisionally categorised using the
STILT classification system, developed within EU-SEC II's work on common research standardsé’:

. Strategic {e.g. the overall security plan and contingency plans within i)

*  Tactical (specific police operations within the plan, e.g. public order)

* Informational (e.g. intelligence, threat assessments, evaluation of the plan)

*  Iegal (e.g restriction orders and temporaty powess given for use within the plan)
*  Technical {special equipment for use within the plan, e.p. taser gum)

With these basic concepts in mind, the remainder of this chapter will more explicitly review the House
definition of ‘Major Event’ and its premise within the IPO Programme, along with additional elements
for use in applying it. ‘

A diagrammatic summary of the House definition of Major Event and its additional elements will appear
at the end of the chapter for reference.

‘Major Event’ - The House Definition
As introduced, for the purpose of accessing the services of the House 2 Major Event can, on reflection,

be more simply and directionally defined as:

An event that requires international cooperation in respect of its security planning

6 (UNICRI, 2005, p. 10)
§7 (BM.1, 2010, p. 11) for BM.I (Austria).
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1t Girects the House user toward the international cooperation element of an event’s secuity planning
needs. However, based upon what has gone before, this core statement of meaning needs expanding on
for the sake of clarity and self-assessment by EU Member States as to their use of the House in respect of
events that they would otherwise regard as Major Events’ by their own respective criteria for their own
internal domestic purposes.

First, the event (whether requiring international cooperation or not) when considered as ‘major’ by the
host authority, will typically be tharacterised by one or more of the following:

1. Large/international (world) media attraction/coverage
2. Their histotical, political, cultural significance or popularity
3. Participation by large or international crowds, potential target groups, or VIP/ d:gmtanes

Second, the secutity planning spoken of will be in response to the potential of (security} threats posed to
the event. Those threats may be cafggorised as (but not limited to):

Threats to public safety (including road safety)

Threats to public otdet (including violent protest)

Tetrorism {domestic and international)

Criminality (international, organised and petty)

Threats of public disorder (e.g. hooliganism and violent behaviour)
(ther events potentially embarrassing to the aythorities (e.g. unanthorised activity)

S e

Finally, the production and provision of that secusity response will be the result of:

* A progtamme of research based planning to counter those threats during the event.

In other words, a seowrify research programme as part of a security planning process: one which leads to the
formulation of a researched and threat assessment based security plar for mmplementation during the
event. So, security is planned against the potential of threats.

With these key elements in mind, 2 user of this manual should be able to readily identify a ‘Major Event’
as defined for the purpose of accessing the services of the House. That 15, in terms of accessing the
House’s coordination services for international cooperation during the security planning phases for the

event.

Since it has been subject to much revision, some space should be given to further consider the
development of the definition of ‘Major Event’ for the House. '

Origins in previous definitions

Below is the original EU-SEC definition that the above was derived from. It was formulated by the EU-
SEC I Task-teamn in Dublin between Apdl and August 2005 and used in both the 2005 questionnaire and
the subsequeat 2009 questionnaite for EU-SEC II. Although 2 revised version was used in the 2007 IPO
Security Model, the otiginal was again reverted to in the THE HOUSE proposal for future joint activities
to enhance the Ewropean House of Major Events Security during 2011-2013. Tt has been empirically
tested against what Member States consider to be ‘Major Events’ in the field and it can be seen how the
characterising elements, security threat categores, and research based planning programme requitements
above have been derived from it:
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Questionnaire Definition (Apr/Aug 2005):

Any gathering of people, characterized by one or mote of the following:
1. Historical and/or political significance and/ot popularity,

2. Large media coverage and/or international media attendance;
3. Participation of citizens from different countries and/or possible target groups;
4. Participation of dignitades and or VIPs;
5. Morze than 200,000 expected to be present at the event;
AND

has produced, or is likely to produce (in view of the host secutity planning country) relevant
practices and/or research with regard to one or mote of the specific categories of security threats*
envisaged by the EU-SEC Consortium.

[ *(Threats to/of: public safety; public order; terrorism; ctiminality and delinquency; violent unauthotised
demonstrations; other events potentially embarrassing to the authorities).

It was a review of Portugal’s findings and other project documents that helped J:e—appmise its adequacy
for continued use as a key to accessing the future services of the House.

Notwithstanding methodological problems of missing data values, the Portuguese teamn looked at the
objective characteristics the 34 recent events subjectively teposted ar Major Events by the 19 respondent
countries to Part B of the questionnaire®®. Despite the significant weight of all but one of the
characteristics within the definition, for each Major Event reported on (most of which had taken place
within three years of the study) that of “furge media coverage andf or international media attendance’ featuted most
prominently.

Found in all 34 cases, the importance of this single attribute confirmed for the task-team the intrinsic

relationship between an event and its coverage by the media: that high (wotld) media coverage cag, itself,
change the nature of ap event to give it added dimensions that require security considerations beyond the

routine gortm. As the report noted, “Sometimes, media coverage constitutes in itself an added risk factor
for the security of the event.”®

This stood in stark contrast to the relevance of the given definition’s demographic attribute of ‘more that
200,000 expested o be present at the evenf as a defining characteristic in the view of respondents. The
frequency of Major Events described as being characterised by this attribute was a very low 7 out of the
34 cases. Comparatively, objective attributes of “historical/ political significance/ populariy, ‘participation of aitigens
Jrom different  countries/ possible target growps both bad high frequencies of 26, with ‘participation of
digritaries/ VIPs found in a similarly high 27 of the 34 cases” What was concluded was that in terms of
defining what /s and what is 70f 2 ‘major’ event, the (large) number of people was not an eliminating
feature ™

Following this, the primary reading of a Major Event as ‘any gathering of people’ is an equally inconsequential
clement and arguably spurious to any definition of it. Two countries, for example, reported on the
security for the physical receipt, transportation and transference of euro cash to the banks as a Major

58 (GCS/MAI, 2009, p. 60)
 (GCS/MAI, 2009, p. 64)
7 (GCS/MAL, 2009, pp. 63, table 24)
7 (GCS/MAL, 2009, p. 63)
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Event in relation to the euromoniterization of their country as a Major Event”2 This would not be
regarded as ‘a gathering of people’ in. the conventional sease, but as an event with major (.e. extra-ordinary)
security implications for the host country to plan all the same.

From Portugal’s repott, what was mote pertinent concerning the characterizing attributes was the
overwhelmingly international nature of the 34 events reported on. This was both in terms of their
participants as well as the media coverage it attracted. A further finding was the consequently subjective
extra-ordinariness of the security requirements for the host in relation to that international dynamic.™ It was
therefore appropriate to teappraise the standing EU-SEC definition in these terms and return to some
aspects of the alternatives that have been variously discussed previously within both the EU-SEC and
IPO programmes.

Subfective and objective elements:
Within the IPO programme, it had been noted that no accepted definition of ‘Major Event’ existed in the
field of security planning but one could be arrived at objectively or subjectively.

Objectively, Major Events could be defined by “the qﬁaﬁty or quantity of people they mobilise, or the
time and place they occur in, and threats they thereby attract”. The important element here being in its
relation to the {security) threats it atfracs.

i

Subjectively, Major Events could be defined by “their requirernent for knowledge, skills or resources in
excess of those readily available to key participants”. The important element here is the requirement in
escresy of the host countiy’s available security capacity.™ '

In these tenms, what makes an event ‘majot’ is 2 balance between the characteristics of the event itself on
the one hand (objective) and the security burden placed on its host on the other (subjective). Understood
this way, an event i3 ‘major’ by virtue of what it affracts in terms of secutity threats i conjunction with what
those threats reguire the host to produce in terms of secutity provision for them in exers of the bost’s
ordinary routine capacity and norm.

In other words, by the extra-ordinariness of the event’s security implications for #he sonntry bosting 2. As such,
what defines an event as ‘major’ is more subjective than objective: it 15 more to do with the security
burden for the host than it is to do with the -characteristics of the event ifreff in terms of size, scale,
importance, location, participants, etc.

The 2007 PO Security Planning Model maintains recognition of this subjective element in stating that
“planning secutity for a Major Eveat is a very complex exercise that requites a range of measutes and
activities beyond those normally emconniered” (Emphasis added)”. It also recognises the likelhood of #ew
structures and practices being introduced in response.

“ The requirement of international coopetation over the threat potential

Below is the ‘operational definition’ arrived at through EU-SEC workshop discussion in December 2005,
provisionally accepted as valid by the third Network Steeting Coromittee’® and actually used as a common
definition in the 2007 IPO Security Planning Model:

72 (GCS/MAL 2009, p. 144. Appendix C)

™ {GCS/MAL, 2009, pp. 61-64)

7 (UNICRE, 2008, pp. 14-15) acknowledging Dr. Marc Otten and (UNICRI, 2007, p. 7).
75 (UNICRL 2007, p. 9)

% (UNICRI, 2005); (SMPOQ, 2006, p. 12); (UNICRI, 2008, p. 15).
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Operational Definition of Major Event (Dubhn, Dec 2005 & IPO Security Plannmg Model,
2007)
2 major event is a foreseeable event that should have at least one of the following characteristics:
1. Historical, political significance or populatity;
2. Large media coverage and/or international media attendance;
3. Participation of citizens from different countries and/or possible target groups;
4. Participation of dignitares and/or VIPs;
5. High numbers of persons;

poses the potential of threats and therefore may require international cooperation and assistance.

Though lacking in explicit reference to the subjective element of the original one {Le. ‘in the view of the
host countty), it replaced ‘any gathering of people’ with “foresecable event’ to distinguish it from more
spontaneous events (or ‘incidents’), such as dots, against which no special secutity planning or research
programme can be prepared other than as general contingencies. It focused the definition on complex
events that are organised and authorised in advance and whose security provision can thus be researched
and planned for in preparation.

As with the original questionnaite definition, the characteising attributes serve mote as 2 testable guide to
field recognition than as defining elements. It is actually the last part of the definition that contains its
more essentially defining elements: that it poses the potential of (secutity) threats for which (the host
authority) may require igterpational help in countering,

To quote the previous EU-SEC manual: “The potential of threats and reguirement of international cooperation were
the two defining elements of a foresceable event that wowld maks it ‘major’ in the gpinion of the bost national anthority.”7?

In other words, the subjective burden element is the required international response to the security threat
potential. An alternative short definition was mooted to this effect in April 2006 and further alluded to in
June 2006 reports™ and the EU-SEC manual of july 2008:

Alternative Short Definition (EU-SEC Task 2.1 Report, April 2006)
A Major Event is a foreseeable event that poses the potential of threats and, in the opinion of the
hosting authority, may requite international cooperation and assistance.

However, it is the later 2005 Dublin definition as used in the 2007 IPO Secutity Planning Model and a
vatiant of its short alternative that is now used here as the House definition.

The international and domestic elements of producing new security measures

As continued reflection and ‘empirical testing of the osiginal questionnaite definition tends to show, it is
conceivable that while some Major Events are {objectively) international in nature by virtue of their
patticipants or media attention, the extra-ordinary security measures they require of the host authority in
exiess of their available domestic capacity might not necessarily be (subjectively) international in nature.

7 (UNICRI, 2008, p. 15)
7 (SMPO, 2006, p. 13)
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In these cases, a host authority may simply research and produce its own new security products (ie.
measures, tools, resources and technologies) in preparation of a specific event’s extra-ordinary security
needs. Yet it remains conceivable that those new measures, if considered ‘good practices’, may then go on
to be an intetnationally sharable source of knowledge within the European House of Major Events Security. Ot
that the simple international importation of measures (as products) from cooperating countries represents
something #ew to the host country. This led to a re-tafforing of the definition duting 2009 for the Austrian
team’s purpose of considering common standards within EU-SEC II for the subjective production of new
security measures {or ‘tools”) as ‘security products’ for Major Events™:

Common Standards Definition (Vienna, September 2009)
A Major Event is a foreseeable event that, in the view of the national authority responstble for security
at the event, poses the potential of secudty threats that either:
a) Produce or is likely 1o produce new tesearch and/or practices with regard to the planning or
provision of security in relation to those threats; or
b) Requires or may requite international co-operation and /or assistance in the pianniﬁg or
provision of security in relation to those threats,

This was put more succinctly in the resulting report as: an event requiring either the domestic production
or international importation of some #ew security measure (or ‘product’) in response to the exira-ordinary
nature of the event’s security implications: in other words, the security requirement of something new for
the host authority %,

The aspect of ‘newness’ as a significant feature of a Major Event is further alluded to in the 2007 IPO
Security Planning Model’s acknowledgement of what the sheer complexity of 2 Major Event may entail:

 “Due to their complexity, Major Events are likely to demand the creation of an extraordinary and
possibly temporary response. Existing structures and procedures may not be sufficient and may even
requite the creation of a new organizational set-up, the planning of a wide range of tactical options to
address problems that may affect the course of the event, the involvement of new staff and logistics, the
coordination and amalgamation of different forces and other extraordinary efforts.” (original emphasis).!

it was precisely with this regard for the propensity of Major Events to introduce lasting structural and
procedural effects, as well as require the production of new knowledge, technologies and resources with
potential as lasting practices that focused the attention of the Austrian team on new ‘security products’
within its defindtion for commeon standards.

Stockholm Proposal and debate — Japuary 2011

In an attempt to consolidate the significant elements of the above definitions, the following was proposed
as a core definition at the 5% Network Steeting Comumittee of the EU-SEC Il Consortium in Stockholm
on the 26™ January 2011:

Proposed Definition (Stockholm, January 2011)
| A Major Event is a foreseeable event that poses the potential of security threats which requite the
production of knowledge, technologies or resources in excess of the host’s routine availability.

 BMI, 2010, p. 31)
% BM.I, 2010, p. 11)
81 (UNICRI, 2007, p. 9)
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The ensuing debate led to its fusther revision and functional House definition simply as:

A Major Event is an event that requires
intetnational cooperation in respect of its security planning

Dropping foresceable’ allowed for short notice contingencies (such as state funerals). Poses the potential
of security threats’ was dropped on the basis that the potential of threats is implicit in any requirement for
security planning and such threats can be separately detailed. ln other words, security is always planned
against the potential of threats posed to the event.

“The production of knowledge, technologies ot resources” (Le. the ‘research and piznnjng’ element) and
‘in excess of the host’s routine activity’ (Le. the subjective ‘newness’ element) was also dropped. This was
on the basis that they represented variable points of interest in what members called ‘Major Events’
subjectively but were not defining aspects for the purpose of access to the Flouse and its services. For.
such services are aimed at the coordination of international cooperation in respect of security planning
for what they would otherwise recognise as 2 ‘Major Event,

Hence the short statement as ‘the House definition’ and its IPQ detived additional elements.

Recognised Typologies and Qualities of Major Events

Along with the typical characteristics of a Major Event and the Consortium recognised categories of potential
secutity threats listed earlier, what can also be added is the categorisation of Major Events by one of four
given fypologres {systems of categodsation):

Sporting events (e.g. Olympics/Wotld Championships)
Political events {e.g. Summits/State Visits)
Cultural events (e.g. Carnivals, Festivals, Celebtations)

b A

Other events (e.g. Scientific Conference, Commercial Expo’s)

This 15 based on the three typologies recognised in Portugal’s analysis of its 34 reported Major Events:
international political events; international sporting events; national large scale events (festivals, concerts,
carnivals, cultural events)®2. Where these represented over two thirds of the events reported on, it would
be prudeat to reserve a fourth typology simply of ‘other’. One can think of manylother eafegories, such as
‘commercial’, ‘scientific’, ‘educational’, ‘community’ and ‘religions’ but the research has identified these
four basic typologies into which to place them accordingly. A ‘religious event, for example, could
ordinarily be placed as ‘cultaral’ unless it is more an ambassadorial state visit (e.g. of the Pope), in which
 case it might be better placed as ‘political’.

Notably, ‘political’ and ‘sports’ events where the two types of Major Event that stood out significantly
from the 2010 French roadmap survey as the main types consortium members were going to host duting
2011 and 2012 (Roadmap p.4). Roughly they shared 73% of the anticipated Major Events between them,
‘political’” events being the marginally larger of the two at 38%. The typology clearly works, with the
remaining 27% being ‘cultural’ or ‘other’.

82 (GCS/MAL 2009, p. 61)
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To the definition of a Major Event based on its international dynamic, for guiding recogaition in the field
one can further 2dd to the above descriptive elements of event characteristics, security threat categories
and event typologies the following guadities derived from reviewing Portugal’s 2009 report in that:

For the host country, their extra security requirement may be domestic or intetnational
They tend to be urban in chatacter (if not location) as an expression of global society.
They may be regular or non-regular in spatial and/or temporal occurrence.

They will tend to dominate other security planning concerns.

Their secutity demand will be extra-ordinary and in excess of routine capacity.

They may produce new secutity measures that redefine routine policing for the host.

NN S

Descriptive quality 3 refers to the teport’s observed fact that some eveots have infrequent repetition
cycles (e.g. Olympics every four years at a different venue) during which security issues may have
significantly changed for both the event and the venue, requiring a fresh appraisal each time. And others
that although more frequent (e.g annual championships) may use different host venues each time: again,
requiting fresh appraisals of their secutity itnplications. These factors of regularity/non-regulatity can also
contribute to their categorisation as ‘major” for the host couatry.#

Regarding qualities 4 to 6, perhaps if one had to define ‘Major Event’ in just one word that word tmight be
‘dominating’. Indeed, the conventional use of the word ‘major’ as an adjective is to desceibe something as
mote important than other things, i.e. dominating. So, with regard to a nattonal authority’s responsibility for
governing security at large scale or important public events, the extent to which concerns for one
particular event comes to deminate that of ail other events, would put it in the category of ‘Major Event’ as
far as its security planning goes. Indeed, as has been repeatedly expressed in the IPO programme, it is the
sheer extta-ordinariness of the secutity demand that will put it in excess of an authority’s otherwise
routinely available national capacity of resources, knowledge and technology. In this sense, if the event
- itself is one that comes to dominate it can subsequently re-defime security proviéion at future events.

That in itself is z defining feature that makes it a ‘major’ event as opposed to just large or important.
Because what it will have done is produce something rew. Whether that is sitnply 2 new working practice
or policy, or whole organisational structure or even occupational culture and consciousness, it will have
introduced something that did not exist byfore. It will have fundamentally affected and permanently altered
some aspect of the host authority’s system of security organisation and provision.

An example might be the August 2005 International Association of Athletic Federation (JAAF) Games in
Helsinki for Finland. It was widely recognised that the event represented the biggest security challenge to
date for Finland and that the security planning for it by the Helsinki Police Department under the
direction of its Deputy Commissioner, not only dominated the preceding year's security planning
programme for the police but also substantially re-defined Finland’s own security planning policies and
practices. It brought them together into one document as the country’s tetaplate for security planning
procedures at future events of similar size and nature. To some other countries, the IAAF Games may
have been just one other event requiting no greater security attention than nomnal. To Finland, though, 1t
was the dominant security challenge of the dme, and 5o a “majot’ event.

Needless to say, other EU Member States will be able to poiat to thelr own ‘defining’ events that caused
them to fundamentally revise, te-design and re-define anew the way they research, plan and provide
security in recent times and times to come. That would be their "Major Event” par exvelbnce — the defining

8 (GCS/MAL 2009, p. 65}
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security operation for their national authorities. The pressuse to so respond is most likely to have come
from its international dynamic, none the least from its being under the scrutiny of world media and
pressute to be seen to provide not oaly effective security, but to do so as a demonstrable expression of
democsatic Buropean values. The coordination of the required international dynamic to this effect is
whete the setvices of the House are intended to assist EU Member States seeking access to them.

This chapter of the manual concludes with a diagrammatic summary of the House’s common definition
of Major Event’ and its additional elements. It can be read in conjunction with the manuals glossary of
other key terms.

There is a small postscdpt to this discussion of seven or so years, though. What the House now
recognizes as ‘Major Events” by virtue of their international dynamic, questions of supranational
governance, implications for democratic policing standards and potential as sites of security
transformation under the scrutiny of world media, the international academic literature on policing and
society has tentatively started to recognize and name ‘mega-events’. This is particularly so in relation to
contemnporaty sociological research on private security regulation, protest policing and counter-terrozist
secusity in terms of legacy and the upgrading of security infrastructure®®. The emerging academic term
‘mega-event’ should therefore be construed with the House’s developed tetm ‘major-event’ accordingly.

This is not to add another term to the growing glossary of terms being used in the House, simply to
acknowledge that the vety phenomenon that the House is concerned with is itself becoming recognised
by other spheres of influence, albeit by slightly different names and perhaps for different lines of
analytical enquiry. It is useful to be aware of this.

8 See for reference (Boyle & Haggerty, 2009) (White, 2010, p. 3) Martin, 2011, p. 30)

31



THE HOUSE DEFINITION OF MAJOR EVENT & ADDITIONAL ELEMENTS
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PART II - COMMON HOUSE POLICIES 1: PLANNING & EVALUATION STANDARDS

Part 1 presented security planning as planning against the potential of security threats posed by an
organized event of significant scale. Its two chapters have shown that it is the requirement for international
coaperation in respect of that planning — planning that goes beyond the scope of the host’s standard
national security pian — that defines an event as ‘major” for the purpose of the House. The next two parts
of this manual offer guidance for the development of House services aimed at supporting the wordination
of that mtemational cooperation among national authorities in the planning processes for Major Events
in Europe. :

Dealt with on a chapter by chapter basis, the envisioned House services are the outcomes of the EU-SEC
programmme. They were progressed by the consortium under Work Packages 2 and 3 of EU-SEC II
during 2009/2010. Anticipating the wotk of the third phase of the EU-SEC programme from late 2011 to
eatly 2013, they ate referred to as ‘Coordination Tools/Methodologies” (CTMs 1-7). Each is ‘owned’ by a
respective consortium partner for the purpose of their testing and evaluation under thematic task
leadership within two parallel work packages (WP1 & WP2). This is to be implemented in the live context
of specific Major Events likely to take place during 2012.
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CHAPTER 3 - THE HOUSE AND THE IPO SECURITY PLANNING MODEL (CTM 1)

Anticipated CTM Work for the House
‘The below table lays out the seven foundational House CTMs and their owners against the thematic tasks
and their leading partners and envisaged objectives of Work Packages 1 & 2:

18 months Common ,
in patallel with THEMATIC | Rescarch & gl‘;;“;?;; g::‘;::l‘;n ?;ﬁf:‘gﬂﬂg &
WP2 below AREAS — Technology |
(2011-2013) : Taxonomy Standards Standards (CEPOL)
Testing CTMs 1n LEADERS | Portugal UK Denmark France
2012) | & teams — | 2/3 members | PPSP officer 2/3 members 2/3 members
. |CTM fctM [ CIM CTM
C™ OWNER Involved Involved Involved Involved
1 IFPO Model Denmark
2 PPP Guide UK
3 Media Guide Faly
4 Security .
Products Ausiria
5 EMER Portugal
6 STEP Estonia
7 Net & Training | France
. TASK — —
REPORTS | 2% %% Aphection of | hation of | Training actvities
- common onor Sl common evaluaiion | on commpn Security
Deliverable %ﬁmﬂ' ;;agiizdim standards standards ﬁrf&iﬁr
Reports due early | D1.1,234 . 24 P to Burgpean MEs | in EU
e Pplanning MEs
estricted
WP 2 TASK 2.1 TASK 2.2 TASK 2.3 TASK 2.4
In parallel WP1 THEMES: as 1.1 as 1.2 as 1.3 Framework
Stockholm Prog’ LEADERS | Romania = | Austtia Spain UNICRI
impact analysis & teams: 2/3 membets 2/3 members | 2/3 members 2/3 members

Table 2: Summary of parallel WP 1 & 2 task thernes and leaders against CTMs and owners.
Source; Consolidated from UNICRI’s Proposal for The House (UNICRI, 2010b, pp. 12-13, 16, 22-27) by T Hadley.

The two work packages shown in the table run in paralle]l duning the first 18 months of the House
project. The focus of WP1 is on the fes#ing of the CTMs in live events. The main focus of WP2 is analysis
of the potential impact the CTMs on related aspects of the Stockholm Programme (2010-2014). The fixst
three thematic tasks are the same for both work packages but are selective as to the CTMs they engage.
The forth tasks differ thematically but remain related in respect of issues around structure and framework

for House services.

Through the four thematic tasks of Work Package 1, all CTMs ate expected to be tested in the context of
two or. three live Major Eveats on a member’s territory. Major event hosts are expected to facilitate

" The CTM owners may be subject to change.
¥ (CoEUJ, 2009)
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access to the security planning and evaluation processes of the event. UNICRI is to arrange the tests of
the respective CTMs with respective task leaders. Throughout, task leadets are expected to update each
other with task developments and outputs. The deliverable reports (titled in the above table) in each task
team’s thematic area are restricted to programime participants only and will not be public documents.

Simultaneously, teams for the first three thematic tasks of Work Package 2 analyse the potential impact
of respective CTMs on the implementation of the Stockhola Programme. The analysis s to be in respect
of advancing adoption of a common policing approach across Furope. The one deliverable in respect of
all three tasks Report on the Contribution to the Implmentation of the Stockholm Programme via the Honse will be
sumitarly restricted only to programme participants and not made public. Unlike that of WP 1, the fourth
task of WP2 does not deal with a foundational CTM. Instead, led by UNICRI, it will deaw upon EU-SEC
ptogratnine teports on state-of-the-art surveys & obstacles 1o cooperation. to identify appropriate
legal/governance framewotks and structure for the future of the House. Its deliverable Fearibility Study on
the Best Structurs for the Howse will also be restricted.

The deliverable reports of WP1 & 2 will be converted into and inform 2n end-user’s magual for the
CTM based services of the House. This will be the objective of Work Package 3 during the last 6 months
of the project for delivery in late 2013. This current manual, as the end product of EU-SEC 11, is being
written primatily as an owner’s manual 2imed at CTM owners and team participasts tasked with the
testing and evaluation of the House services.

The CTMs pertinent to developiag common policies on security planning and evaluation in Work
Package 1 will be dealt with in this chapter. Namely: the IPO Security Plaoning Model; good ‘practice
guidance in public-prdvate partnerships (PPPs); media management guidance; and common ethical and
operational standatds in respect of security products.

The CTMs pertinent to developing common policies on security technology and networking will be the
subject of the chapters 8 to 10 in Part I1. Namely: STEP, EMER and the use of CEPOL. Chapter 12 of
Part IV will relate to aspects of the Stockholm Programme in relation to all CTMs and the House as
guidance for the focus of WP 2.

‘The IPO Secutity Planning Model (CTM 1)

Launched in 2003 as a global security and counter-terrorisin programme, the International Permanent
Observatory (IPO) on Security during Major Events was built upon three core considerations relating to
the phenomena of Major Events: '

Complexify: that their security planning challenges should not be underestimated.
Legaey: that they present opportunities to expand and introduce lasting security capacities.
Scarcity. that knowledge and expertise on their planning is rare, diffuse and hard to access™.

Drawing on the collective expetiences of security plaaners for Major Events in Europe, the 2007 IPO
Seaurity Planning Medel (building on the 2005 Seaurity Planner’s Toolkif) fills 2 need subsequently identified by
Member States for an intemationally recognized security manual as a common standard covering the
main elements of the planning process and guiding principles of security provision at Major Hvents.

As an evolving House resource based upon best practices and lessons leamt in that collective experience,
the TPO Model therefore represents an international planning and evaluation standard: a common

8 j e, spread between disparate authorities of different countries with varous restricions on access.
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benchmark, or template, against which member states can review and evaluate their owa standard
national research programmes and planning processes for major event security?”. That is, to see it as 4
Process rather than a plan.

This reflects an important point raised in the UK team’s Task 3.1 report: to be mindful of national
inttiatives among EU Member States to develop their own Major Event Security Manuals and current use
by many of their own standard operating procedures for Major Event security and ensure compatibility
between them and that of the FHouse®s. To this end, the ided is not to replace national models (e.g. the
UK’s SECCO Manual®) but to use the IPO Model as a common point of international comparison in
tespect of them and theit development. These concerns are also reflected in the Task 3.4 Draff Strategic
Roadmap, which points out the likelihood of structural resistance to paradigmatic changes of practice and
doctrine amongst national authorities™.

Basic Description of the Model

Unlike the 2005 planner’s Toolkit, the 2007 planning Model is not 2 practitioner’s technical manual but a
policy maker’s (or security manager’s) checklist for managing the security planning process of a Major
Event. Set against 2 desctiption of twelve main elements of a security planning process (ranging from
leadership and structural management to contingency planning and .ctisis management), the model
consists of three main components of: 2 system (for organizing those involved in the planning); the
deliverables (of security and contingency plans); and risks {of anything that may adversely challenge the
plans)?t.

This is not the place to detail the content of either the Toolkit or the Model. However, the Model can be
summed up as: a system that produces deliverables to address existing and potential Hsks®. The system
covers issues concerning capacity, consirainis and inteligence.

The deliverables focus on plans for both inside and outside the security venue, along with % contingencies.
The five ‘risks’ spoken of in the IPO Model (ferrorism, public disorder, crinms, image embarrassment, emergencies) as
a combination of ‘threats’ and “vulnetabilities’ detailed in the Toolkit??, are echoed in the House’s six
‘threat’ potentials to a Major Event.

House Development of the Model

Among the EU-SEC Consortium, there is overwhelming suppdrt for the national incorporation of the
IPO Security Planning Model and its common recognition among practitioners as a basic template for
reviewing and developing local security plans. How best to achieve its national recognition and local
acceptance among security planners throughout the EU was a consideration of Task 3.2 during 2009.

# (UNICRI, 20104, p. %)

28 See recommendation 2 and reference to UK development (MetPo, 2010a, p-v& 7).
8 Used to risk assess and manage securdty at major events (MetPo, 2010a, pp. 2-3):

% (DGPN, 2011, p. 7)

71 {(UNICRI, 2007, pp. 9-23)

22 f(UNICRI, 2007, p. 17)

93 (UNICRI, 2005, p. 42)
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Under Austria’s lead, the task team reported™ on a phased approach involving the following sequential
steps as the best way to achieve this aim: :

—a presentation of the IPO Model to each Member State;
—+a table top exercise in its use at national training level;
—sa local field exercise in its operational use with a small routine event; and
—ra feedback review and evaluation of its ficld-tested use.

To do this, the following basic actions would need to be carded out in preparation:

1. Seek tecognition of the IPO Model at an appropriate level within Member States
{i.e. the executive or senior management).
2. Introduce it into national training programmes where appropriate
{i.e. as core training, promotion/specialist courses or as professional development programmes)
3. Develop a ‘train the trainer’ programme
{to ensure continuity and consistency of delivery in each Member State).
4. General dissemination within Member States
(ie. ensute availability in all police libraries and personal issue to those working in security
planning).

With tegard to the Nesworking and Training CTM 7 and its development within the Flouse under the third
phase of the EU-SEC programme, the Austrian task team determined that the potential of pursuing such
a programme through CEPOL should be considered by respective task leaders (provisionally UK,
Denmatk, France) with the dissemination of resulting reports coordinated by UNICRL The Romanian
partnezs further endorsed its use in police training curricula as a significant tool®. To this end, the above
approach Is offered as a suggested guide for future House development.

Field Testing and Ownership

The field testing of the IPO Model was one of the ideas accepted by the EU-SEC Consortium in
Decermnber 2006 for future joint activity?®. In June 2007 UNICRI presented the model to security planning
specialists and other EU-SEC partners at the Police College of Finland. It was found to closely match
domestic models and guined from constructive feedback. In standing up to scrutiay in this way, it is
viewed as representing a robust standard that provides a checklist for existing plans and backbone for
futute evaluations.

Indeed, during 2009 and as patt of Task 3.2, the 2007 IPO Model was successfully field tested by
Denmark in relation to the Copenhagen Climate Change Summit (COP 2009} in December that year.
From the COP 2009 field-test experience, and as provisional CTM Owmers of the IPO Model for the
House, the Centre for Police Studies in Denmark produced an ‘TPO Security Planning & Ewalunation
Checklist’ for use in conjunction with future joint activities in this area. For ease of reference, the
checklist is reproduced at the end of this chapter.

With regard to two other CTMs that follow, guidelines on public-private partnerships (PPPs) and media
management in respect of Major Event security planning, they should be seen as interfacing with related
elements of the IPQ Model: namely that of the first element Leadership’ and fourth element Mediz &

% (BM.I, 2010, p. 17) gratefully assisted by teamn partners from Ireland and Fraly.
% (BM.I, 2010, p. 8)
% (UNICRI, 2008, p. 64)
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PR Strategy” respectively. The work with regard to PPPs under UK’s Task 3.1 lead will be looked 2t next
before that of media management under Germany’s Task 3.3 lead. In conjunction with Austria’s Task 3.2
work on common ethical and operational standards for security products, all four CTMs are brought
together in terms of a suggested annual CEPOL seminar as part of CTM 7 discussed in Chapter 10 posz
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IPO SECURITY PLANNING & EVALUATION ‘CHECK LIST’
{Centre for Police Studies, Denmark. 2009)

1. Element 1: Leadership
All involved propetly understand the chain of command
Allinvolved properly understand their specific responsibilities

11. Element 2: Planning Stucture and Management
Plancing team ideatifies main branches for planming
Base planning on identifying best practices and evahuation of previous events

11, Element 3: Intelligence

Threat assessment: "What is the likelihood?"
Vulnerability assessment: "What are the consequences?”
Risk assessment: Likelihood X Consequences = RISK

IV. Element 4: Media & PR Strategy

Media monitoring

Design of public information strategy

Public reassutance - explanation of momentatily variations from "normal”

V. Element 5: Venue Security
Harden secure ares

Search, seal, secure

Maintain public safety

Vetting/ Accreditation/ticketing
Access control

VI. Element 6: Border control
Strengthen routine border control
Intelligence-led strengthening ASAP
Enhance information sharing and collection

VII. Element 7: Traffic Management

Maintain and secure access routes

Maintain and secure road network in and beyond secure area
Design propottionate public transpost

Prepate for disruption and blockage of routes

VIII. Element 8: Non-Event and Event-Related Security
Plan to protect people and property '
Plan for event-related sites

Plan for critical infrastructure

Plan for "soft" targets

Promote stakeholder awareness

Design early warning mechanisms
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IX. Element 9: Human Resoutces and Logistical Support
Support strategy with adequate personnel

Provide adequate logistical support <

Enhance human response with equipment and technological solutions
Plan for withdrawal and return to nommality

X. Element 10: Information Technology (IT) and Communication

Design effective and secure communication

Design appropriate and comprehensive control centres

Design compreheansive flow-charts showing lines of communication and management of data
Design protection of core communication and plan for communication in  emergencies

X1, Element 11: Integration and Coordination.
Integrate, complement and coordinate all planning branches
Test flexibility and effectiveness of plans

Test competence of individuals and teams

Test equipment in prevailing surroundings

XII. Element 12: Contingency Planning and Crisis Management

Design contingency plans -

Plans shall: Save and protect, prevent further development of emergency, maintain critical services,
inform media and restore to normal ASAP while facilitating investigation

X111 Additional elements to be evaluated?

Event:

Date:

Evaluating Officer:
Comments:

This "Check list” acts only as a manuscript and must be supported by wrtten comments on each element

and sub-clement in the checklist.
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CHAPTER 4 - BEST PRACTICES IN PUBLIC-PRIVATE PARTNERSHIPS (CTM 2)

The aim of this coordination tool/methodology is common guidance on establishing best practices with
public-private partnerships (PPPs) within national and international EU frameworks as patt of the overall
planning process®?. It complements the Leadership element of the IPO Security Planning Model,
particularly with regard to its guidance on establishing common standards for contractual agreements
between parties to PPPs at Major Events.

The work led by the Metropolitan Police resulted in two key documents being produced with regard to
this CTM: Task 3.1 Report on Publks-Private Partnerships in Major Lvent Security in the EUP®, and its end
product, the Practitioner’s Guide to Public-Private Parinerships for Security at Major Events”. Both are informed
by the reseatch and work done with the UK team on behalf of the EU-SEC programme during 2009 and
2010 by Professor Frank Gregory, professor of European Security and Jean Monnet Chair in European
Political Integration at the School of Social Sciences, University of Southampton.

Via seven thematic areas, the practiioner’s guide provides for thirty recommended phases/elements for
consideration as ‘best practice’ (or ‘what works’) in the security planning process. They were arrived at by
a compiehensive review of EU Major Event Security Marals and published studies of private security
industry and police interactions in the EU and practitioner evaluation surveys among EU-SEC partners
and UK Security Coordinators (SECCQ’s). They represent a practitionet’s consensus on ‘hest practice”®.
As a foundational setvice of the House, the overall intention is to test their application as common
planning standards in respect of PPPs to help coordinate international cooperation in this area.

What is envisaged in the House’s future testing of this CTM 15 the development of a database of best
practice partnerships provided by Member States, including a list of companies already in similar
pattnerships and their fields of expertise. To help ensure that wider international standards are also taken
into consideration, the House’s UK pariners (as the provisional CTM Owners and future task leaders in
its field-testing) will be able to dtaw upon the technical assistance of UNICRI’s Office on Public-Private
Security Policies!™,

Assessing ‘Good Practice’

In part answer to Portugal’s tecomtendation to clacfy the ctiteria for what constitutes ‘good practice’
with regard to sharable lessons (Chapter 1 an#), the UK report points to criteria for ‘best practice’
transferability offered by the European Crime Prevention Network’s 2005 publication .4 Methodology for
Assessing Good practice Projects and Initiatives. This suggests that the practice be: 1) appropriately formulated;
2) replicable; and 3) successful

For the House, the UK report emphasizes the importance of the ‘replicable’ criterion in that
adoption/adaption of a practice should not depend too much on substantial resource inputs, unique
legislative framewotks, involvement of individual personalities or other special circumstances: in short,
easy application across all 27 EU Member States'®. As a House CTM the PPP guidance document was
developed by the UK on that basis. Its continued ownership and application could be similatly assessed.

37 (UNICRE, 20102, p. 6)

% (MetPo, 2010a)

0 (MetPo, 2010h)

10 (MetlPo, 20104, p. 6): Research methodology section in oniginal report.

101 (UNICRI, 2010b, p. 24)

162 (MetPo, 2010, p. 7): Full EUCPN report accessible at http://www.eucpn.otg
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As with the IPO Security Planning Model, this is not the place to detail the content of the PPP guidance
itself. A summary checklist of the thematically grouped elements appears at the end of this chapter. The
task of developing the CTM within the House will, of course, require working with the PPP guidance and
related documents in the original. What can be consolidated here are salient parts of the UK’s
background report to the guidance. :

Core Principles -- Responsibility and Regulation
With regard to Major Event Security in the EU, public-private partaerships can be understood as being
built upon some core principles concerning responsibility and regulation:

First, that the Major Iivent Organizesr (MEQ) is primatily responsible for secutity at the event, This is

regardless of the public or private nature of the venue or event itself. Accordingly, the common
expectation of police duties in relation to the event is their response to security threats that are beyond the
management capaaty of the organizer™: in other words, that which the Private Security Industry (PSI)
cannot presently provide for.

The teport observes that this core principle is explicitly stated in the EU Council’s 2007 Handbook for police
and security anthorities soncerning cooperation wt Major Events with an international dimension (EU Doc. 10589/1/07,
REV 1, ENFOPOL 119, Brussels, 4/7/07). And on this note recommends ensuring compatibility
between what is this IPO Model as a House CTM and national initiatives now being undertaken to
develop similar MES Manuals. For example, the UK SECCO Manual’s approach to risk management in
relation to MES based on principles of reduction to an acceptable level rather than absolutes of

prevention.

A second core principle stressed in the UK rzeport is that of oaly using regulated private security
companies or companies that employ secusity personnel holding state recognized licenses!™. The report
found that (in 2009) there was still no consensus between EU countties regarding the mature of
partnerships with the prvate security industry in MES. This is despite PPPs becoming an increasingly
established feature of security in EU Member States. This is to the point of becoming ‘institutionalised’ in
the eyes of the European Commission by virtue of their operation over very long periods of tirue to cover

for the reduced role of the state in some areas of secuzity provision in the last few decades!®, -

These principles apply even though House services are more concerned with Zmporary PPP atrangements
in relation to MES. The report’s further review of EU Major Event security policy and general
commentary on public-private secutity sector relations is covered more substantially here in respect of
these two areas of core understanding,

On Responsibilities — EU Major Event Security Policy

The UK report points out that the Amsterdam Treaty (in force 1 May 1999) introduced the aim of
making the EU a single ‘area of freedom, security and fustice’. Its implication is that wherever an
individual is in the EU they should enjoy a cmmon standard of policing and security. In contrast to hitherto
international cooperation agreements over public order policing and intelligence sharing since the mid
1970s that left domestic and national policing largely #nabanged (i.e. football hooliganism and related police

5 (MetPo, 20104, p. 1)

8 (MetPo, 2010, pp. v, 13): Recommendation 3 and discussion public-private sector relations.

10 (MetPo, 20104, pp. 3-3): The report divides private security into four categories: 1} Private Security Industey (PSI)
— standard provision of trained security personnel; 2) Private Military and Security Companies (PMSC) ~ exceptional
provision of armed security; 3} Hired Police Services — provision of police services to MEO at cost; 4) Private
Citizens — provision of volunteer/paid stewards for safety (not security) duties.
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intelligence sharing since 1975 TREVI), the Amsterdam objective now creates both obligations and
expectations of domestic change toward a commonalify among national authonties in respect of the
domestic and national delivery of policing as a public good in EU states. 196

As the EU-SEC prograrmme has long recognized, this has particular application to Major Events as
globally configured and intensely visible expressions of Huropean society and values. So public-private
partnerships in relation to them become significant sites of interest and transformation in modes of
policing and security provision in contemporary Europe.

Citing a number of EU policy developments during the 1990s on establishing key principles and issues in
international public order and secutity cooperation, and echoing the question of balance theme alluded to
in the introduction of this manual for the House, the UK report points fo two such public order
principles set out in the European Council’s 2002 “Seawrity Handbook for the wse of police anthorities and services
at internationagl events such as meetings of the Eurapean Conncil’ '

1. that “The enforcement of law and order should be guided by the principles of proportionality and
moderation preferring the less intrusive approach. Where possible, a de-escalating police
approach should be chosen’; and

2. that ‘Dialogue and cooperation with demonstrators and activists should be actively pursued by
the police authorities.’

The implementation requirement, the report continues, is for each Member State to have a ‘national
contact point’ to collect, exchange, and disseminate information and risk analyses.1??

Further signalling an important shift from the pre-Amsterdam Treaty thinking of ‘no change in domestic
policing’ associated with football policing and international cooperation, the December 2006 EU
Presidency Proposal for single Seaurity handbook for the ue of police anthorities and services at international evenis,
is noted in the UK report to have now left the 2006 EU Foothall Polinng Handbook as a ‘stand alone’
document. Instead, the required post-Amsterdam thinking encapsulated in MES and its implications fot
domestic change toward commonality are echoed in the report’s cited EU responsibility principle that:

“Althongh the host Member State has primary responsibility for providing for the seourity af ihe event, given ifs international
character, all other Merber States and IEU competent bodies bave a responsibility to assist and support the provision of such
security. -

Where the EU’ European Police Chief’s Task Force (founded in 2000 for high level mformation
exchange on European policing issues and practices) is said to have paid little direct attention to MES as a
specific topic, the UK report also notes that from an EU security tesearch perspective the 2009 European
Security Research Innovation Forun’s (ESRIF) Final Report recognizes Major Events precisely as
‘valuable Iaboratories to implement and test specific security measures as well as elaborate best practices
that ate also transferable as routine protective measures for fixed targets.” In other words, significant test-
sites for research based innovations and transformations in European policing and security.108

In this context, the Fouse’s testing and development of its practitioner’s guidance to PPPs threugh MES
takes place with a view to coordinating a2 common understanding as to the pature of the relationship

106 (MetPo, 2010a, pp. 8-11): adapted from the original text of the report.

W7 (MetPo, 20102, p. 9) — see also Chapter 5 section on media, ethics and external police communication pess with
regard to the EU punciple of ‘de-escalation’. .

198 (MetPo, 2010a, p. 9)



between public and private partoer responsibilities. In particular, based upon a 2007 UNICRI
brainstorming meeting'®, that:

*  at the macro level, security strategies are designed to protect the wider community and not siply
the interests of the partners involved;

* at the meso level, those with management responsibilities in the partnerships have authority to
take decisions and cotnmit resources on behalf of their otrganizations; and )

* at the micro-level (Le. the event itself) that all parties have an information sharing protocol in
place.

The developing relationship between public and private sector security over areas of tesponsibility thus
represents significant new ground in Europe and should be commented upon a little further.

On Regulation — Public-Private Security Sector Relations
Traditionally the Private Security Industry (PSE) typically tock the form of guarding services for corporate
premises or escorted secure high value transportation services, Its personnel might be armed (depending
ont the laws of a particular state) but in serving primarily private rather than state secutity interests they
did not commonly possess more police powers than an ordinary citizen of the state. Growth since the
1980s, however, and particularly since the post 9/11 counter-tecrorism concerns of the millennium, has
seen the industry enter into areas of state interest secutity provision in Europe, albeit as secondary
sources of provision to that of the state itself. With specific regard to Major Event securty though, the
UK teamn’s research indicates that the public sector tends to assume that it is actually the private sector
that acts as the primary source of protection at an event’s location, not the policet!®. One can refer here to
the related glossary terms ‘mass private property’ and ‘privatisation’ being used in the academic police
studies literature.

What the UK report usefully notes in debate over the relationship of private security industry to state
security interests is that the EU had made a bureaucratic ‘pillar location choice’ around 2007 of moving
the public-private security dossier from the “Third Pillar’ of DG Justice Freedom and Security to the ‘First
Pillar’ of DG Enterprise and Industty. In other words, private security is currently seen within the EU
more in terms of commerce than security as it previously was. A 2006-2008 EC funded study that this
observation drew on also showed that (as within the eyes of Huropean Police Chiefs) Major Event
Security as a specific area of PPPs was not highly visible in comparison to other, more traditional, areas of
private security provision!!*. The E1J%s pillar re-location further underscores the importance of House
coordination in respect of common approaches to PPPs among EUJ Member States.

To this end the UK report suggests the House considers exploring links with the Confederation of
European Security Services (CoESS). CoESS was founded in 1989 by national associations of private
secustty companies in EU Member. States to represent and ensure their intetests through work aimed at
the harmonization of national legislation concerning the industry and its activitiest!2, Research cited in the
UK’’s repott notes that with one or two earlier exceptions there has been industry regulation in most EU
and other democratic states since around the time of ColiSS’s foundation and that most (but not ail) EU
Member States tend to regulate the industry under an interior-type ministry. This suggests, according to

109 (MetPo, 20104, p. 11} Citing UNICRI Report of the Second Brainstorming Meeting, ‘Strengthening
Public/Private Partnerships for the Protection of Vulnerable Targets against Terrorist Attacks’, UNICRI HQ,
Turin, March 17-18, 2007,

120 (MetPo, 2010a, pp. 11-12) See page 12 for cutline of public-private relations debate.

11 (MetPo, 20103, p. 13) citing EU funded works by Dom & Levi published 2007 & 2009,

112 hp:/ /www.coess.org/ objectives him (accessed 11 Aprdl 2011)
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the study, either recognition of the industry’s semi-policing type role or 2 desire to distinguish between
public and private sector security functions!?. )

What can be noted in relation to House interests in this area is the already multinational and increasingly
global scale of Europe’s major private secutity companies (such as Securitas AB and G4S) and that the
provision of crowd control and event security was ranked the second most common PSI function after
traditional activities among the EU-25 states in 2 2007 industry wide study by leading industey figure,
Jorma Hakala!*, Furthermore, that in a 2004 CoESS study of 25 EU Member States modified inputs
during 2009 from EU-SEC II parters, the powess of security personnel either equalled o, in 13 out of
the 26 EU States listed in Table 1 of the UK report, now actually sxeeeded that of a citizen!!s,

With the exception of the UK (which regulates individuals rather than companies) compulsory regulation
of PSI companies is the norm among EU Member States. The UK Report refers to studjes presenting the
Spanish regulatory regime as indicative of a security system most clearly exemplifying the integration of
ptivate security with public security. This is because there is no legal space within the Spanish constitution
for ptivate security provision, so regulatory measures have to be all encompassing and are claimed to be
the widest in the Western world. In the UK, with comparatively far greater legal space for private security,
integration is just as evident where government policy 15 reported to treat hicensed and regulated private
security industry services as part of what is tefetred to as ‘the extended police family’, despite vatiable
support for this view among the UK police themselves!t.

The politics of contemporary security provision

The repott notes from other studies that strong cultural and professional ties may well exist between
private security specialists and public law enforcers. This is said to be due to occupational mobility
between them and increasing convergence of common intetests, This observation may be tempered,
howevet, with the report’s own survey findings of what it described as a ‘lukewarm’ attitude by
responding House members to the essential need for PSI services in PPPs for Major Event security. This
was attributed to sensitivity about needing to stress the police as the primary national security providers,
along with variables as to (current) capabilities of the PSI in member states and variable expetiences of
the PSY in particular Major Events!t’.

The issues raised in the UK report’s reviews further underscore Major Events as important sites of
change in the politics of contemporary security provision in Europe. The UK guidance cites the 2005
Glastonbury Festival as an example of good practice in terms of a working PPP and notes the practice of
private security managers patrolling the festival with police officers!!s. As a2 media spectacle, it could be
said that such practice also serves to further legitimate the private sector by virtue of police association.
Indeed, other researchers have noted that the public demoanstration of state affiliation has been a long
sought strategic objective of private security companies in the UK.

In this respect, it might be important for the House to monitor changes over time in the lines of
demarcation between public and private forms of security provision in areas that may have traditionally
been thought of as ‘public’. That is, not to consider these lines as sfater lines but migratory and thereby sites

113 (MetPo, 2010, pp. 14-15) Drawing on CoESS related research by Jorma Hakala in 2008,

134 (MetPo, 2010a, p. 16) — citing Hakala, ]., "Why we regulate private security” CoBESS Report, p13, Helsinki, 1/2/08.
115 (MetPo, 20102, pp. 16-17)

116 (MetPo, 2010z, pp. 17-19)

157 (MetPo, 20102, p. 31) Based on replies from 11 out of 27 EU Member States in 2010.

18 [JK’s BU-SEC 1T Task 3.1 presentation, Final Meeting of WP3, Stockholm 26 January 2011 {author’s notes)

189 (White, 2010, p. 50) .
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of gradual change and observable growth and expansion of new modes of policing and security provision
within contemporary Europe. Changes brought about, in no small part, by what we are generaily
recognizing as ‘Major Events” and what other researchers now recognize as the state’s ‘showcasing of
secutity” through them!20,

As with the IPO Model, CEPOL lends itself as an appropriate Entopean level senior police officer forum
for further discussion and dissemination of knowledge on PPPs in the context of Major Events and
questions of state regulation, legitimacy and supranational governance. France’s Task 3.4 Report (Draft
Strategic Roadmap) also comments on the use of monitoting the numerous legal problems that can occur in
the case of Major Events even though daily contact and interaction between to private and public spheres

of policing is now common?2L

Eodpoint
A summary of the PPP guidelines and recommendations concludes this chapter.

120 (Martin, 2011) an important scholarly article on the direction of policing through major event security.
2DGPEN, 2011, p. 9)
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PPP Guidance: Summary of Recommendations

A. Roles, Responsibility and Accountability

1. Define who is accountable for major event.

2. Define relationship between event owner (client)/event organiser/suppliers/ contractors/supporting
agencies (police/private security/local councils)

3. Establish strategic lead. :

4. Establish who the stakeholders are.

5. Establish Joint Command / Executive Planning Team.

B. Serting the Baseline / Strategic Intention
6. Intelligence requirement / threat assessment.
7. Define scope/footprint of event area.

8. Set initial strategic/executive meeting,

9. Set strategic intention.

C. Agreeing the Parameters

10. Define areas of responsibility and Agree Memorandum of Understanding.

11. Asset and resource assessment.

12. Budget setting agreement.

13. Agree information / intelligence / communication sharing protocol

14. Form Secuzity Committee/Securty director/Security Integrator/ Police Security Coordinator.

D. Consultation and Development of the Plan

15. Stakeholdet / Cotnmunity Consultation / media engagement.

16. Media engagement.

17. Create security plan (Create tactical plans).

18. Review of security plan (by secutity committee).

19. All Plans (tactical and security) submitted to ‘Gold” Commander or Semor Fvent Executive

E. Preparedness

20. Identify training needs.

21. Table top exercise / Dry run.
22, Identify contingencies.

23. Agree Joint Media Strategy.

F. Review

24. Review threat assessment and intelligence requirernent.

25. Review of overarching plan (tactical and security plans) by Gold-feedback refine agree
26. Final Executive/Gold Planning meeting.

G. Event Day and Otganisational Learning

27. Briefings

28, Live event - On-site Management

29. Hot de-brief.

30. Structured de-brief / lessons learnt / organisational learning
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CHAPTER 5 - MEDIA MANAGEMENT GUIDELINES FOR MAJOR EVENTS (CTM 3)

As with the IPO Model and PPP guidance, this is not the place to simply replicate the media management
guidance developed by Germany during BEU-SEC II. This section of the manual highlights its further
testing and application as a House coordination tool/methodology (CTM) during the third phase of the
EU-SEC programme in the planning and evaluation processes of specific Major Events. It is provisionally
owned by Italy for this purpose, as partners who had previously tested the idea of it in their
implementation of Task 2.3 to test the coordination of existing House servicest2Z,

The guidance document itself is the EU-SEC IT Task 3.3 Report: Media Management. Tt was produced by the
project’s Task 3.3 working group led by the German Police University (DHPol) under the coordination of
Professor Joachim Kersten dusing 2009/2010. Building on eatlier project results!'® its own literatute
review, expert workshop findings and field case studies, it was delivered to the EU-SEC II Consortium in
October 2010 and 1s available for foundational use and further devciopment as a House CTM through
UNICRI. It should be referred 1o in the original.

For future implementation as a CTM, the atmm of the guidance is to serve as a best practice template for
both the effective management of the media itself and for the communication of security policy both to
the public and security practitioners. It should also draw attention to the challenges of emerging
technologies, such as ‘citizen journalism’?, which can present themselves as both potential security
threats as well as potential security tools. The topic of citizen journalism has also been centeal to critical
analysis of police media strategies at the 2009 London G20 summit This was concerning contested
tepresentations of protester violence and police violence in relation to the death of a by-stander canght up
in the event’s security operation and its controversial use of public order kettling’ tactics!2S,

The EU-SEC II Consortium’s guidance document itself provides a basic framework for an approach to
assist Major Hvent secudty plannets develop an appropriate media and PR steategy, one based on a
cooperative and efficient relationship between the police and the media'?. As with the PPP guidance, it
complements the Media & PR Strategy element of the IPO Security Planner’s Model discussed above and
has been written with precisely that in mind!?,

International Consistency for World Media Relations
The House tecognizes world media as a significant definer of an event as ‘major’ and thereby the
requitement for international cooperation in respect. of its security planning, Where the media acts as 2
bridge between suppliers and consumers of information, it can do so regardless of whom supplier or
consumer may be. Consequently the presence of world media can attract potential security threats to an
event such as publicity seekers, protestors or even terrorists. World media therefore needs to be managed
by planners as both a potential conduit of threats # the event as well as a comunications tool for event
security. In this respect, the House’s coordination of a common policy is intended to help ensure that
wotld media receive 4 consistent, cobherent and similar standard of management from all EU Member
States.!28

122 (UNICRI, 2010z, p. T)
- 2 (DHPol, 2010, p. 1) Finland’s Task 2.1 ideas for future joint activities, Pormugal’s Task 1.2 survey.
24 (UNICRI, 2010a, p. 8)
1235 (Greer & Mclaughlin, 2010) With kind permission, this article was disseminated to BU-SEC II delegates at the
42 NSC Meeting held in Parls on 15% September 2010
126 (DHPoL 2010, p. 19)
127 (DHPo), 2010, p. 5)
" 13 (UNICRI, 2010a, p. 7)
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. It is the optimization of police-media relations at 2 Major Event that is being sought in security planning.
In this, the guidance stresses that the building of a relationship of #us71s key to police management of the
media. It also warns that snprofissional media management following security incidents can be the cause of
further damage to interested partes, including the government and that contemporary media
management requites being fully conversant with the ever evolving online technology of the uew media,
such as Twitter,t2 &

Those tasked with the future testing and appﬁcation of the guidance as a CTM in the planning and
evaluation of media management at specific Major Events should be mindful of its intended purpose and
potential impediments to its reception within police management.

As a CTM the document is intended to provide guidance to security planners on how to foster efeckive
working relations with the media. This relationship, the guidance notes, can be used as a tool through which
the police can build relationships with the wider community affected by the Major Eveat’s presence. Well
managed media relations, it notes, can also take some pressure off security planners by using it to address
anticipated public order problems.120

These arguments, elaborated in the document, can be used to convince police management that tmay not
otherwise be convinced of the need for any or further guidelines, Potential obstructions to good working
relations to be mindful of are the fact that police and media have different (and sometimes opposing)
agendas and rationale. This is to be expected and is in fact healthy in 2 democracy as 2 means to public
accountability!?t.

What has to be overcome is the occupational problem of antﬁgonistic poelice-media relations of mistrust
that may have been built up over the years on the basis of stereotypical and prejudiced attitudes on both
sides, Professional working relations between the police and media are vital to Major Event security and
need to be planned for. To this end, the document lays the foundations for building guidelines to assist
Major Hvent secutity planners in considering how to manage the media within their security plans.13

129 (DHPol, 2010, pp. 1-2)

13 (DHPol, 2010, p. 3)

31 The article {Greer & McLaughlin, 2010) in particular can be used as case study materdal in this respect.
132 (DHPol, 20106, p. 4)
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Elements of a communications strategy!®, for example, can be designed to:

* create a positive image for the event

*  reassure the public about the extent of the operation and communicate critical information such
as travel distuption, ticketing arrangement, etc.

¢  keep the media appropsiately informed

*  monitor international, national and local media

* develop sirategies to ensure fair and accurate reporting

*  develop policies/procedures for managing responses to media comments on security

* coordinate and facilitate press conference on secutity

Core Guidance and Next Steps for Development

Based on the Genmap team’s Task 3.3 research, guidelines on media management wete found to be an
indispensible tool for good policing, particularly in cases where unexpected and dramatic incidents occur
duting an event. The Duisburg Love Parade tragedy of fuly 2010 where 21 young people lost their lives
and over 500 were injured as a result of crowd crushing is taken as a full case study for reference within
the document,!

The document’s core guidance notes ate that:

The police need to be the pdmary source of information to the media

The police need to continuously cultivate media contacts

The police need to be flexible in their approach to media relations (no set ‘tecipe’)

There are minitium reguirements for police information to be: tmely; accurate, strategic,
directed/channelled and for logistics to be supportive and professional.

LAl

How this relates, structurally and strategically, to any PPP based arrangements over lead responsibility for
secusity (see Chapter 4) should also be thought through in the planning stages. Where the Major Event
organiser (MEO) has primary responsibility for security provision, and that provision is primasly from
the private sectot, the police may still need media resources inside the venue.

In all these respects it is perhaps the requirement for a profersional police press officer with direct access to
the chain of security command that is the most important in avoiding the highly damaging appearance in
public of amateurish efforts and behalf of the police and authorities.

As supporting further reference material from academic police studies literature (albeit in the UK
context), this manual suggests the history and professionalization of police media management in Pokining
Irager (Mawby, 2002) and/or ‘Managing the Itnage’ in Practical Police Management (1995) contributed to by
the same authot. An overview of the relationship between police and media in the broader cultural
context can be found in the book chapter Policing and the Media’ (Reiner, 2003) and a full examination
of police self-image promotion through media management in Poliuing and the Media: Facts, fictions and
Javtonr (Leishman & Mason, 2003). These can be supplemented by the mentioned article on citizen
journalism and new media environments in relation to the public order policing of the 2009 London G20
summit by Greer & McLaughlin {2010). See bibliography for full references.

133 (UNICRI, 2010a, p. 7)
134 (DHPol, 2010, pp. 16-18)
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What the Task document proposes, as next steps in the development of its guidance on media
management as a CIM service of the House, is its utilization as 2 senior management police training tool
in collaboration with CEPOL. This is in recognition of the House’s interest in ensuring consistency in
police approaches to international media at Major Events and the need for EU Member States to build a
best practice based media management capacity.?3

International Consistency and Simultancous EU-Wide Events

We could take a small example here of how the new media environment spoken of as citizen journalism
combines with another phenomena made possible by the new media technology, that of short notice but
simultaneous El-wide protest events, On Saturday 4% September 2010 sinultaneous demonstrations
wete staged, peacefully, in cities not only across France but also outside French embassies in Brussels,
Rome, Barcelona, London and Vienna. As part of an organised protest, they wete pre-cursers to further
demonstrations outside French embassies and consulates across Romania in multiple cities and counties
two days later on Monday 6% while France hosted a meeting of immigration ministers from across the EU
and Canada. )

The EU-wide demonstrations were coordinated by the European Network Agaiust Racism (ENAR), a
network of over 700 Non-Govermmental Organisations across the EU. They were an international
tesponse to protest against what the ENAR Press Release dated 15 September calling for support at the
demonstrations described as “the xenophobic policies put in place [that] summer by the Freach
government” in relation to “targeting and stigmatizing migrants and espectally the Roma population in
the name of “security and public order’. 136 )

What is of note here is not the topic of the protest but the speed and reach of its international
cootdination in response to what had been only relatively recent media exposure of the issue. It had been
only a month since amateur camera footage (citizen journalism) posted on the internet had caused public
outrage in France by depicting ‘rough tactics’, as reported 2»¢ August by the Guardian online, of
forcible police evictions of African descent immigrants from thelr homes: a mother was seen dragged
across the road with her baby in anms trapped and screaming underneath her. This had been followed up
in world media on the 19% August with coverage of Roma deportations in Marseille reported as part of a
‘programme of exclusion’. The coordinated mobilisation of peaceful demonstrators in simultanecus
EU-wide protest came within a few days of a developing international news media story,

In citcomstances like these, the policing of simultaneous public order protest across the EU can render
the security tactics of Member State national authorities subject to comparative public scrutiny via world
media coverage. Comparative differences and critical shortcomings may well risk exposure. The

development of international consistency in media management as well as 3 commonality of policing and
security standards in Furope would be a desirable product of such external pressure. In this sense, world

media coverage itself can be seen as a# common site and source of independent research on security
during Major Events in Europe. For it raises awareness of the importance of what the German team on
ethics in EU-SEC signalled in relation to the media as ‘external police commusication’ %,

55 (DHPol, 2010, p. 20)

136 (ENAR, 2010)

137 (Guardian, 2010}

128 (Davies, 2010}

B39 (PFA, 2008, pp. 13-15) (UNICRI, 2008, pp. 89-91)
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Media, Ethics and External Police Communication

Germany’s contribution to the ordginal EU-SEC project in 2008 and subsequent 2008 manual section on
ethics included matters concerning media-managetment. It would be appropriate to re-iterate them at the
end of this media chapter as prelude to the next chapter, which develops the questlon of ethics as 2
planning and evaluation standard for the House. ‘

In a free and democratic state governed by the rule of law, security is noted as a central point of reference
for the police in general: they are regarded as the essential guarantor of the State’s intetnal security.
Consequently the police also represent the State’s monopoly of the use of force over the citizen. The
German report notes that the police thus have “a clearly exposed function with considerable
accumulation of power and, consequently, a huge responsibility in handling this power.”1¥ What are
understood as professional standards and codes of police ethics are the precautions required to epsure
that police measures to gunarantee security during Major Events or elsewhete remain justifiably
appropriate and within the democratic rule of law. They are understood as ‘behaviour binding

regulations’.

The mportance of security during a Major Event renders police behaviour and the extent of its
containment by regulations and ethical standards subject to close media scrutiny. The quality of the
security challenge itself can vary depending on the type, character or complexity of the event in question.
As we have seen in Chapter 2 in terms of typologies, this would be as “political’, ‘sporting’ or ‘cultural’
categories, Gennany’s 2008 report notes that it is those with a political connotation, tather than
sporting,/ cultural ones, that are likely to prove the most testing when it comes to upholding questions of
police ethics.

For in political events the role of the police is to guarantee and protect the constitutional and legal rights
of the iavolved groups, notwithstanding support or disapproval of the original canse for the event.
Demonstrators will expect the police to protect them in exercising their rights and not to be prevented
from carrying out activities in relation to them. This demands a bighly sensitive steategy from the police,
who must meet those expectations with 2 balance between the freedom of individual rights and the
security of people at and around the event and the event itself. Being in accordance with the law for the
situation, all operational security measures must also align to universally valid ethical commitments, both
conceptually and in practice. Crucially in this regard, stresses the report, “the police must operate within
the existing system of values and the legal framework to protect legal rights, without imposing ity own ideas of
the relevance of an event and good or bad attitudes and bebavionr of the citizens in the sitnatior” (emphasis added)!.

In termns of medi, communication becomes important in these heightened, exposed, and difficult
situations. For the police have to communicate their security role in the specific event as public order
maintainers not only to the event organisers and the involved groups of demonstrators, but also the
public at large. Moreover, the EU’s principle of ‘de-escalation’ (see Chapter 4 ‘on responsibilides’ section
ante) in respect of confrontation being one that the police would often be reminded of and ordered to
follow in overall guidance to their regular documented policing operation for an event.

So the German report on ethics makes a number of points conceming external police communication
through the media, primarily in the context of public order policing and the handling of protests at Major
Events of the political type:.

0 (UNICRI, 2009, p. 86)
11 (UNICRI, 2009, p. 87)
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Firstly that it is the relationship -of the police and the media that needs to be the ceatre of attention.
Within democracies, Gerrnany point out, the media are a fundamental means of dernocratic control.
Media reports have a deep impact on the general mood and attitudes of the public. The role, behaviour
and manners of the police especially, as institutions with the monopoly on the use of force, are issues
frequently reported on by the media (as the zbove French case perhaps exemplifies). The police-media
relationship thetefore requires thorough examination’? This understanding can be used as
supplementary reference material for development of the House’s Media-Management CTM being
outlined here. ‘ :

Secondly, the report characterises the relationship as generally one of mutusl dependence — each needing
the other but for different purposes. For the police, the most prominent issue at stake is its Jgimacy.
Depictions of the police in geperal and reportage of their handling of difficult operations in particular are
important for establishing and maintaining police legitimacy. For the police, the media thus function as a
means of promoting a {favourable) image of themselves among the public.

The dependence of the media, on the other hand, is based on the necessity of gathering serious and
trustworthy information. Joutnalists depend on the police for first hand details but also have to maiatain
a certain image of themselves as trustworthy and credible reporters. And it is on their credibility that lazge
circulation and dissemination of their media reports as serious journalism relies. So at 2 general level there
is a mutual dependency at stake for both police and media: police legitimacy and large media
circulation™3,

Thirdly, and at a more routine and local level, Gemmany’s EU-SEC work with police officers, media
representatives and academics allows for the following observations to be made and considered: that on
the sutface, traditional police/media confrontation seems to have steaddly given way to more
collaboration and that police public relations management has seriously imptoved in the last decades.

However, underneath this gepetal sense of satisfaction some old tensions were still found to prevail and
revealed themselves during the workshops. The media can still feel and get the impression that the police
are deliberately withholding necessary information. In response, the police maintain that this is not
deliberate but due to their need (especially in relation to Major Events) to ensure that only thoroughly
examined information is released. Former problems can thetefore still have an impact on present relations
and media management measures need to be taken to overcome them.

On the other hand, police and academics pointed out that the media can frequently present a distorted
image of the police as either black or white with nothing in between. Public images of the police
consequently fail to hold up to the realities of the police when confronted. Thus, the report continues, the
behaviour and appeatance of the police in the media contains a touch of glamour that is hardly
compatible with everyday routine. The roots of this problem howeves, the report adds, go to more
complex social phenomena and cannot be solved between the police and media in particular situations!*,
It is enough to say in conclusion to the original 2008 report that the relationship can be characterized as
one of mutual dependency and cooperation but still requiring improvement in certain respects.t¥

12 (UNICRI, 2008, p. 89)

143 (UNICRI, 2008, p. 90)

144 See also vadous discussions in above mentioned police studies references.
#5 (UNICRI, 2008, pp- 90-91)

54



Endpoint — Police Ethics in Media Management

Returning to the continuation of this 2008 work on ethics and the media in the 2010 work on media
management, Germany’s Task 3.3 report importantly concludes by noting that police duties and scope of
activities are determined by national legislation in respective EU countries, which need to be considered
in the development of any media management tool!*. The observations concerning ‘replicability’ made by
the UK on ‘assessing good practice’ mentioned earlier in this chapter can be taken account of in this
respect. That is, for best practices to avoid being dependant on unique legislative frameworks and other
nationally specific resources in order to be adopted as common standards. However, the key common
denominators for future work to consider in this respect, it concludes, are Human Rights based principles
of proportionality in use of measures, rule governed use of force and The Exropean Code of Police Etbivs. The
next chapter deals with this more directly.

156 (DHPol, 2010, p. 20)
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CHAPTER 6 - ETHICAL & OPERATIONAL STANDARDS FOR SECURITY PRODUCTS
(CITM 4)

Key documents relating to this CTM are the Austrian Team’s EU-SEC II Task 3.2 Report Common
Research Standards for Security during Major Bvents in Enrope'¥’ and the Council of Europe’s The Enropean Code
of Polive Ethies®. The latter is annexed in the former and fo this manuval as Annex C. The task repost is the
outcome of joint actvity among consottium partners during 2009 led by BM.1 and supported by Di.
Jonathan Hadley, a researcher in policing and security at the University of Helsinki’s Social Research
Department, as an independent advisor.

As a common methodology for end-users’ field testing of ‘security products’, the CTM is centred on the
promotion of minimum ethical/ and operational standards within the overall security planning process,
Chapter 2 of this manual describes what the House means by “security products’, which is taken in the
wider sense and not restricted to technical equipment alone. Accordingly, the acronym STILT
provisionally classifies the range of security products to include:

e  Stratepic plans;

o Tactical measuzes;

» . Informational tools;

*  Legal instturnents; and

e ‘Technical equipment.

All of which can be regarded as ‘security tools” produced and/or procuted via research within the overall
planning process for a Major Event. -

So it is to the plwmwing process that Austra’s CTM is intended to be applied as a common European
standard of ethical consideration and operational certification of ‘security products’. It draws on two of
the four themes dealt with in the Task 3.2 report as Theme 2 (Esbizal Standards and Acconuntability for Security
Ressarch) and Theme 4 (Ouality Acsurance Standards for Security Tools/ Producti)¥, the core elements of which
are consolidated here with a view to their field testing and reporting on as an applied House CTM duting
2012. A supporting article Seiting Standardr: Major Events and the European Code of Police Ethies (Hadley,
2010)15? appears in the Austrian partner’s police science and practice journal .J14K and can be used in
conjunction with this CTM.

Background to the Question of Ethics in the EU-S8EC Programme

As the previous chapter noted, the German partners's! to the original EU-SEC project conducted wotk
and reported on ethical issues and security daring Major Eveats. Its findings were replicated in the 2008
EU-SEC manual of best practices for research coordination. '

In terms of ethical principles and sources, the report adopted a particular sense of ethics for the pu:qSose
of the EU-SEC project and programime. It took ethics to mean those morally permissible ‘standards of
conduct’ that govern members of a group simply because they sr¢ members of that group. That is, that

7 (BMI, 2010)

18 {CoE, 2609)

49 (BALL, 2010, pp. 14-16; 19-21) The other two themes referring to the use of CEPOL and thr. IPQ Security
Planning Model as utilized elsewhere in this manual.

150 Later reproduced as Setting Imternational Standards in the international edition of the sarne journal {Hadley, 2011).
131 Deutsche Hochschule der Polizie (DHPOI), formerly Polizei-Fihrungsakademie des Bundes und der Lander
(PFA) in Minster.
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the ethics of research is for researchers, the ethics of policing is for those doing policing or being
concerned with police work, etc. In this sense, the topic of ethics is presented as being selafive, even
though morality (being another sense of ethics at a wwiversal level) is not. It takes ethics as resembling law
and custom, which can vary from group to group over time but be at least morally permissible (ie. no
thieves’ or torturers’ code of ‘ethics’ to be rendered ‘relatively’ valid). Taken as resembling laws and
custom, the 2008 manual states, ethics set “standards to guide and evaluate conduct.”152

Ethical Standards and Accountability — Gold and Platinum

In terms of police ethics and public accountability'®, the House seeks 2 common standard that reflects
those already in place at a European level Europe has been promoting Human Rights within policing
since 1979. The period 1997-2000 marked the Council of Burope’s first programmme on Police and
Human Rights!>% As recommendations formally adopted by the Council of Furope’s Conumittee of
Ministers on 19% September 2001, The European Code of Police Fihics is a set of international police
standards to be promoted among Members. It was formally published in 2009 as a toolkit for the
legislation of the secunity sector, It therefore has direct, legitimate and influential bearing in Major Event
security provision in Europe.

Task 3.2 developed a set of statements reflecting articles of The Eurppean Code of Police Eihics salient to
secutity planning for Major Events. The idea is for a national authority to actively consider the extent to
which they could claim compliance to them. They are intended to represent 2 basic system of recognition
by the BEU-SEC Consortium. as to a Major Event’s self-certified attainment of common ethical standards
expected of it at 2 European level. :

A basic ‘gold” and advanced ‘platinum’ standard is offered. The basic standard amounts to a passively
assumed implicit statement of compliance with The Ewrgpean Code of Polve Ethics in principle. The
advanced standard, however, amounts to a more actively considered explicit staternent of compliance to
salient articles. As staternents of compliance, the ‘gold’ and ‘platinum’ standards are reproduced at the end
of this chapter. The platinum standard concerns common international policing standards that are
expected in terms of:

Public Accountability
Personnel Identification
Public Complaints Systems
Human Rights Protection
Eithical Security Products
Independent Research

A

They are designed for use as discussion documents to reflect upon at any stage in a specific Major Event’s
planning. They can also be used as basic templates against which to independently assess the
exceptionality of policing and security at an international event in contrast to routine local standards
expected of democratic policing domestically.

132 ((INICRI, 2008, p. 84)

153 (UNICRI, 2008, pp. 83-91, Ch 7): within the BU-SEC programme. security standards for major events and
associated research has been seen in terms of police ethics and public accountability.

134 (CoR, 2000) Available at hup:/ /www.cmr-net.ch/publications/kms/ details.cfmPlng=en&id=9567 1 &navi=5
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Testing the Platinum Standatd among Consortdum Partners
The six basic statements making up the platinum standard were provisionally tested among consortium
partners as part of Task 3.2 development in September 2010. Delegates representing 18 consortium
patiner countries attending the 4 Network Steering Committee Meeting of the EU-SEC II project in
Paris were given a copy of the six basic statements.

With regard to how Major Event security actually #5 in their respective countries (Le. not how they think it
shorld be but actuelly 1s) they were asked 1o asctibe to each statement 2 pre-given value ranging from 1-6
concerning the level of compliance as they understood it?5,

Replies were received from 16 of the 19 delegates of the consortium’s 24 Member States either on the day

ot shortly after. Fourteen were police officers with expert knowledge in the field the other two being
senior specialists within their countsy’s policing organisation (Germany & Bulgaria). The value of 6 {‘not
known’), confirmed the reliability of respondents’ replies by appearing only twice out of a total of 95
entries {le. 6 statements x 14 respondents). The separate values given to each statement by each

responding countty accompanies their reproduction at the end of this chapter.

The below table of results combines the separate figures to indicate the general range of current

. compliance to the six statements among House members collectively:

Identification

4 Rxghts Protection

: i 2 3 4
Value — Yes Yes No (but | No (and
(Full) | (Pam) should) | shouldrn’t)
Statement|
1 Public Accountability 6 G - 1
2Personnel | 6 7 1 -

'3 Ethical Prod

As % of possible 96

10%

3%

6 YES (vals 182)
Not & as Y of 16
Known | respondents
S O )
- 13 (81%)

s

14 (88%)

2%

Table 3: House's ethical standard statements against compliance value range among 16 EU Member States.
Source: Short Survey distributed 15 Sep 2010 to 19 Consortium partners at 4® NSC Meeting, Paris, by ] Hadley.

Basic analysis found that there was a peneral will among partners toward compliance in all respects.

However, where values 1 & 2 are cotnbined to indicate compliance to a statement either in full or par,

consortium tuetnbers wete found to have a significantly low level of compliance in tespect of setting up

dedicated public complaints systerns for Major Events (44%) and commissioning independent external

research in respect of the event {(31%%) in terms of statements 3 & 6, respectively (shown in grey). This is
in contrast to far higher scores attained (75% to 94%;) for the other statements. This might be because
they tend not to risk critical exposure to external public scrutiny, but that is an area for further

exploration.

Disparities between couniries, however, could be detected from responses fo statements concetning

public accountability and the use of personal identification numbess. A pertinent example in the context

of the House CTM on PPPs would be the apparent disparity between Member States over requirements

155 Values: 1 = YES (in 2ll respects of the statemeat); 2 = YES (in some respects only); 3 = NO (but in some
respects should be); 4 = NO (and some respects should not be); 5 NO (but cannot say if it should or should not

bey; 6 = NOT KNOWN (unable 10 say either way/not in a position to say).
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for private security personnel to wear clear identification numbers while on patrol at Major Events. This
can also be expanded to police officers in public order situations in some countries!5s,

In some cases thete was explicit opposition to aspects of public accountability as well as the suggestion of
a dedicated complaints system for a Major Event. This was in contrast to explicit support for the
statetnent on dedicated public comphaints systems, as well as that on petsonnel identification numbers
and independent research. Such disparities validate the statements as tools coordinating security

planning for Major Events toward a commonality of international policing standards based upon the
Europear Code of Police Fithiey and its promotion among Member States.

The highest levels of compliance were on the statements concerning the ethical nature of requesting
security products and vetification of lawfulness (as human rights protection) in security plans (94% and
88% for statements 5 and 4 respectively). However, an inability to say either way as to whether a
country’s Major Event security plans should comply to the statements or not (valie 5) was found in
respect of all statements and represented a significant 16% of all possible answers in total (shown in grey).

Compared to only 40% for answers indicating compliance in full and 29% for those indicating
' compliance in part, this level of uncertainty represented the third largest proportion of answers. If added
to the 10% indicating non compliance in practice but a recognition that there showdd be compliance in
principle (value 3 it further validates the need for use of the statements as Major Event security planning
discussion points aimed not only at coordinating commonality among Member States but promoting the
Eurgpean Code of Police Ethics more generally.

How to use these Statements in Training and Planniné Phases

The work of Germany on ethics contained in the 2008 EU-SEC Manual discusses its place in police
training undet the heading ‘internal police communication™57. This is in conjunction with its discussion of
ethics in terms of ‘the role of the police’ at Major Events (particularly as maintainers of public order at
political events) and ‘external police communication’ in terms of media relations and management
{particularly as public image promotion). These later two ateas were covered in the previous chapter on
the Media Management CTM. This section will draw on the area of ‘internal police communication’ to
contextualise the use of this ethical standards CTM in the training and planning phases of Major Event
secutity.

Internal police comamunication is seen as an important method of promoting the relevance of ethical

issues and standards among both individual police officers and police organisations as a whole. Measures

are required to promote them in both attitude and behaviour of officers and organisations alike. This

relates to both daily police work in general and in the policing of Major Eveats in particular. For the

ethical standards now developed in this CTM, the 2008 work by Gesmany bresks internal police
* communication into four spheres of possible application and influence:

education and training
organisational socialisation
internal public relations
operational debdefing

P s

13¢ Replies from France, Germany, Italy, Portugal, Estonia, Cyprus, Sweden, among others, all indicared disparities
over the wearing of personnel identity numbers in certain sitnations, for exarnple.
157 (UNICRI, 2008, p. 88)
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Education and Training

The German contribution reminds us that a fundamental and compulsory part of police training of all
police officers in a democratic society concerns that of police ethics, human rights, the rule of law and its
binding obligation for the police as a whole and each officer individually. This covers the roles of the
police in a free and democratic State, the basic principle of the monopoly over the use of force (its
consequences and commitments), the relationship between the police and society, and systetns and
institutions of control over the police (public accountability). Topics such as everyday contact with the
public, interpersonal skills, behaviour toward victims and offenders, use of force, conflict resolution are
generally taught at operational level At a managerial level, responsibility for the implementation,
advancement and compliance to the above by the organisation and its members tends to shape the
curriclum. These can be taken as the fundamental occupational ethics, learnt during systemic police
education and training processes. 158

There is therefore an important and expected place in any internationally coordinated specialist and/or
senior officer police training and education programme centred on Major Event Securty Planning among
EU Member States. This manuval’s CTM on a set of ethical standards, or statements aimed at provoking
thought and reflection among sccurity planners in relation to compliance with standards set by the
Enropean Cods of Police Ethics, can be used to assist precisely that. This is whether it is CEPOL organised,
House organised or domestically otganised at the national or local level.

Orpanisational Socialisation _
Ethical competencies are also gained from field experience as ‘organisational socialisation’. Germany’s
repott notes that police officers live’ in their orgamisation, gradually growing within it and its culture.
Though informal, this is a notmal and generally fonctional process. However, problematic sub-cultural
developments occur when internal marginal groups with particular professional paradigms and deviant
beliefs and values arise. The result can be patterns of behaviour that go against the institution’s ethical
standards. Whilst there can be specific structural and/or personal factors facilitating it, we are reminded
that it is the responsibility of police management to addzess problems of police sub-culture.13?

A media teport'® at the time of writing (April 2011) concerning the Freach Compagnies Républicaines de
Séewrité (CRS) may help exemplify some of the difficulties faced by police management in this respect.
According to the UK’s Guardian online, an official decree stating that the French riot police, the CRS,
could no longer drink wine or beer with their meals had been reacted to “futiously’ by the police unions.
Management concetns over damaging internet images of untformed CRS officers openly drinking from
beet cans on the sidelines of a street protest that they were policing in October 2010 were being resisted
by proponents of the force’s traditional permission to drink wine or beer (not spirits) with their hmch
while on duty — this included packed lunches with can of beer/glass of wine from the back of riot vans
while patrolling demonstrations. The case shows how organisational socialisation can shape occupational
cultures. Also how professional paradigms within it can be problematic when required to adapt to new
professional standards. For the House and its CTMs, it also indicates that nationally specific cultural
differences are sotnething that may need to be addressed in preparation for international coopetation
over Major Event secutity planning based on management of media imagery and development of
common professional standards for policing in Eutope.

158 (UNICRI, 2008, p. 88)
157 (UNICRI, 2008, p. 88)
160 (Chrisafis, 2012)
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Internal Public Refations

‘Iaternal PR’ is part of the preparatory phase of Major Events, the German report notes. This is the stage
where all previously mentioned aspects of police ethics and professional standards become concrete and
practical for the specific sitwation. It is about introducing the officers involved to the background of the
event and the expected circumstances and problematic areas of the event. It is about familiarising officers
with the 2im of the security operation in relation to it, its guidelines, strategic concept and corresponding
tactical measures.'s In this regard, relevant aspects of this House CTM’s six ethical compliance
statements can be introduced or brought to bear. For example, explanation as to the requirement for
personal identification number display, or existence of a dedicated public complaints system in relation to
the event.

Operational Debriefing

This fourth sphere of influence can be applied both to thts CTM 4 on ethics as well as CTM 3 on media
management, It is simply the post-event debriefing. Germany’s EU-SEC workshops with police managers
and journalists identified numerous factors that can actively improve awareness of ethical issues in police
actions. Primarily they amount to some level of critical reflection on the operation: what has happened
and by what cause; what strengths and weaknesses can be identified? The detection of errors or
problematic incidents and the evaliation of performance, all serve the function of control Of similar
Importance is analysis of public reactions: media coverage in particular as well as complaints about the
police in the context of the event. Systematic coverage of these factors in an operational debriefing can
lead to them being taken more seriously and thus reducing mistakes in future deployments.162

In the context of interpational cooperation over Major Event security plaoning, this CTM’s six statetnents
of ethical compliance, along with its quality assurance operational standard for security products that
follows, can be used to catically reflect upon planning and delivery during the post-event evaluation
phases, of at any preceding stage of the planning process.

Commeon Operational Standards — Quality Assurances for Security Products
Task 3.2 developed an easily replicable opetational standard for common use within the House as a CTM
in relation security products. A simple requirement that: '

“All mew’ security products introduced for a specific major event mseet national standards of approval
before further intevaational adeption among partners or further domestic use by dte bost nation as
rosiinel63” '

There are links here to the transferability of technology and technical resources dealt with in the next
chapter under STEP as Part 2 of the manual’s guidance on common pelicies for the House. This section
will confine itself to the basic quality assurance principle arrived at as a common operational standard for
the Houses CTM on secunty products,

Table 1 in Chapter 1 (p. 16) of this manual lists some of the security topic areas that Major Event secuity
planners felt were cutrently under researched and in need of development. Crude but valid as the Hst 15,
some research topics belong to preparation phases, others to implementation phases and others to
evalnation phases of a security planning programme. In keeping with the House’s STILT classification

161 (UNICRI, 2008, p. 89)°
162 (UNICRI, 2008, p. 89)
163 (BM.1, 2010, p. 3)
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system, some related to strategic, tactical, technical, and legal reseatch topics, as well as to manageral 2nd
informational topics.

The Task team discussed what common quality assurance standards could be asked for in respect of any
new security product produced or procured on the basis of operationally desired research topics such as
those Hsted. It concluded that the only minimum standard the EU-SEC consortium could insist on was
that the subsequent rouzine application of the new product (intended to meet the security demands of what
are recognized as otherwise awgpfiona/ citcumstances) meet the governing national and professional
standards of the EU Member State producing or procuring it.

A case study of controversial public order policing tactics used at the 2009 London (G20 Summit and
public complaints of excessive force is reproduced in Annex C of the original Task 3.2 report. Based on
the UK’s Independent Police Complaints Commission reporti®t it notes how new tactics (Le. ‘secusdity
products’) especially introduced at one Major Event (Gleneagles G8, 2005) had gone on to become locally
established practices at the 2009 London G20 without having been nationmally approved or assessed
against nationally agreed standards. This point, echoed in the UK government’s own report!®, forms the
nub of this common operational standard for national approval as the minimmum of quality assurances for
routine use of any mew security product born of the exira-ordinary securty requirements of a Major
Eveat!ts,

Space prohibits further elaboration on this aspect of common standards for secutity products a5 2 House
CIM. Detailed discussion based on contributions frotn the Danish pattners and UNICRI can be found
on pages 20 and 21 of Austria’s ongmai Task 3. 2 report. The conclusmn to which was that until natmnal

products {as recognized under the report’s STILT classification system). This should be applied both
domestically and in terms of transfer under the auspices of international cooperation.

Further use should be limited until national approval oo the basis of medical (and where necessary,
psychological), and ethical assessment. This latter aspect ties the common operational quality assurance
standard to the common ethical standards discussed above.

An internationally recognised body that came to light since the writing of the Task 3.2 Report but can
perhaps assist with the development of the CTM in this respect is the UK based Omegs Research
Foundation'?. Their work consists of identifying and having listed as banned or as controlled items at the
national and intetnational level, the commercial manufacture, trading in and inappropriate use of cettain
specialist security equipment (products) that are now proliferating the market but contravene intemational
protocols to prevent torture and ill-treatment (OPCAT) either by virtue of their technical design or
intended operational use. Certain classes of new ‘stun’ and ‘gas’ technology premised upon the infliction
of pain as 2 means to compliance fall within this ares. of contemporary concern over the market in
specialist technical equipment, which takes the manual to Part [1I as Common Polives 2 for the House.

Endpoint
For ease of reference and use, the gold and platinum statements of ethical compliance spoken of in 'd:us
CTM chapter are reproduced here in conclusion. This is along with an overview of the data from a short

164 (IPCC, 2009)

185 (HMIC, 2009)

166 (BM.I, 2010, p. 19 & 39)

167 OOmega Research Foundation, Manchester, UK. Research Associate Neil Comey omega@mer].poptel.org
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survey among Consortium members regarding their respective country’s ability to claim full cormpliance
to them.
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ETHICAL STANDARDS FOR THE HOUSE (CTM 4)

Gold

Preparation and implementation of secutity for this Major Event respects The Eurnpean Code of Police Eithics
as adopted by the Council of Europe 19 September 2001 with regard to:

a} Articles 1 & 3 on the objectives and legal basis of the police

b} Articles 13, 15, 17 & 19 on the organisation and structure of the police

¢) Asticles 36, 37, 38, 43 & 45 on police action and intervention

d) Articles 59 & 61 on accountability and control of police

€} Article 64 on research and international cooperation

Platinum
Our prepatation and implementation of security for this Major Event respects The Enropean Code of Police
Ethics as adopted by the Council of Europe 19 September 2001 in that:

1. Public Accountability (regarding Articles 13, 15, 17 and 59 collectively):
The planning, provision and evaluation of security for this major event is the responsibility of an

operationally independent and dedicated police command position, accountable to a specified civil
authority.

2. Personnel Identification (tegarding Article 45):
All security personnel during this major event wear openly displayed and easily readable personal identity

nuntbers (rather than pames) at all times, This includes, in particular, police officers in public order
situations as well as private secusity guards and stewards engaged with duties under the security plan.

3. Public Complaints {tegarding Asticles 19 and 61):
A dedicated public complaints system is set up in respect of this major event’s security operation and
evaluative research includes ready analysis and publication of the nature and pumber of complaints made
regarding the management of its secutity and conduct of individual security personnel durng it

4. Human Rights Protection (regarding Asticles 1, 3, 38, 36, 37 and 43 collectively):
Security plans for this event contain a statement verifying the lawfulness of all intended actions within
them and their overall compliance with the Buropean Convention on Human Rights, in particular those
concerning life, use of force, and right to freedom of expression and peaceful assembly.

5. Ethical Security Products (regarding %_tucle 36):
In requesting threat assessments and developing new security tools for this major event, mtelhgence or

other knowledge obtained through unethical means (in particular tortute, inhumane or degrading
treatment) is seither sought nor knowingly accepted and planners actively seek assurances from agencies
providing such services that their products have not been so obtained (or are intended for such use).

6. Independent Research {regarding Articles 19 and 64):
Recognising that security for this major event can set new policing precedents as well as test ethical

boundaries in response to new secutity threats, independent scientific research on the policing of the
event is commissioned from extemal institutions from the outset of the planning process,
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Data from Short Survey on Compliance to Ethical Standards Statements:

£

Ireland 1 1 1 1 1 1 1
Portagal 1.2 i 2 P 1 1 1
UK 1-2 2 1 2 1 1 2
Bulgaria 1-3 1 1 1 1 1 13
Estonia 1-3 1 2 | 2 2 1 3
Gesmany 1.3 1 2 3 1 1 2z
Sloverda 1-3 1 2 2 1 1 3
Sweden 2-3 2 2 3 2 2 3
| Romania 1-4 2 1 4 1 1 3
Austria 1-5 4 5 5 2 1 6
Cyprus 1-5 2 3 5 5 1 6
Hungary 1-5 5 1 3 2 1 | 2
Italy 1-5 2 2 5 2 1 5
Maltz 1-5 2 2 4 - 1 1 5
Spain 1-5 5 T . 2 2 1 3
France L 5 5 5 5 5 L 5 5

Table 4: Values for complhiance to six ethical standard statements reflecting international pelicing standards.
Source: Short survey distributed by J Hadley 15% Sept 2010 to consortium delegates at 4 NSC Meeting, Paris.

P = Police respondent, C = Civilian {senior specialist) respondent

Nen-response: Latvia, Slovakia, Denmark,

Not surveyed: Finland, Nethedands, Greece, Poland (not at meeting)

Values:

1 =YES (in all respects of the statement);

2= YES (in

soine reg

pects of the statement only);

3= NO {but in some respects should be};
4 = NO {and some respects should not be);
5 NO (but cannot say if it should or should not be);

6 = NOT KINOWIN (unable to say either way/not in a position to say).

(Values in italics = researcher interpretation).

Countries ranked by overall value range as indicated of general compliance: those ranging only 1-3
representing a general claim to compliance or a will to achieve compliance, those with values ranging into

4 and 5 representing potential for developmental debate.
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PART HI - COMMON HOUSE POLICIES 2: COOPERATION, RESEARCH & NETWORKS

As common policies for the House, the previous four chapters of Part I dealt with planring and practice
based CTMs. The next four chapters of Part I deal with C'TMs based on cooperation, technology
research and networking. They draw on the results of Work Package 2 and remaining pasts of Work
Package 3 from BU-SEC II in terms of obstacles to coordination, the development and testing of the
House’s Specialist Technical Equipment Pool (STEP) and European Major Events Register (EMER) as
CTMs and the role of the European Police College (CEPOL) within the broader House theme and
specific CTM of networking and training. -

Essentially, the idea of STEP is a database aiming to provide information on availability and effectiveness
of security technologies used by partner countries during Major Events. That of EMER is a repository of
information about Major Events at a Europeas level hosted by partner countriest®, The use of CEPOL is
as a European level training and networking instrument for senior officers and specialists in the field of
major event security planning!®, ‘

Both STEP and EMER are the envisaged subjects of further testing and development as House CTMs
within Task 1.1 Commen Research Technology and Taxonemy to be led, provisionally, by Portugal during
2011/2012. It is anticipated that mattets concerning CEPOL will be led by France under Task 1.4
Networking & Training during the same 18 month period!™. As introductory and suppotting backgrouad
to material concerning STEP, EMER and CEPOL, the key results of the Netherland’s Task 2.2 report on
obstacles affecting coordination in relation to Major Events in Europel? are reviewed first.

168 (UNICRY, 2009, p. 3)

169 (DGPN, 2011, p. 24)

70 (UNTCRI, 2010b, pp. 23-24)
71 (MinJus, 2009)
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CHAPTER 7 - OBSTACLES AND SOLUTIONS TO COOPERATION

From the outset, the positive spirt in which the Netherlands’ task was undertaken was with a view to not
simply identifying obstacles to coordination but also ways in which they can be dealt with. On behalf of
their Ministry of Justice, the report Obstacks affecting the Coordination of Restarch in relation to Major Elpentdd2
was jointly researched and compiled by two senior advisors to the Police Academy of the Netherlands,
Ries Ouwerkerk and Cyril Poppelaars, both of whom have police backgrounds in fields of law, training,
management and specialist large-scale international operations such as Major Events.

Choosing to focus on legal and cultural obstacles, their three-step approach was: to review existing
reference material related to the issue, pasticvlarly that from EU-SEC in relation to obstacles to the
transfer of experusem to consult with and survey consortium members during EU-SEC II wotkshops;
and finally, to validate their results via presentation to the EU-SEC II Netwotk Steering Committee. This
was successfully done in Bucharest, 3 June 2009. ‘

Avoiding Obstacles to Coordination — The Prifm Decfsfon

A key conclusion was that, based on the evidence of EU-SEC there is a clear will among House pattners
to transnatiopal cooperation with no objections in principle. Objections are largely confined to privacy
issues around the sharing of personal details. The shating of lessons learned in 2 propetly developed
police networking system would be supported!+.

Most importantly, the report observes that a will to share information is backed up by the Council of the
Furopean Union’s 2008 Priim Dedision'™ to adopt key elements of the 2005 Priim Convention into EU law
and that the consequences of this should be identified and monitored!’s. For these purposes and
reference in this House manual, an over view and details of the Priim Dedrion can be found at EU’s Eunropa
website cited and footnoted posz. '

‘The Préim Decision is described as a set of provisions concerning the automated exchange of information
regarding (specifically) Major Events and for the purposes of combating terrotism and other forms of
cross-border police cooperation. Chapter 3, Articles 13 to 15 (see Annex D) deal with provisions
concerning Major Events with, in the Decision’s tetms, ‘a cross-border dimension’. There is close
resonance here with the House’s definition of ‘Major Events’ as events requiring ‘international
cooperation’ in respect of its security planning.,

With regard to the supply of data in relation to Major Events that have a cross-border dimension, Articles
13-15 of the Préim Decision are summarized by the EU’s website in the following terms:

72 (Minjus, 2009, p. 7)

73 (UNICRI, 2008) (MetPo, 2006)
174 (MinJus, 2009, p. 8)

17 (CoRU, 2008)

176 (MinJus, 2009, p. 8)
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EU countries must provide each other non-personal data via their national confact points, as vequtred for
the purpose of preventing criminal offences and maintaining public order and secursty. Personal data may
be supplied only if the data subjects are considered a threat fo public order and security or if it is befieved
that they will commit eriminal offencer at the events, Howsver, this data may only be wred in relation o the
event if was provided Jor and must be deleted once it has served its purpose, but no later than a year after it
was supplied. 7

The 2008 Prim Dedision is therefore a significant point of international legal guidance and support for the
House with regards to the shating of both non-personal and personal information in the security planning
process of Major Events for member states. Having made this point, though, it should be remembered
that neither STEP nor EMER envisage the sharing of perronal data. Nevertheless, the workshop results of
Netherlands® Task 2.2 report indicated strong recognition within the House of the Priim treaty and
decision 2s 2 positive development for the shating of information and cooperation!”™. It is therefore a
significant instrument for the subject of dissemination, training and discussion within the House.

Critics of Priim, however, point to the unusual speed and relative secrecy in which it passed through the
BU legislative pegotiation process. In particular its by-passing of national and Eutopean parliamentary
involvement as 2 manipulation of European legislative standards in order to secure its support and
democratic legitimacy. Thete are concerns, too, that because it was developed by 2 minority of Member
States outside of the ELs institutional framewotk it either matks the beginning of the EU fragmentation
ptocess or serves, in its flexibility, as an asset to the widening and deepening composition of the

European Union:

Becanse the [Schenghen 11T and Prlim] reatres’ negotiation process and enactment into European law
were largely giavded from the peering eyes of public watchdogs, many European cfigens suspect an
encroachment into their basic buman rights and Bberties, ar well as a deterioration of the EU's domooratic
legitimacy T

Of pettinence to the House and its interests in the international coordination of major event security
planaing at a European level, is the observation made by critics of Priim that protesters at the 2007 G8
Summit in Heiligendamm, Germaany, feared that their personal information would be unknowingly spread
throughout police stations in Hurope on the basis of its cross-border data sharing protocols through
national police contact points'$). However, criticism of Priim seems largely levelled at the manner of its
negotiation (expeditious, behind closed-doors and lacking democratic legitimacy) than the nature of its
substance. What is said to be at stake in this respect is the fragmentation of the European Union on the
basis of its implementation of “imperfect communitarisation rules, regulations and practices.” 151

In terms of obstacles, EU-SEC 1T Consortium members reported to the Netherlands of a need to change
attitudes at the higher institutional and political level of police leadership concerning orgaaised
international cooperation. Also, that within an igstitutional and occupational context there is still kttle
teaching of research based security planning for Major Events in some police academies. A significant
problem identified in the report as being that of learning on an isolated ‘case by case’ basis rather than as

TThttp:/ /europa.en/legislation_summades/justice,_freedom_security/police_. customs_cooperation/{l0005_en htm
178 (Mintus, 2009, p. 8 & 10)

179 (Walsch, 2008, p. 83) Christopher Walsch is an associate pmfeﬁso: at the Department of Political Science,
Eszterhdzy Kiroly College, Hungary.

18¢ (Walsch, 2008, p. 86)

181 (Walsch, 2608, pp. 88, 90)
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a ‘continual learning programme’ that builds on a succession of cases. In this regard, better use of existing
EU level networks and training initiatives as 4 means to knowledge management was recommended!82,

Drawing on Prof. Frank Gregory’s 2006 tresearch for EU-SEC I and findings of its own task based
research, the Nethetlands” summarised its conclusions as follows:

* That there is no need for new networks: CEPOL training and European Secusdty Research
Programme (FESRP) frameworks already have sufficierit overlap.

¢ That a focus on ‘major event security’ (which fits the European research agenda) could
considerably improve information exchanges within existing networks.

*  That national legislation is experienced as a significant bacrer to information exchange potential
only for matters directly related to ‘national security’.

¢ Much information can be shared in the field of ‘good practice’.

Given the observable will and international treaty based ability to exchange information and engage
international cooperation over research coordination, the Nethetlands concluded that the only thing that
need now be doge is ‘to find the optimal way to make this happen®. Their report recommended a
‘knowledge management wheel’ (Fig.2 below) as a means of overcoming or reducing any discernable
obstacles to research coordination.

Transferto
Developrment i

{potential)
ofknowledge users

Useofthe
knowledge

Fig2: Knowledgé Management Wheel (Minlus, 2009, pp. 14, adapted)

A continual learning programme that develops knowledge viz a succession of case evaluations would
allow for the networked transfer of new knowledge to potential users. A network’s subsequent use of it
and reviewed development of it would then feed into a virtuous circle of improvement.

The opposite of this, one imagines, is a vicious citcle of decline where knowledge from isolated case
reviews is nof used to build upon existing knowledge, is #of transferred to other potential users, does #ot
get used or further developed with a view to improved cooperation and security planning for future
Major Events.

Whilst this pedagogical principle is in all likelihood well undetstood and accepted among the Consortium,
the problem the Netherlands® report identified is how to actually initiate the movement of the wheel —
how to get it turning.

182 (MinJus, 2009, pp. 4, 10 & 18)
18 (MinJus, 2009, p. 14)
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The proposed shift in emphasis is, in fact, based on the assumption, and the experience, that if this
movement actually ocours, previousky identified obstacles will decrease in number and importance. In the
event of suffevient participation by those involved, the process will gradually change ‘antomatically’ and the
kaowledge developrient phase will be characterized more and more by coordination. t 8+

To do this, the report describes four relevant factoss, or conditions, that have to be first fulfilled!®s. In
short, they are:

1. Perception: Acknowledging the importance of the activity to be carmried out. This includes (a3
most bat not all those surveyed did) realizing the importance of coordinated research.and
planning activities at 2 Exrgpean, not just national, level,

2. Motivation: Participants with the required petception have to be motivated to make a
contribution Memselves (as was botn out by the workshop and survey results).

3. Opportunity: An opportunity has to be created for simplifying the sharing of information more
comprehensively. A central database would be beneficial. The currently available opportuaities of
bilateral information exchange and European level conferences are insufficient.

4. Skill: Once the above three conditions have been fulfilled, skills in the efficient and effective use
of special database tools have to be acquired,

Virtuous movement of the &uowkdgs managenient wheel requires the proper implementation of the last two
conditions - ‘opportunity’ and ‘ckill’. It is with respect to the central database(s) called for in the
opportanity factor that House CTMs of STEP and EMER primarily relate. Skill acquisition of these and
other CTMSs fali within future CEPOL based activity of the House.

Initiating Movement to Overcome Obstacles
The Netherlands’ recommendations on obstacles to coordination help conclude this chapter.

The Netherlands® Task 2.2 repost’s focus was on initiating ‘movement’ within the &mowlkdge management
wheel as the primary means to reduce what are seen mainly as cultural rather thaa legal obstacles to
cooperation and knowledge sharing!®. ‘

The first step in achieving this is simply that of sharing information on Major Events. This is reached
when the majority of House partners actually make information available to each other on behalf of the
group. The willingness to do this, and thereby its feasibility, has been already demonstrated within EU-
SECIL

The second step is to share information on current research. This is reached when the majority of
partners provide such information in their own couatries. Again, the will to do this is apparent within the
project. All that is required 1s an effective way to do it.

The thitd step is sharing that of expected research. This is achieved when countties are prepated to
provide insight into their research plans for major event security over 2 coming petiod of about 2 years

184 (MinJus, 2009, p. 14)
185 (MinJus, 2009, p. 15)

186 (MinJus, 2009, pp. 16-18)



(so in the case of THE HOUSE proposal 2012 and 2013). Sensitivity over the live nature of the planning
process may still present a barrier in this respect.

The fourth step is national coordination with foreign research. This is reached once it can be claimed
that, with zegard to their own research plans, countries take account of planned research abroad. More in
terms of security planning processes than broader research programmes, the consideration given by Italy
to other country’s plans for the 2009 UEFA Champions League Finals in Rome may constitute an
example of this.

The fifth step is the joint choice of issues. This is when plans from abroad are not simply taken into
account of but directly coordinated as commeon themes. One might con51der the common standards
discussed as House CTMs earlier in Pare IT in this respect.

The sixth step is the intended goal of central coordination. That is, cootdination between countries on
the basis of central coordination at a Ewropean level House CTMs of STEP, EMER and CEPOL based
networking and training discussed in this Part III of the manual along with those of Part II are all
designed to contribute to that same end goal

An unstated seventh step is the potential emergent condition of ‘automatic’ control of coordination
from within the process itself, rather than being centrally drves.

This last step is not elaborated on in the report but allows for a sense of self-determination of major
event secutity and policing at a collective European Jevel to be recognized. This may need to be carefully
momitored for, to ensure that the balance of common standards of European principles and values of
democratic policing are not at risk of being diverged from in the localized pragmatics of security
PIOWSlOﬁ.

The clear structuring of information exchange from the outset is therefore an important recommendation
of the Netherland’s report. Following this is the importance of working to fixed formats. What has to be
prevented, the report watns, is a situation arising in which exchange is simply limited to entering whole
tepotts onto data bases. This is because while the availability of such whole reports is useful (via police
college libraries, for example), sutomarized parallel information in a standardized format is also important
for ease of use and comparability as House services. The following two chapters’ outlined formats for
STEP and EMER are intended to help as guidance in this respect.

So too is the engagement with CEPOL. This is in keeping with the Netherlands” final recommendation -
to avoid setting up new networks and platforms but to find ways to link with existing initiatives at the EU
level In navigating the road zhead, CEPOL has been positively appmached and already embraced by the
House m this light.
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CHAPTER 8 - TESTING THE STEP IDEA (CTM 5)

The idea of the Specialist Technical Equipment Pool (STEP) was one of eight proposals!¥’ first made in June
2006. Aloag with the European Major Eventr Register (EMER) and three other ideas not detailed here, it was
unanimously accepted and prioritized for development by the then EU-SEC Consorttam at its Network
Steering Committee Meeting held at UN Headquarters m New Yotk, December 2006. STEP was
oriotitized for development and elaborated on in a further reporti® to the Consortium n February 2007.
All five ideas were comprehensively reproduced from these reports in the final BU.SEC manual of results
Toward a Eurgpean House of Security at Major Events published by UNICRI'® and presented to Consortium
members at the launch of EU-SEC 11 in fuly 2008,

The key points of STEP and its further testing during BU-SEC II by Iraly under Task 2.3 are replicated
here. This is for the guidance and reference of Estonian House members as envisaged CTM Owaers and
future developers of STEP within the third phase of the EU-SEC programme during 2012. In
consequence of Task 3.4, the French partner’s Draft Strategic Roadmap further pomts out that among
security planning specialists it is the technological dimension that takes on the greatest importance. For
the practitioner there is a strong belief that advanced technologies can improve surveillanice capacity. But
questions to be mindful of, the Roadmap reminds us, is that each country has its own doctrine for the
adoption and use of certain technologies. Furthermore, that the reaction of local populations to these
technologles during Major Events must also be born in mind®®. Such matters could usefully be
iucoxporated mnto STEP.

Backgtound to the Basic Idea

STEP aims to support decision making in. both piannmg and procurement processes. Simply desctibed,
the idea is a common pool of specialist technological equipment that could be made available by
cooperating partners for assistance to countties hosting Major Events!®L.

As a secure, selective and searchable electronic database it is also intended to coatain evalvative
information on specialist security technologies and equipment that have been tried and field tested by
Member States at Major Events. Independent of commercial interests, it would provide independent
peet-reviews of such security technologies by authorities and security plannets. Such reviews would
outline both the benefits and shortcomings of a tested security product for future reference of other
House members and possible improvement®?2.

So there are two basic elements to STEP: One as a pool of potentially sharable specialist equipment
between House members (subject to availability and logistics); the other as a source of independent ficld
operative review of specialist security equipment that is either commercially available or has been
produced by an authority’s own tesearch and planning. The STILT classification system of security
products can help structure the database. ‘

187 (SMPQ), 2006, pp. 38-49)

188 (SMPO, 2007}

189 For full details of all five accepted ideas, see EU-SEC I Manual of results (UNTCRI, 2008, pp. 60-64).
190 (DGPN, 2011, p. 8)

191 (SMPO), 2006, p. 46) (SMPO, 2007, p. 2) (UNICRI, 2008, p. 60)

192 (UNICRI, 20190, p. 6}
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Planning, Procurement and Commercial Pressure

The original idea came from the difficulties one partner experienced in searching worldwide for anyone
who could lend them a bullet-proof bus for a political summit. The internet has undoubtedly made such
scarches easier today in terms of any market availability of specialist security products. Yet the other
element of the idea was bom of the difficulty some partners had in obtaining reliable field test based peet-
reviews that were independent of the product’s own marketing sales pitch. So these two elements are at
the heart of the STEP idea.

The UK’s EU-SEC report in 2006 had noted commercial pressute on national authorities from the
growing post 9/11 security industry. It cited an American market research company 2s (then) estimating
the value of the European homeland secutity market to be nearly €874m by 2014 (assuming no fucther
attacks). Whilst small in comparison to rapid growth in US government spending on homeland security
($130 billion/€100 billion since 2000, expected to reach $170 billion/€130 billion by 2015), it indicated
significant and increasing market pressure on EU governments to spend on specialist technological
security equipment!®,

The matket has undoubtedly grown in the way predicted. At the time of writing (January-June 2011) the
now well established annual international and industry led Counter Terror Expo held in London for two
days in April, for example, exhibited over 400 private companies and hundreds of specialist security
products and technologies now on the market!?, The expo had much major event contingency planning
application in the broader European procurement context for national authorities. The same expo will be
held again at the same London venue 25-26 Aprl 2012 and is expected to continue. There has also been
the development of professional journals that review security related products. One of particular note
being Jane’s Police Produst Review aimed specifically at international procurement for police and state
security. It comes available to practitioners and professionals as an independent bi-monthly supplement
to the UK’s weekly Poliee Reves magazine.

The House needs to be aware of such market developments and consider its potential for influence over
them. Shared and ready access to professional peer group opinion on such specialist security technology
and equipment would be of value to EU Member State national authorities when considering
procutement of new equipment as well as knowing its availability when planaing for Major Events.

Crucially though, it also provides an opportunity for end-user feedback to help inform commercial
imatket research and development as to what is required in the field. This is in preference to pure market
availability determining use.

As a CTM, STEP has the potential to help allow Member States identify new needs and emerging threats
so that the private sector can respond by developing new technologies that meet those identified new
needs. In this way, the tools available to Member States between themselves will also improve over
timel!®s,

So development of the STEP 1dea should aim to meet two basic security research functions:

1. planning - access what equipment is available from which EU Member States for loan; and
2. procurement - access end user cotment/review as to operational use and limitations.

93 (1\161:130; 2006, pp. 41-47) summarised in (SMPO, 2007, p. 3)
1 (CTX, 2011) hup:/ /werw.counterterrorexpo.com,/page.efm/Link=79/t=m/goSection=1 Accessed 5 May 2011
19% (UNICRI, 2010a, p. 6)
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Some basic specifications may assist the futurte CTM Owner in shapiog the development of STEP. The
following is taken from the 2007 elaboration report and 2008 manual:

Basic Specifications - Secute, Selective and Searchable within the EU

STEP would have to be secute. Data detailing the operational limits of a national authority’s technology,
int terms of security provision at Major Events or otherwise, is understandably sensitive, Such data could
not only be exploited by people of bad intent, it could also be commercially exploited against a strategic
interest in national, or at least European level, industrial supply®, '

I would be selective. The idea is not to create an inventory of 4/ specialist technical equipment owned
by a national authority - just that which is used for security durng planned Major Events. To setve the
planning function, core items to include are those the contributing national authority has available for
Joan {in the name of international coopetation/assistance) to other national authorities within the EU. To
serve the procutement function, items not available for loan to others but used in security
planning/provision internally could also be listed. Both would have field operation reviews.

To be easily searchable, STEP would have to be electronic and web-based. It would have to be
accessible to authotised users acting for EU Member States’ national authorities responsible for major
event security planning. Also to be searchable by equipment category, type, make and model (at least). It
would also have to be operated and contdbuted to in English as 2 common working language.

Ownership, Setting Up and Maintenance of STEP
The CTM Owner would be responsible for setting up and servicing STEP. This would include promoting
its use, ensuring contribution from national authosities z2nd developing it as necessary.

As suggested guidance based on that given in 2007, setting it up would require the identification and
installation of a suitable and secure progtamme, as well as structuring and encouraging the initial data
inputting from contributing partners and launching it. The technology with which to do this is by now
common place.

Fort maintenance, contributing partners should have control over their own data. They should be able to
input, amend and remove their own data as they see fit. Maintenance of up to date information would be
the responsibility of the individual contributing authority. Again, this kind of technology is now well
established.

The CTM Owner would also imitiate updates in conjunction with the European Major Event Register
idea, EMER, in respect of tecording specialist technical equipment inherited as a legacy of the event
registered. Coopetation between CTM Owners of STEP and EMER would be an essential part of their
mutual testing and development during the third phase of the EU-SEC programme.

It is important to be reminded that the STEP idea is essentially an operational planning tool rather than a
developmental reseatch tool. It is simply a pool of what national authorities aheady have and use. It is not a
pool of what they are developing o would like to develop for the future.

196 Citing (MetPo, 2006, p. 43): Some EU countries stress national industrial protection over transatlantic security
industry coopetation.
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To complitment the procutement function of STEP as a secure website though, it could have hypetlinks
to other open source websites on specialist security equipment being developed or on the market and
forums for theit development, such as the mentioned Counter Terror Expo, as well as international
regulatory and monitoring bodies such as the afore mentioned Omega Research Foundation.

The basic data entry fields for STEP envisaged eatly on in the EU-SEC programme include {and would
be searchable and accessible by) those given in the below Table 5.

Country {drop down file of EU member states):
National Authority {for major event security): -
National Contact Point (for liaison over international police cooperation on MES — 25 per Priim, Article

- 15):

Coatributing organisation/department (owner of the item of equipment in quesuon)
Name of laison officer/officer in charge (for equipment in question):
Category of equipment (use common ‘catalogue’ categories from the market?):

Name, make and model of item (separaté fields):
Photograph/image of the item (optional but desirable):

Year first purchased and cost per item (separate fields - optional):
Number of items owned and departmeatal locations (optional):

Main operational use (drop file of STILT classification/categories + ‘other’ free text):
Major event recently used at (drop file EU-SEC categories, plus name, date and venue):
Field portability (e.g. hand held, desk operated, driven, fixed, restricted locations):
Maintenance level (high/low):

Operational Review (Free text to cover strengths and weaknesses):

Table 5: Basic data entry fields envisaged for STEP as a CTM owned by Estonian House Partuers,
Source: Medified from STEP Elaboration Report (SMPO, 2007) and EU-SEC Manual {UNICRI, 2008) to include reference
to 2008 Priim Decision and STILT classification system developed during 2009 in Task 3.2

Testing STEP in EU-SEC IT

The cooperative experiences of both EU-SEC and EU-SEC I have firtnly established the practical will
and ability for project partners to share information on specialist technological equipment and some of its
operational merits and limitations.

For example, a simple e-mail sutvey in spting 2006 among security planning practitioners within the ten

Member State EU-SEC Partners resulted in the following teplics from five of them concerning chemical
detection, identification and monitoring devices (DIMs):
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(A

France The Saher 2000, - Explosives searches at | Handheld
Smiths Detection Ltd | venues/suspect packages ' '
Portugal None available - ' -
Finland Driiger, ChemPro 100 VIP secudty check & drug | Portable
factories
Austria Tonscan 400, Explosives trace detection | Table top, Z2kg
Swab sampler Detector F {not air born chemical)
UK Yes {no detal) '  CBRN  searches at event | -
venues/suspect premises

Table 6: Test resnits for willingness to share information on specialist equipment for STEP.
Sources: STEP Elaboration Report (SMPO, 2007, p. 6).

Though the further exploratory detail was scant, it indicated that different partners at least had different
types of equipment for effectively the same purpose. Furthermore, that not all pataers actually had
access to such equipment and might therefore want to purchase or borrow it. This further supported the
idea that a common pool of specialist equipment that could be made available when not in use, together
with comment as to its operational use would be a useful asset to future House members.
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CHAPTER 9 - TESTING THE EMER IDEA (CTM 6)

The European Major Events Register (EMER) was the other Consortium agreed idea from EU-SEC to be
tested and pursued during EU-SEC II. As 2 House CTM it is intended to be owned and developed by
- Portugal under the third phase of the EU-SEC programme within the thematic frames of parallel Tasks
1.1 and 2.1 (common research and technology taxonomy) duting 2012197,

The simple idea of EMER is 2s a common database of Major Events hosted in Hurope that are formally
registered as such by Member States. In principle, common tegistration provides House recognition of
the event as ‘major” at an BU level and access to its services (CTMs) as a means to improved cooperation
and assistance from other Member States. It is anticipated that the register would also form a researchable
repository of key facts and figures for the evidence based planning purposes of future eveats in host
European countries!?s,

As with STEP, the elaborated upon key poiats of EMER are replicated here from the original 2006 Joint
Adtivities'?” report and its summary in the 2008 EU-SEC manual of results?™. They are intended simply as
guidance for any future CTM Owner and developer of EMER. The positive monitoting experiences of
Italy under Task 2.3 during 2009 in terms of testing the will to share the kind of data input EMER would
require are also drawn upon here. There ate also clear links to networking and training services of the
House, as discussed in the next chapter.

Common use of the House Definition of Major Event _

For the purposes of EMER, the common House definition of ‘major event’ can be applied. The orginal
2006 report made use of 2 suggested alternative ‘short’ definition of ‘major event’ (see Chapter 2 antd). Its
subjective requitement of ‘international cooperation and assistance’ is closely in line with this 2011
manual’s House definition of a major event as ‘an event that requires international cooperation in respect
of its security planning”. The House definition can therefore be substituted for and operationafly appled
to the 2006 EMER idea.

The key purpose of using a subjective definition is to have 2 host country’s event tecognized as ‘major” at
a common EU level via its registration as such, This is because some smaller EU countries had
mentioned problems in having their eveat recognized as ‘major’ at EU level for the purposes of obtaining
co-operative assistance in compatison to competing priotities of other larger countries and their
comparatively lager events. Again, the 2008 Prim Dedsion’s recognition of Major Events with a ‘cross-
border dimension’ further complements the House definition and its use with EMER in this subjective
respect.

If propesly developed, in time it is envisaged that the register could act as a central administration system
through which international cooperation and assistance could be requested, coordinated, supported and
monitored. As mentioned, the register could also record and hold basic monitoting and evaluation details
in respect of selected aspects of ‘security’ during the event for future reference and further research and
development purposes. An organising research question in this respect is simply to ask “how seclire was
the event?” when tested by res/ threats (whether foreseen in threat assessments ot not) in the field.

197 "This is subject to final approval of the EC.
198 (UNICRI, 20102, p. 5)

199 (SMPQ, 2006, pp. 40-41)

0 (UNICRI, 2008, pp. 62 - 63)
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. Elabotation on the Idea:
The idea is that at any stage in the security planning for an event, a host country could simply register the
event with the central administration body (Le. the House).

The register would be maintained in two ways: one is that the administrative body would automatically
accept any national authority’s registration request on the basis that it fits the subjective element of the
House definition (t.e. requires international coopetation in tespect of its security planning). Similatly, the
second is that where the administrative body becomes aware of a Member State’s hosting of an event
requiring international cooperation in respect of its security planning, it simply offers the hosting
authority the opportunity to have it registered as such. This two-way process helps maintain the central
databasge.

Ogne point for consideration is that as an administrative mechanism, registration may amount to formal
recognition of the event as ‘major’ within the EU and thereby bring with it international legal obligations
and possibly liabilities in the event of secutity failure through lack of requested cooperation. The
implications of this may require further investigation by its owners on behalf of the House. In particular
articles within Chapter 5 of the above mentioned 2008 Prim Dedirion concerning join cooperation and
lisbility of member states should be reviewed, monitored and consideted in accordance with the
suggestions of the Netherlands’ Task 2.2 report (discussed in Chapter 7 ante)2l.

Registration Details and Administration:

For operational, administrative and future research purposes, each event could be given its own unique
reference mumber made up of the year, host country, and consecutive registration number as a major
event. For example, if the first registered event in Europe for 2007 was an ElJ summit hosted by
Germany its reference number would be ME/1/DE/2007. If the next were hosted by France it would be
ME/2/FR/2007 etc. '

Registration details should be simple and very basic: The country, date, venue and duration of the event.
The event type (using the four typologies of ‘political, sporting, cultural and other’ developed in the EU-
SEC project and discussed in Chapter 2 ant), its formal name, and the event organiser’s name and contact
details.

Tt should zalso contain the name of the national authofity responsible for security duting the event, the
senior officer in command & coatrol of security during the event and the key officer responsible for
planning security during the event.

Where known {or fot later update prior to commencement date) the host authority could register the
basic nature of potential threats (in terms of the six predefined categories of ‘threats to public safety’,
‘threats to public order’, ‘terrorism’, ‘criminality’, ‘threats of public disorder’, ‘other events potentially
embarrassing to the authorities” + ‘other” as described in Chapter 2 anfe) and names of organisations &
authorities from who international cooperation is expected.

201 (Minus, 2009, p. 8)
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Monitoring details (obtained/submirted daily duting event):

On a daily basis throughout the duration of the registered event, the administrative body could request
(or arrange for the event’s security control centte to automatically supply) a return of the following sitnple
data:

* Any major security incident: Yes/No. Likely/confirmed fatalities: Yes/No

® Number of other security incidents. Number of arrests. Number of dead (due to security
incident). ‘

* Any major safety incident Yes/No. Likely/confirmed fatalities Yes/No

* Number of other safety incidents. Number of injuries. Number of dead (due to safety incident).

Although in the majority of cases this would be 2 simple ‘nil’ return, it would make the identification of
registered Major Events that 44 suffer significant security/safety breaches {as well as those that did not)
and other critical incidents easily identifiable and reseatchable by year, host authority, organiser and event
type. Further detai] can then be accessed via any teports on file or other sources {e.g. media reports), This
is important data, because it identifies Major Events in which security actually fuiked and thereby the most
valuable lessons that can be learnt and shared with a view to avoiding them in the future.

Reports (obtained/submitted as and when completed):

At appropriate times immediately before the start of the event and in its follow up period, the
administrative body could request copies of key summary documents to be uploaded and kept on file for
future reference and research purposes (arranging for English translations in due course if need be, but
English in the first instance would take for a more readily usable databasc). These could be stmply noted
on the register as follows:

* Copy of Threat Assessment forwarded for future reference: Yes/No (with source details)
*  Copy of Secunty Plan forwarded for future reference: Yes/No (with source details)

*  Copy of Evahuation Report forwarded for future reference: Yes/No (with source details)
®  Legal action pending re security/safety breach: Yes/No

Where available, the repotts can inform further research or be requested from the host authority for the
purpose of research if not on file. A note as to any legal action pending tmay assist with identifying events
relevant to research based on legal questions.

There are many database software packages on the market that can handle this kind of simple data
processing, storage and retrieval. Some time should be given to reviewing them and selecting one for trial
purposes of developing EMER. :

 Bvaluation derafls;

As a centtal research resource the register could also act as a database to help with evaluation in some
specific areas concerning cost and the researching of specialist equiptnent that might be available to other
authorities for future events.
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The below figures and datz should be readily available and could be requested/submitted within a month
or so of the event {together with the evaluation report if possible):

® Total cost of Security proviﬁon for whole event £
* Total cost of Security provision to National Authority €:
¢  Mainitems of specialist equipraent left to authority after hosting event (brief list):

This would complete the file for any registered Major Event and, in titne, prove a valuable coordination
tesource for both operational secutity planning and developmental research of security during Major
Events in Europe. The last itern on the evaluation data list has obvious connections to the STEP database
and can be used to further inform it.

Keeping the future in mind, room should also be made within the EMER database to develop it later by
adding some of the other ideas suggested in the original 2006 report and accepted by the Consortum at
the time. In brief they were?2; :

e threat Assessment Research and Evaluation {TARE} — 2 simple automated post-event survey to
evaloate the reliability of threat assessments used for 2 registered event.

®  rolling Integrity Testing and Evaluation Survey (RITES) — simple real-time feedback from vetted
event staff on security strengths and weaknesses; and '

* European Register of Vetted Events Staff (EVES) — perhaps more complex than the other two
but in essence a register of cross-border event staff that have alteady been vetted for earlier
events in other countries. Simply aimed at expediting the process.

Task 2.3 Expetiences of EMER Potential

As was the case with STEP, the willingness to share the kind of information required to support EMER
and more was repeatedly demonstrated dunng the course of EU-SEC II. Monitored by Italy as part of
Task 2.3 during 2009, basic security plan outlines and other relevant details of current Major Events were
presented at meetings by host authorities.

Of note was the security planning by the Italian Authorities for hosting the UEFA Champions League
Final at the Odmpico Stadium in Rome, 27 May 2009. The EU-SEC consortium partners wete invited to a
pre-event meeting held by the secutity coordinator of the Italian Ministry of Interior’s Department of
Public Order (C.N.LM.S.) in Rome on 20/21 April Details of the planniog and organization wete shared,
along with details of new secutity innovation projects within it. These included hi-tech solutions to
ticketing and accreditation systems, as well as stewarding management, airport reception and traffic
mobility systems2%,

The secudty operation for the Rome 2009 Champions League was repotted on after the event by way of
ptesentation to the EU-SEC II Consortium at its meeting in Bucharest (3-5 june) and later in Lucca {5-6
November) by way of conclusion. It was more than evident from this level of cooperation and detail of
informadion shating that sufficient data for the EMER database could be provided by House members
for use in both assisting with the coordination of planning for specific events as well as use in a ‘continual
learning prograpune’ as recominended by the Netberlands in their Task 2.2 report discussed earlier.

202 (SMPO, 2006, pp. 42-45)
203 Shdes of the 2009 Champions League presentations can be found on the EU-SECII portal under Task 2.3
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There is only space to list just some of the recent Major Events that partners have been able to share
detatls and experiences of among consortium members over the life of EU-SEC II:

Aprif 2009, Rome:
* FIFA World Cup. Dortmund, June/July 2006. Police Dept. Dottround, Germany
* UEFA EURO Final 8 Cities, 7-29 June 2008, BM.I, Austria
* UEFA Champions League Final. Rome, 27 May 2009. CNIMS, Italy
¢ UEFA Champions League Final Madrid, 22 May 2010. National Police Corps, Spain

November 2009, Lucca:
* COP Climate Change Conference. Copenhagen, December 2009. Nat. Pol. Dept., Deamark

Sepr 2010, Lognes: .
* Visit of Pope Benedict X VT to Cyprus, 4-6 June 2010. Cyprus Police, Cyprus

January 2011, Stockholm: .
* Hunganian Presidency of the EU, Jan-Jun 2011. Hungarian National Police, Hungaty

Each presentation contains within it comparative examples of problems solved, lessons learnt and good
practices shared among House partners. Such material, along with that of a more general nature for use
alongside other CTMs provide solid content and substance for 2 House based system of EU wide police
networking and training in the field of major event security planning. In this regard, EMER could be
regarded as much as it could 2 central training resource as a central coordination register, particularly in
copjunction with the European Pojice Collgge (CEPOL).
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CHAPTER 10 - NETWORKING AND TRAINING THROUGH CEPOL (CIM 7)

According to the House Proposal document for the third phase of the EU-SEC programme, Task 14
Nerworking and Training will be led by France with the assistance of two or three other consortium
members who have experience i trainng®®,

The task will involve “the planning and implementation of training modules and training curriculum on
Major Event security standards in collaboration with CEPOL to raise awareness and promote the use of
the coordination tools/methodologies (CTMs) of the House by relevant policy makers aad
practitioners.” 5 In other wotds, those CTMs outlined and discussed in this and the previous chapter as
common policies of the House — Networking and Training itself being 2 CTM expected to be owned by
the French national authorities as pattaers.

The end product will be 2 report on the training activities on common security standards that have taken
place dusing the task’s 18 month pediod (expected to be late 2011 to early 2013). Of general note here is
that the eshancement of EUJ-SEC’s existing network of major event secunity providers and targeted
training as 2 means to ensute cohesive benchmark standards is what lies at the heart of the House’s longer
term aim of commonality and cooperation across the EU. Joint training, E-learning programmes and pre-
event preparation exercises are all thought to be 2ble to assist in reaching this objective?®.

The potential of CEPOL has been long recognized within BU-SEC since early discussions in 2005. The
basic idea of a CEPOL based networking and training programme (then referred to as ‘research
programme’) dedicated to the subject of major event security was first accepted by the consortium for
future development in December 2006207, Within EU-SEC 11, the Austrian led team for Task 3.2 further
considered the use of CEPOL and continued to support its teaining potential and use as a dissemination
tool for related research findings. Crucially, and in keeping with findings from the Netherlands” Task 2.2
report (Chapter 7 aniz} it was seen as a “ready network of institutional contacts that, if used well, could act
as a valuable source of inspiration for command level practitioners.”203

As with CTMs of the IPO Security Planning Model and Standards for Security Products discussed in Part
11 (alongside those of Public-Puvate Partaerships and Media Management), the use of CEPOL for,
research dissemination and ttaining was further elaborated upon in the Austrian partner’s Task 3.2 report
Common Research Standards for Security During Major Events in Eurgpe?™. It has been centrally taken up by
France in the development of their Strategic Roadmap for the future coordination and development of
the House 2!? The document, Pilor Secnrity Research Strategic Roadmap, was written under the leadership of
the Direction der Ressomrces et dey Competences de fr Police Nationale (formerly Direction Générale de la Police
Nationak as 12.G.P.N. within EU-SEC II) and circulated in draft form in March 2011, It provides further
progressive commentary on the above CTMs as well as CEPOL in general that should be replicated here
In suminary.

4 Subject to the final approval of the EC.

203 (UNICRI, 2010b, p. 24)

6 (UNICRI, 20104, p. 10)

27 (SMPO, 2006, p. 48) (UNICRI, 2008, p. 60)
08 (BML, 2010, pp. 12, para 5.4 .
29 (BMLT, 2010, pp. 12-13)

28 (DGPN, 2011)
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An Assessment of Needs
A 2010 susvey based assessment of needs among 22 consortium partners based on replies from 18 of
them further confitmed. the following points?t:

* Political and sporting events are expected to be the main types of Major Events hosted by
partner countries during the next two years (2011 and 2012)

* While international cooperation is common, sharing resources is usually limited to intelligence,
databases and equipment but rately finances. Thete remain concerns over legal constraints for
external public {i.e. police) interventions in host countries

* Most see the House as a good opportunity to share best practices, facilitate common standards
and make efficient use of resources. The House is unique in this respect

* Most feel they have sufficiently well-trained human resources to undertake major event security
planning and delivery but this may be more perception than reality

*  The training of police in major event security planning remains a specialism that is not éo1nmoniy
integrated into police training other then on an a4 bor basis for some senior officers. There is a
clearly formulated demand for training from senior officers

* Atleast 10 of the 18 responding countries have a dedicated Major Event planning department
and related staff but most countries face financial constraint — one of their biggest weaknesses —
despite being well organized

* Reflected in the seven House CTMs, countdes ranked their research priorities 2s: a2 common
security planning model (the IPO Model); common training tools (e.g. CEPOL); 2 common
taxonomy (definitions in relation to EMER); a peer-review of tools {STEP); PPP best pmctices
ethical standards; media management strategies

*  Unanimous support for the designation of national contact points as a suitable way to coordinate
activities of the House at a national level (and in this respect one should be nindful of the afore
mentioned 2008 Prim Dedsion’s Article 15 on National Contact Points concerning Major Events
with a cross border dynamic - see Annex D) :

The House, France’s report reminds us, is not a research centre itself but a key player in the ficld of major
event secutity planming. This is by virtue of its ability to both collect knowledge of security plans and
disseminate the pedagogically translated sense that is made of those plans. To this end, development of
the EMER database is of vital significance to any networking and training activities.

Recoguition of House CTMs

With regard to European wide networking and training, the Draf? Sirategic Roadmap recognizes a general
need to identify Jowest common denominators’ with regard to public and private sphere policing
interactions and to be careful of over reliance on the British context of best practices for Public-Private
Partnerships (CTM 2). It also recognizes the Austrian team’s consideration of CEPOL’s centrality in
sustainable and profitable cooperation over development of a common training 2nd dissemination frame
for Secusity Standards (CTM 4). So too the House as a vehicle for the German team’s work on media
management (CTM 3} aimed at ensuring consistency of approach to international media2,

But it is the IPO Model, STEP and EMER (CTMs 1, 5 and 6) that the French report observes as
satisfying the majority of the members of the EU-SECII consortium. There is little mote that can be said
in these respects that has not already been covered in the previous chapters of Part II and Part It to this

71 (DGPN, 2011, pp. 6-8)
22 (DGPN, 2011, p. 10)
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manual. The only additional points come from the pedagogical perspective of this particular coordination
tool/methodology, CTM 7:

®  With regard to the IPO Model, that for it to be a common reference point it must not be a rgid
document but one that can take into account long term contingencies

e  That the IPO Model must be accessible in terms of content and presentation — electronic
medium being of practical communications benefit

*  That in time it should be translated into different langunages, taking great care to ensute that its
concepts and their common meaning are globally maintained — ‘planning’ for example as relating
to the idea of “anticipation’ {(against which ‘rescarch’ might more properly relate to the idea of
‘looking back’)

*  With regard to STEP and EMER, in remaining developmental, that the potential benefits for
national authorities and Enrope must continue to be assessed

& ‘That the form of coopetation over STEP and EMER — as formal or wformal — should be
established as part of the ongoing research into developing them

* Recognising the value of EMER to accumulate state-of-the-art data on Major Events for use
within the House, conditions of access for which researchers and for whirh purposes need to be
further determined

Citing the Pope’s 2010 visit to Cyprus as a good example of how EU-SECII tools have already provided
the basis of an integrated approach to the sharing of best practices, the Roadmap notes France’s hosting
of the (G20 in November 2011 as a furthes opportunity to allow House experts to observe parts of the
security planning phase, implementation of the plan and post-event evaluation/assessment.

It notes, however, that any access to obsetve the security operation iz siz# will need to be obtained from
the French authorities via UNICRI?.

This opportunity could be made use of in respect of testing and developing both STEP and EMER.
However, the emphasis should be on . developing the framework of the databases that would
accommodate data content obtained from this kind of major event as a single case. To be clear, neither
STEP nort EMER currently exist as actual databases. They need to be budt.

tsing Commen Tenminology

Use of common terminology is cleatly a best practice for the management of security planning for Major
Events with a cross-border and multi-agency dynamic. This manual’s chapter reviewing the House
definition of ‘major event’ and defining terms of ‘secutity’, “security planning’, ‘security product’ and
others contained within its glossary of key terms for use in the House, ate an intended to contribute to

this point.

The acceptance of a common (technical) language, the French feport notes, enables clear and consistent
definitions of key clements in the field of major event security. In this, it found that the role of the word
‘terminology’ itself should be stressed over that of ‘taxonomy’ as found and used withia the EU-SECII

programme?*.

To explain why, the word ‘terminology’ is broader in scope than ‘taxonomy’ for the purposes of the
House. As can be found in this manual’s glossaty, “taxenomy’ refers to ‘a common classification system’.

213 MGPN, 2011, p. 14)
214 (DGPN, 2011, p. 14)
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This is a workable term to the extent that the House has been able to classify different typologies of
major event {political, sporting, cultural, etc) and categores of “security products’ {e.g. Strategic, Tactical,
Informational, Legal and Technical — STILT) and even ‘tesearch’ (as a specific event planning process in
anticipation of thteats, or retrospective study of and continual learning from them collectively).

In contrast, ‘terminology’ refers to ‘a common technical language” with which to speak of major event
security. This would Zmdede not only related taxonommies (as above) but also the vadous definitions and
understanding of terms used (e.g. ‘major event’, ‘security’, ‘secutity planning’, ‘security product’, ‘research
programme’, etc.). So ‘terminology’ is a broader and more inclusive word for the purpose of the House
than the nasrower and tore specific word ‘taxonomy’ that it also accommodates.

As the French report remarked on this issue, the concept of ‘terminology’ is more dynamic and more
adeguately grasps the complexity-of a major event with regard to its hroader security issues. On the
contrary, ‘taxonomy’ is too static and does not easily reflect the societal dimension of major event security
provision — particularly in respect of its impact on the host venue site’s local population?15.

Synergies with Different Intemational Experiences

France’s Draft Strategic Roadmap for the House rightly observes that major event secutity is the object of
many ongoing projects 2t different levels: national, European and international. Within the scope of the
House’s Nemporking and Training CTM, each could benefit from coatact with and sharing with each
other?l6,

Examples given in the report are:

¢ Comparisons of the IPO Security Planning Model with the US’s Homeland Security model for
Major Special Events?!7,

* Hzchanges with INTERPOL’s Major Event Support Team (IMEST) and their expetence in
assisting member states with major event security preparation, coordination and provision and
real-tiune access to INTERPOL's databases, ' ,

* Exchanges with the EU funded Integrated Mobil Securtity (IMSK)} project intended to combine
operational field technologies at major event venues.

* Exchanges with Sweden’s 2010 GODIAC project aimed at determining good strategic
comnunications practices at the policing of political events.

As mentioned toward the end of Chapter 6 on CTM 4 (Ethical Standatds), one conld add to this the work
of the Omega Research Foundation in London and its work on international market control of unethical
security based products — such as ‘stun’ technology based weapons and instruments that either remain
insufficiently safety tested, contain too greater risk of abuse, or can only concetvably be intended for or
used for torture ot the unjustifiable infliction of pain as a means of securing compliance. Such exchanges
may well benefit the CTM developers of STEP as well as Standards for Security Products.

What is perhaps important to remember in consideration of these suggested synergies with different
international expenences, is the need for the House to ultimately serve as a practical advancement of the
Stockholm Programme’s vision of 2 commonality of policing in Europe. This would be through the
House’s support with the international cooperation required pritnarily during the planning stages rather
than delivery stage. Essentially though, it needs to be grounded i the assertion of European based values

25 (DGPN, 2011, p. 15)
26 (DGPN, 2011, pp. 153417}
217 Refers to Connors {2007)
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and principles and associated democratic standards of policing and security that are expected. This should
not be lost sight of amid the practicalities of operational security provision and its rapid 21 century
expansion on a mote global as well 25 commercial scale.

House CTM Training via CEPOL

Centrally, the French report recognizes CEPOL in the role of training. In particular CEPOL’s potential
to provide, at the Huropean level, training functions required by House members and its use as a vehicle
to promote and disseminate the leamning tools (CTMs) offered by the House21.

The report notes the exponential increase in major event securify budgets over the last three decades.
Having increased ten-fold in the last 10 years from around the 100 millions (USD) in the 80s and 90s to
1-10 billions (USD) in the millennium decade in the case of the Olympics. Where the cost of police
agents is a major part of the overall security budget, the report points out that it is not rare to offset the
lack of skills in major event security provision simply by multiplying the number of police officers and
other private secutity agents at it: hence the fundamental importance of optimal training to cut the wage
biil 219 :

Examples of different types of skills needed are given as: information technology; administrative support,
dispatchers; specialized patrol; enforcement/investigative units; co-ordination units, etc. More pre-event
training was a commonly identified need among many agencies involved in Major Events. Best practices
for training approaches listed in the French report include:

. Tabietop exercises — typically involving officials from fire, health, law enforcement and other
governmental services ‘

* Live training events ~ staging vatious types of attack, disaster and contingencies

¢ Special theory classes in preparation for a specific event (e.g. rights, use of force)

®  Specialized tactical training (e.g. crowd control, use of equipment)

®  Training exercises during the event itself {to focus attention to detail)

However, whilst these themes and approaches would make up training at a domestic level as patt of a
host country’s security preparations for a specific major event, they are not the proper focus of CEPOL
based training for the coordination services of House CTMs.

As the French report identifies?, House CTM training via CEPOL should focus on coverng some of
the key services being developed and offered within the EU-SEC programme. As covered in this and the
previous chapter, they are: the [PO Security Planning Model; STEP; EMER; PPP best practices; Ethical
Security Standards and; Media Management.

A common grounding in all such training, the report singles out, is the need to respect and actively
promote the Eurgpean Code of Police Ethics. With its 66 articles adopted by the Council of Europe in 2001,
the code is recognized as being quite complete and representative of real progress in contemporary civil
policing, The need is for its 2#s promotion in various policing contexts following its 2001 adoption by
the CoE. As detailed in the Ethical Security Standards (CTM 4) section of Chapter 6 previously, major
event secutity planaing affords just such opportunity. '

218 (DGPN, 2011, p. 23)
219 (DGPN, 2011, p. 22)
20 (DGPN, 2011, p. 24)
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A supgested CEPOL course involving House CTMs structured along these lines could look something
like this, for example:

Day 2 Day 4
Mormning: IPO Model Departures
{basics of planning)
Denmark
Afternoon: P-P Partnerships Tranel

{state regulation)
UK

EMER/STEP - QA

{Technology Expo’)
Portugal/Estonia

Table 7: Suggested CEPOL. course structure for House CTM development and training.

Four daytime seminars led by respective CTM owners over two days as wotkshops could be used to
present, actively explore and deploy the IPO Model, PPP practices, Media Management and Ethical
Security Standards with senior police officers in the field. The evening programmes could be used to first
mtroduce the European House of Major Events Security, then present the STEP & EMER ideas in the
context of a small market based ‘security technology expo’, and a final closure evening could centre on
the telationship of the House to the wider European aspirations of the Stockholm Programme (as
discussed in the next Chapter). Such a course or similar could go a long way in helping to test and
develop the discussed CTMs as common security coordination policies and standards for major event
secutity planning.

A First Step on the Road Ahead — Belgium late 2011

France has alteady gone someway in laying the ground fot such a course. Within the Draft Strategic
Roadmap it is envisaged that the EU-SEC programme (coordinated by UNICRI) and CEPOL will
collaborate over specialized training aimed at increasing expertise and knowledge on security during
Major Events. Course participants are expected to improve knowledge on operational techniques by
sharing them with each other, facilitated by specialists from different aceas as course trainers.

The cousse is intended to take place in Belgium in December 2011. This may prove too early for the full
course outline 2s suggested above but would certainly serve as a provisional step aléﬂg the way to
developing something like it more fully the following year, The Roadmap itself suggests and annual
European seminar dealing with Major Event Security organised by CEPOL in collaboration with the EU-
SEC Programme Consortium.?!,

Indeed, the proposed subjects to be covered at the CEPOL coutse to be held in Belgium in December
2011 similarly centre on an introduction to the House and its key services such as the IPO Model,
EMER, STEP and some infopmation on the PPP work, cotnmon security standards and media
managemment. The course could readily draw upon the content of this manual in all these respects.

Parts 11 and III of the manual have dealt with the content of the House and its CTM as common policies.
Part IV will now turn to the structure of the House together with its further relationship to CEPOL and
the EU's Stockholm Programme as the subject of the next two chapters.

21 (DGPN, 2011, p. 26)

89



90



PART IV - THE ROAD AHEAD: FRAMEWORK AND GOVERNANCE OF THE HOUSE

On 27 January 2011, hosted by the Swedish National Police Board in Stockholm, the EU-SEC 1] Draft
Srrategrc Roadmap for the cteation of the European House of Major Events Security (The House) was
presented to representatives of 22 EU Member States and UNICRI by French partners, the Direction des
Ressonrces et des Competences de la Police Nationale (formerly D.G.P.N.). The Roadmap was the 30 month
milestone in the 40 month project, the House itself (based on this October 2011 manual) being the main
outcome of EU-SEC I1.

The Roadmap connects the House to EU Institutions that provide policy recommendations in the field
of security planning at a European level: ones (such as CEPOL) aimed at ensuring a common poficing
approach to security across Europe. Through them, the House seeks serious cousideration of training in
the field of security at Major Events in order to adopt a comumon seawrity approach across Europe. It calls
for pational authorities to comunit to the House. 22

Beyond the Eutopean level coordination of major event security planning for national authorities as end-
usets, the press release from UNICRI accompanying the Roadmap acknowledged its recognition of the
House’s potential for implementing parts of the 2010-2014 Stockholm Programme. That is, the European
Commission’s defining strategic guidelines for legislative and operational planning within the European
Usnion’s “arez of freedom, security and justice’. This is the broader picture to which the House speaks.

‘The first chapter of this final part of the EU-SEC II Manual will cover those aspects of the Roadmap and
ensuing proposal that deal with the structute of the House in terms of its management and coordination,
as well as its relationship to CEPOL in terms of its training and networking activities. The next chapter
will then progress to more explicit discussion of the House’s potential impact on the Stockholm
Progtamme. House contrbution toward a commonality of democratic policing in contemporary Eutope
15 returned to in the concluding chapter.

in this respect it is worth referring back to the media image used in this magual’s introduction. For whete
the Stockholm Programme is about making the visions and values of the European Union a reality for its
citizens, including their participation in peaceful protest, the disciplined display of a coordinated Major
Event security actoss Furope can setrve as an expression of just that. :

2 (UNICRI, 2011}
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CHAPTER 11 - STRUCTURING THE FUTURE OF THE HOUSE AND RELATIONS TO
CEPOL

‘The Roadmap and Future Security Research Programmes on Major Events

Sections I — 1II of the Roadmap have been absotbed into the previous chapter’s coverage of CTM 7
Networking and Training. Section IV looks to proposals for supporting broader research programmes on
the topic of security planning for Major Events in general rather than the narrower security planning
process for a specific event in particular. In this respect it considers both the future coordination and
funding of Eutopean research in the field of Major Event security?23.

In terms of the coordination of research the Roadmap suggests structures based upon a scientific
committee and a coordination unit. In terms of research funding it points to EU and national level
sources and proposes the creation of a local public interest group. To take coordination first:

Coordination of Security Research on Majot Events
The coordination of (broader) research is needed for 2 number of reasons:

¢ To stimulate cross and multi-disciplinaty research.

¢+ To ensure research outcomes are translated into tangible benefits.

* To achieve cconomies of scale and enable partnership consolidation in security acquisitions.

* To direct investments toward encouraging ioternational cooperation and improving
collaboration.

* To support tesearch services and networks that link researchers, data, faciliies and technical
expertise.

These would include, among other things, innovative methods and technologies for managing Major
Event security, as well as the enhancing of end-user capabilities in the field of collecting Major Event data
for analysis, such as the EMER and STEP coordination tools and methodologies (CTMs) desctibed and
discussed in previous Chapters 8 and 9.

The Roadmap suggests the creation of two bodies to support the EU-SEC II Consortium in doing this:
The Saensfic Commitiee and the Coordination Unit. These seem to have been provisionally adopted by the
House and added to its management structure as Advisory Beard and Coordinator tespectively within the
third EU-SEC programme funding proposal to the EC’s Seventh Framework Programme (FP7) for
funding on its theme of Security?, As structure, they can be outlined here in tetms of the Roadmap’s
proposal for future reference.

The Scientific Committee

* Responsible for the (research) programme’s overall guidance. Approves yearly work pians and
dectdes upon unallocated funds.

* Enpsures that research programmes and (their) projects are consistent and that their purposes are
in keeping with the goals pursued under the Stockholm Programme.

* Hxamines, discusses and approves {project) progress reports.

3 (DGPN, 2014, pp. 17-21)
2% (UNICRI, 2010b, p. 30
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* Includes a representative from the scientific community of each EU Member State.

o I:joined by the Coordination Unit as both observer and secretariat (both the Saeniific Committee and
the Coordination Unit being part of the House).

The Roadmap also suggests a restricted Scentific Advisory Group tesponsible for the appraisal of research
projects {for specific Major Events), such as the (preparation and production of) Security Plans. This
Advisory Gronp would regularly review, assess and evaluate the Plan’s implementation and outputs, making
recommendations when appropiiate.

The group would report to the EU and the Coordination Unit and be made up of eminent scientists in the
field of policing, media, technology and urban matters®. In other words, a group that could (sensitively)
offer independent ‘review’ of a national authority’s security planning process for Major Events at an
international EU level in terms of issues of concern to the House and discussed elsewhere throughout
this Manusl

Within the ptoposal for the House, the suggestion of an Adsisory Growp for reviewing specific security
plans has been translated as an ~Advisory Beard made up of representatives from EUROPOL, CEPOL,
Frontex, and UNICRI to offer technical advice on the work of the House. It would also act as a forum
through which the Consortium of EU Member States can monitor and feed into their work the activities
of other relevant institutions in the field of Major Event security?,

The difference in translation seems to have been a shift from broader scientific to parrower specialist
representation on the Advisory Group/ Board and a reorientation from reviewing specific security plans of
national authosities to offering technical advice to the House on its wider activities aimed at the
coordination of national authorities through its CTM services. What scems feasible in this respect is
development of the Gronp/Board’s role to include reviewing a national authority’s secunity planning process
rather than secutity plans for Major Events per se. The IPO Security Planning Model (CTM 1) lends itself
to that function.

In much a similar way, it is possible to read the Roadmap’s Saentiic Commirsee, made up of representatives
from the sdentific communities of EU Member States, as the House’s already established Network Steering
Committee (NSC), made up of specialist representatives from EU-SEC Consortium Members — some of
whom are already of the scientific community. The NSC could fulfi all the duties of the Roadmap’s
Scientific Committee in terms of the House Proposal and its EU funded work plan as a specific ‘research
programme’ of task based work packages. If that is what was eavisaged for the long-term, it is echoed in
the interim structure.

With this it tnind, the third EU-SEC programme pxﬁposal, Task 2.4 of Work Package 2, led by UINICRI,
is to be a ‘feasibility study on the best structure for the House’ in terms of legal and governance
frameworks?¥. This is noted simply as ‘framework’ in Table Z, Chapter 3 asfe but indicates scope to
develop the long-term structure of the House in the terms outlined in the Roadmap based upon the
expetience of the House’s proposed structure and management for the interim EU-SEC Programme
petiod of late 2011 to late 2013, ' '

25 (DGPN, 2011, p. 18)
226 (UNICRI, 20106, p. 30)
22 (UNICRI, 2010b, p. 26)
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The Coordination Unit
Already mentioned as a participant of the suggested Saentific Committer and part of the House along with
it, the Roadmap’s envisaged Coordination Unit would ensure that:

* all research projects are effectively implemented, with a result oriented focus to achieve the goals
of improving security among Member States; Y

* research outputs lead to information widely shated and disseminated among these States and
among tesearch organizations and industry (thereby fostering greater collaboration); and

* a search for secuting additional funding mechanisms promotes support for new research

opportunities,

The role of the Cosrdination Unit, adds the Roadmap, could also include leading and supporting the
administration of research programmes?2,

Again, allowing for the collapsing of ‘research programme’ writ large as scientific research on Major
Event security in general, into that of the House’s specific ‘tesearch programme’ as the third EU-SEC
programme project for supporting the international coordination of security planning for specific Major
Events, and further still into that of 2 ‘research programme’ as part of the overall security planaing
process for a specific major event, the Roadmap’s suggestion of a Coordination Upiz translates into the
proposed House management structure as Coordinator. 4

Within the proposed House structure, the Coordinator is a trole entrusted to UNICRI made up of three
staff: Project Cootdinator, Project Officer and Project Assistant. This unit of three also doubles up as the
House Sectetarat, responsible for administering and managing the Consortim and its NSC. As
Coordinator though, its role is twofold: one with responsibilities to the European Commission in relation
to the House project, the other with responsibilities to the EU-SEC Consortium in relation to its NSC
and coordination of Task Leader’s and their work plans within the third project’s Work Packages®®,

Again, the structure here can be seen as echoing and perhaps piloting that of larger and wider structure
for the future of the House. A structure envisaged by the Roadmap for the future once the services of the
House and 1ts CTMs have been tested and evaluated in terms of the third EU-SEC project proposai'
during 2012 and 2013. Hence the importance of presenting this EU-SEC II Manual as CTM Owner’s
manual. Its gnidance as to the development, testing and evaluation of the CTMs as the seven foundational
services of the House is aimed at giving national authorities (as nominated owners) the fullest descdption
possible of each CTM (along with references to source documents) as material to work with.

Funding Security Research on Major Events

Thete is perhaps less to say here as relates to the direct purpose of this manual as guidance for CTM
Owners among EU Member States. Suffice to note that in highlighting the significance of Major Events
to the European Commission’s Security Research agenda and in writing the Drgff Strategic Roadmap itself,
the French partners have gone as far as to request that the Commission should place the Roadmap
document on CIRCA®? for viewing by the EC’s Programme Committee members and have a copy
passed to the Security Advisory Group. This is in furtherance of the Roadmaps aitns, uter alia, of giving

28 (DGPN, 2011, p. 18)

¥ (UNICRI, 2010b, pp. 30-31)

3% Communications & Information Resoutce Centre Administrator (CIRCA): an extranet document/information
sharing tool developed by the EC for given private communities/committees /groups ete.
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the European Commission and its Programme Committee further input and ideas when formulating
future EU funding programmes in the European Research Arez of Security (ie. FPR-SEC)#1.

Cominenting that a further reason to set up the Ewmrgpean Houre of Major Events Security is to help ensure
that research activity is complementaty with other on-going research activity, the Roadmap makes some
future research funding suggestion. In short, they are that at the European level other Directorates than
those of Home Affairs and fustice and Enterprise with direct interest in Security Programmes may be
considered approachsble. This is because Major Event Security cuts across more than just secuzity
planning and provision but also its impact on cities as venues. In this respect other European
Directotates such as those of Toutism and Sport could be considered.

When locked at moze broadly in these terms, there may also be funding bodies at the national level in
tespective countties that could also be approached. These may be both public and private funding bodies,
since much major event security concerns big sporting events and the commercial interests attached to
them. There ate public-private partnership issues to explore here, too, but space prevents elaboration.
One simply needs to be thinking beyond 2013.

A third proposal within the Roadmap is the creation of a Public Iaterest Group. This, the Roadmap
suggests, could be made up of membess representing the EU Member States, academia and the private
sector. Stakeholders to consider wouwld include international security mndustry groups such as CoESS
{Confederation of European Security Services), International spozts, football, Olympics associations such
as FIFA, UEFA, and IOC, and international security otganizations such as NATO. Hosted and
perpetuated by the House, the Roadmap lists their potential benefits and advantages for future
consideration, not as a replacement for public research spending but as enhancement of private
expenditure on it?2, :

These are all avenues for consideration and exploration by UNICRI within the remit of their Task 2.4 of
Wotk Package 2 on ‘frameworks’ for the long-tenn existence of the House in the interests of
coordinating secutity planning toward a common policing approach in Europe.

House Training and Structural Relations to CEPOL. .

Section V of the Roadmap deals with training and relations to CEPOL, as well as the importance of
costing the exchange of experts between EU Member States and securing the overall commitment of
National Authorities to the House.

Anaual CEPOL Course — Networking Consideration

The use of CEPOL for House training on CTMs (particularly ethics) i3 covered in the previous chapter
under CTM 7 Networking and Training. The Roadmap’s emphasis throughout is that specialized training for
senior police officers is possible under the auspices of the Home Affairs Directorate through cooperation
between CEPOL and the House via UNICRI?®,

Building upen its proposed CEPOL course in Belgium for late 2011 the Roadmap suggests an antial
European seminar dealing specifically with Major Event Security, where the House can be promoted.
This would be organized by CEPOL with the help of UNICRIL Course content is yet to be determined
(though see Table 7 and surrounding CTM 7 discussion exfe} but the main idea would be for the seminar

31 (DGPN, 2011, p. 19)
22 (DGPN, 2011, p. 21)
23 (DGPN, 2011, p. 24)
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to grow iato being the regular tool for network building and the dissemination of expert knowledge and
experence at a Buropean policing level2s,

National Contact Points ~ Prim Considetation

To do ths, the Roadmap explains, CEPOL would need to be provided with, and have regulady updated,
a list of House National Contact Points so that CEPOL could promote and disseminate information
zbout the House to them.

On this point it would be important to think through and consider the relationship of those nominated as
‘National Contact Points’ for Major Event data supply under the Priim Decision (see Article 15 in Annex D
and related discussion on ‘obstacles to co-ordination” in Chapter 7 ante}, and those being spoken of as
‘House National Contact Poiats’ for Major Events. Logic suggests that if not one of the same then there
should be some clearly coordinated or structural relationship between them in terms of communication if
nothing else.

A National Contact Point for Major Events could help with the coordination of experts and
dissemination of information on related security planaing matters beyond just that envisaged by the Prim
Deaision. Prilm, however, gives a basis in international law and policy for it. The structural relations of the
House with CEPOL in this respect could be built upon the seed of National Contact Point for
international data supply sewn by Priimr rathet than set up something new and separate from it. As the
Netherlands’ Task 2.2 report noted from the EU-SEC research in 2006: ‘there is no need for new
networks?3,

Commitment of National Authorities — Sovereignty Consideration

What 15 critical in all this is EU Member State commitment of its National Authorities to the House.
Where many major Member States detmonstrably support the idea of the House, the Roadmap reminds us
that the principle of sovereignty endures among them and remains a constant challenge to cooperation.
Howevez, by its focus on the planning phases and tools to support coordination of a common approach
{ie. CTMs), secutity planners {2s national experts) remain able to judge for themselves the merits and
utility of House setvices in their own national context without compromise?s,

The continued existence of the House would be dependent upon EU Member States commitment to
supporting and promoting National Contact Points (NCPs) for it. To this end, the Roadmap continues to
note, the House will in part coordinate a network of NCPs set up in the participating EU Member-States
and the European Commission. Together, these information collection and dissemination points form a
network of Member States initially coordinated by UNICRI by virtue of its super-partes status. It would act
as 4 practical instrument for the collection and exchange of data and information?”,

As an example of an NCP for the House, the French partners (DGPN) as authors of the Roadmap
suggest a point inside their own Cabinet with responsibility for the coordination of major state projects
(Unité de Coordination de I'Etat Major Projectabie — UCEMP). Whilst a Major Event of either national or
international scale would be an example of one such project within the remit of such z uait, it should be
remembered that both Prim and the House are concerned with events made ‘major’ pdmarily by their
tequiretnent for infernational cooperation in respect of theit security planning (or ‘cross-botder’ dimension in

=4 (DGPN, 2011, p. 26)

B3 (MinJus, 2009, p. 14} summarised in ‘obstacles to coordination’ page 58, Chapter 4 anze.
36 (DGPN, 2011, p. 26)

BUDGPN, 2011, p. 27)
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Priim’s terms)®$ and that these are not necessatily confined to state run planned events such as political
summits, but comumercially and communally run planned events such as sports championships and
cultural festivais. .

Furthermore, as this manual has alteady pointed out above, it would be prudent for the nomination of 2
NCP for the Esnropean House of Major Events Security to be reconciled with that being nominated for any
Privm based NCP for data supply in respect of cross-border cooperation in major event security planning
i the EU. There is much potential synergy here.

As the Roadmap concludes on this point: beyond a technical and organizational approach it is important
to promote among public decision makets the fact that the House will generate substantial dividend for
its stakeholders (ie. national authorities), as well as lay the foundations for convergence toward a
common apptoach to security planning for Major Events in Europe®,

Structural Relatiosiship — Stockholm Consideration

Supported by the Stockholm Programme, the Roadmap sees CEPOL (via the House) as able to provide
training based on knowledge developed in the field of Major Event Secusity. Both the House and
CEPOQIL can facilitate the sharmg of best practices among EU experts.

The input of Member State’s security planning practices to the House and the application of House tools
and coordination methodologies (CIMs) to them could result in nformation dissemination back to
Members States via CEPOL as well as policy recommendations and guidelines fed back to Member States
directly from the House24(.

Quthined further in Austria’s Task 3.2 report?*l, the use of CEPOL for research dissemination and
training can also include dissemination of information oz the House and its CTM services itself via the
CEPOL website’s Leatning Management Systems — LMS. These are the Roadmap’s foreseen structural
relationships between the House and CEPOL. ‘

Where this, and the House in general, supports the Stockholm Programme is the subject of the next
section. Suffice only to say here that the Roadmap points to the European Council’s invitation to the
Commission within the Programme to do two things:

1. propose an Action Plan for substantially raising the level of European training and systematically
expand exchange schemes in the Union; and

2. examine what could be defined as a European Training Scheme and give it a European
dimension.

The first point is explicit in stating that the Plan should propose how to ensure that one third of all police
involved in European police cooperation and half of the judges, prosecutors and judicial staff involved in
judicial cooperation, as well as half of other professmnais mvolved in European cooperation could be
offered Huropean Training Schemes?*.

238 See Chapter 2 on ‘defining a toajor event for the purpose of the House’ and Chapter 4's section on “obstacle to
coordination’.

3¢ (DGPN, 2011, p. 27)

20 This process as to how the House would work appears in diagramynatic form as Diggraw 2 in the Roadsmap itself.
1 (BMI, 2010, pp. 12-13)

22 (DGPN, 2011, pp. 25-26)
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Broadly seen, an annual CEPOL cousse facilitated by UNICRI on promoting the House and its services
centred on European level cooperation over Major Event Security Planning, encompassing its policing
(IPO Model) and judicial implications (Ethical/Operational Standatds) as well as relations with other
professionals (Private Secucity, Media) could go a substantial way in answeting that calt and making its
vision concrete.
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CHAPTER 12 - THE HOUSE’S POTENTIAL STOCKHOLM PROGRAMME IMPACT

The Council of Europe’s 2009 Stockholm Programme for the period 2010 to 2014 re-affirms the priority
it attaches to, and sets a new agenda for, the continued development of the EU as an area of freedom,
security and justice. The enhancement of security via intensified law enforcement coopetation among
Member States within the area of the EU is central to it.

First and foremost is its political priority to focus on the interests and needs of citizens. In this it sees the
challenge as being to ensure respect for fundamental freedoms and integrity while guaranteeing security in
Europe. The mutual reinforcement of law enforcement measures and measures to safegnard individual
rights are of paramount importance. And in this, the programme states explicitly that all future actions
should be centred on the citizen and other persons for whom the EU has 2 responsibility2#.

Of its six main priorities to work toward in this respect, three resonate closely with issues concetning the
House and developments in 1ts field of Major Event security planning:

1. The promotion of citizenship and fundamental tights — European citizenship must become
a tangible reality... The Charter of Fundamental Rights and the European Convention on Human
Rights ate core values... European citizens must be allowed to exercise their rights to the full.
{Resonance with ethical standards CTM 4).

2. A Europe of law and justice — The European area of justice must be consolidated so as to
move beyond the current fragmentation. Prionity should be given to mechanisms that facilitate
access to justice, so that people can enforce their nghts throughout the Union. Cooperation
between public officials and their training should also be improved. (Resonance with Networking
and Training CTM 7)

3. A Europe that protects — An internal security strategy should. .. protect the lives and safety of
European citizens and tackle organized ctime, terrorism and other threats. (It) should be aimed at
strengthening coopetation in law enforcement, border management, civil protection, disaster
management as well as criminal judicial cooperation in order to make Europe more secure.
(Resonance with the House). '

It should not be difficult to see ways in which the EU-SEC JEU-SECII projects and the creation of the
House for 2011 as its ambition engage and promote these prorities in concrete terms.

Look again at the picture used in the introduction of this manual (Fig.1, p.2). Is not the right to peacefully
demonstrate, even to the point of testing (but not crossing) the resolve of police lines to remain
disciplined and impartial in its facilitation of protest not a tangible expression and thereby reality of
European citizenship freely exexcising core values to the full? Is it not possible to see protest as a #57 and
dispiay of democracy rather than as a threat and danger to it?

Are not recent domestic court judgments regarding the unlawful use of certain public order tactics (such
as ‘kettling’ at the 2009 London G20%*) in certain cases not part of the mechanisms that allow people to
enforce their dghts? Would not the House’s common ethical standard (CTM 4) of encouraging a

3 (CoEU, 2009, p. 3 para 1.1)
24 (Dodd, 2011)
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dedicated complaints procedute for each major event help facilitate this? Would not House training of
security planners across the EU on common ethical standards help move the area toward consolidation -
rather than fragmentation?

Are Major Events themselves not vehicles par excellenre through which the development and demand for
advances in secusity products, technologies and cooperative working practices aimed precisely at
protecting Europe in the terms given can be strengthened? Would not the sexvices of the House as the
CTMs already described in eadier chapters not all serve towards these ends (in their legacies) of making
Europe more secure?

Tools for the job

Of the various tools the Stockholm Progtamme sees as important for implementing itself, mutual trust
between Member State authorities, setvices and decision makers within the atea is seen as the first and the
basis of efficient cooperation. Ensuring it, though, is regarded as one of the main challenges for the
future?¥. From the outset in 2004, the BEU-SEC programme has gone some way in helping establish
mutual trust between its Consortium partners within its field. The House, as its outcome for 2011, will
serve to further such trust,

Among its other tools, that of training 15 also as central to the generalities of Stockholm as it is to the
particularities of the House: the latter promoting the former in concrete terms. The Programme seeks to
foster a ‘genuine judicial and law enforcement culture’. To do this it requires the use of existing
institations in training and exchanges on EU related issues. It specifically ndmes CEPOL with regard to
Europe’s police. In this regard, where enhanced cooperation over Major Event secusity planning lies at
the heart of the House, it can include consideration of ‘Erasmus’style exchange programmes as
advocated by Stockholm?#.

A mid-term review of the Programme’s inplementation is expected by the Council of the European
Union from the European Commission before June 2012247, Task leaders of Work Package 2 within the
third phase of the EU-SEC Programme during 2012 may wish to be mindful of this in their analysis and
teporting upon the potential impact each House CTM is having on related aspects of the Stockholm
Programiume {see table 2 Chapter.3 anx for overview of Work ?ackages and Tasks).

A Eutope of Rights

The Stockkolm Programme sees a Europe built on fundamental rights. The rapid accession of the
European Convention of Human Rights is now of key importance since entry into force of the Lisbon
Treaty on 15t December 2009. This obliges all institutions of the Union to ensure that such rights are
atively promoted®?, The Fouse CTM on ethical security standards goes some way to encourage the active
consideration of rights in the security planning process. It is not enough to assume such matters are self-
evident, Their promotion needs to be actively asserted and criically engaged to constructive effect via
strong police leadership.

In this regard, it is worth re-iterating observations made in Austria’s report of Task 3.2 carried out during
2009 with regard to promoting democratic accountability and the Hurapean Code of Police Etbier in line with
their corresponding CTM?®. Independent studies of policing in Europe have previously warned of

245 (CoBU, 2009, p. 5 para 1.2.1)

246 (CoRL), 2009, pp. 8-9 para 1.2.6)
M (CoEU, 2009, p. 11 para 1.2.11)
HCoBU, 2009, p. 11 para 2.1)

¥ (BM.1, 2010, pp. 35-36)
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ambivalence within a general police culture toward supranational levels of governance in Europe. They
noted that police officers, administrators and politiclans sometimes regard questions of accountability
mechanisms as ‘a titesome and marginal matter’. While accountability lies at the very cote of co-operative
police development as a pre-requisite rather than impediment, independent researchers have been
sceptical as to whether any extension of a Eutopean policing capacity would be matched by an
enhancement of accountability arrangements0.

For such researchers in the 1990s, there were two possible visions of Europe in the 21# Century and
concomitant ditection of its policing effort: federalised, with policing as an affirmation of democratic
values; or fragmented, with policing tipping towards repression and authoritarianism?!. The Stockholn
Programime itself speaks of ‘the current fragmentation’ and urgently requires the consolidation of law and
justice in order to move beyond it. Indeed, a decade on from the 1990s assesstment, the latter vision
remains at risk of materialising as some leading criminologists have cotnmented:

Discussion of police accountability in the twentyfirst cemtury must also attempt to comprebend the
implications of policing that are connected to an emergent plobal recurdty field. Particular concern bay been
excpressed abowt the consequences of a dominant central govermpmnt peripecitve that defimes demovratic
serutiny af a hindrance Yo sffective policing and law enforcement as well ar the intorests of the post 9/ 71
and post 7/ 7 security stare 252

The UK government’s review of policing mass protest?™ follows severe criticism of secutity duting the
London G20 Summit in April 2009. Anticipating the 2012 London Olympics, its Human Rights centred
recommendations would endozse the ethical principles aspired to in the application of the House CTM
on common standards that put Fluman Rights and democratic accountability at the centre of policing.
This is 10 line with Stockholm.

Other fundamental rights characterizing the Stockholm agenda for Furope include those of free
movement around the EU arex; respect for diversity and the vigorous pursuit of measures to tackle
discrimination, racism, ant-Semitism, xenophobia and homophobia; the rights of the child and
vulnerable groups against exploitation and discrimination; support for the victims of crime and
terrorism, as well as protection of the rights of suspects during cminal proceedings; enhanced regulation
of personal data protection principles in terms of public authonty interference for law enforcernent
purposes; transparency of decision-making .and access to documents in support of citizens’
patticipation in democratic life and; default mutual protection of EU Member State citizens by other
Member State diplomatic and consular authorities in Non-Member Sates?5*,

While not appeating to apply direstfy to Major Event security planning and the setvices of the House, all
have an ndirect bearing on matters affecting Major Events: free movement impacts upon planning for
mass international attendance across borders; respect for diversity impacts upon the policing of far-right
and neo-nationalist demonstrations; rights of the child and vulnerable groups impact upon human
trafficking for manual and/or sexual exploitation at mass events; the protection of suspects’ rights impact
upon cminal investigations following public order incidents; data protection ptinciples impact upon
intelligence gathering and threat assessment provision; transpatency of decision-making impacts upon
public accountability over secutity planning processes; default mutual protection of EU citizens abroad

20 (Anderson, den Boer, Cullen, Gilmore, Raab, & Watker, 1995, pp. 277-8, 287)

251 (Anderson, den Boer, Cullen, Gilmore, Raab, & Walker, 1995, p. 289)

22 (McLaughlin, 2007, p. 173) whose external contributions to EU-SEC are acknowledged.
2 (HMIC, 2009)

1 (CoEU, 2009, pp. 13-20 paras 2.2 - 2.7)
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impacts upon cooperation with security planning for Major Events outside the EU attended en mass by
citizens form EU Member States.

To put some flesh to this. During the period of writing this manual (Jasuary to June 2011), 2 number of
ongoing developments concerning its topic were reported in varous ways. Most recendy, the
Metropolitan Police’s purchase of the Geotime software at Aptil’s Counter Terrorism Expo in London was the
subject of UK media attention in its reported ability to collate and map the digital movements of suspects
and their associates from social networking sites, satellite navigation systems, mobiles and financial
transactions. Some campaigners and lawyers, the news report mentions, have already expressed concem
as to how the software could be used to monitor innocent parties, such as protesters in breach of data
protection legislation®5. -

A month eatlier, the UK’s high court had ruled that police use of the ‘kettling’ public ordert tactic against
peaceful protesters at the London 2009 (G20 summit was illegal. The judgement was not against the tactic
itself but in the unlawful use of it against innocent (non-violent) protesters on the specific occasion in
question. The landmark judgement, made on 14 Apsil 2011, now limits the police use of “kettling’
{containment) as a last tesort for ‘situations about to descend into violence. At the European level, the
Met's wider use of kettling is currently being challenged in a separate case (Oxford Cizcus, May 2001 — the
first time it was widely used as a new tactic) in the European Court of Human Rights.

It is as unfortunate as it is unintentional that both these cases happen to centre on a Consortium partner
to the House. But in terms of “secutity products’ (Le. as Technological and Tactical measures respectively)
they would sit within the auspices of the House’s STEP CTM and its STILT classification system. Both
can be constdered here in terms of commentaty from the Danish partners in the Austrian team’s Task 3.2
report on the limitations on routine use of new security products and the international sharing of them
with others:

Limitations on routine use: The duplication of other officer’s initiatives is deeply embedded in
‘police culture” word of oge officer’s novel method of dealing with a particular situation ot task,
travels fast. The ‘new thing’ spreads quickly in practice and is fast adopted as the new standard:
nobody knows where ‘it’ came from but suddenly it is in use everywhere. It may be new
equipment that someone considers being useful for other purposes than those originally
intended. Or, it may be alternative tactics approved for use in one specific situation. Suddealy it
gains momentum and becomes *“a new standard” in multiple different situations within a wider
group of officers, -

Whether the topic has undergone research or just suddenly appeared a4 bor, such initiatives are
often communicated through informal channeis and thus adopted without formal screening
processes prior to the implementation. Being issues often improvised in the field, they ate not
subject to research, analysis or ethical discussion etc. As such, they circumvent formal approval
by the relevant authorities. Conceding that the above happens both nationally and intetnationally,
it is important to ask ourselves: “How do we make sure that, for example, equipment is only used
in the appropriate situation, and to what extent have we seen slips and misuse in techniques and
equipment?”

Whether we discuss hardware, or issues of strategic, tactical or operational standards, everybody
must recognize the fact that the use of a method being approved for one specific occasion,

=55 (Gallagher & Syal, 2011)
36 (Dodd, 2011)
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allows the use in that particular situation onf. Before the topic ¢an become a new standard, both
equipment and techniques require further approval since there may be significant differences
between one situation and another. In this respect, we must prevent any extraordinary measure,
approved for one unusual situation, from tufning into normnal and everyday practice. Whether a
possible solution is a short-list of guidelines, or a “One-off OK” for the use of something
exceptional, we must look further and try to find an agreement on items that are considered to be
mndispensable minimum common standards. This list must be applied in general while at the
same time not becoming too restrictive.25

More broadly, the Stockholm Programme’s vision of free movement has become further challenged by
Furopean interior ministers” secent agreement in May to ‘radically revise’ the Schenghen system that
allows pass-port free travel within is 26 participating countees, 22 of which are EU Member States, This
is in response to “fears of a flood of immigrants fleeing upheaval in North Africa’. Notably, the move to
cuth freedom of travel has come as the nationalist right is reported to be increasingly influencing policy
across Europe?®®. House impact upon the Furopean values and vision of Stockholm may face similar
chailenge. '

A Europe of Law and fustice

There are aspects of the Stockholm programme that the setvices of the House have potental to impact
upon more directly. Section three of the programme speaks of strengthening the well established ptinciple
of mutual recognition of judicial decisions and judgements between Member State authodties. One -
might think here of the mentioned High Court ruling concemning the tactical use of the ‘kettling’, for
example. First declared in the 1999 Tampere Agenda, the principle of mutual recogniton is now
expressed in the 2009 Lisbon Treaty. It has increasing implications for international cooperation in Major
Event Security Planning and an overall move towards a commonality of policing in Europe in general
Whilst recognising a diversity of legal systems domestically, the sexrvices of the House would aim to assist
in developing a unity of European law through mutual fecogaition and trust,

Specifically, Stockholm’s development of a core of minimum rules?’ is supported directly by House
CTM 4 on Standards for Security Products. Where the CTM is based on promoting the Council of
Europe’s Enrgpean Code of Police Ethicr amnong EU Members 1n the field of Major Event Security Planning,
the Stockholm Programme seeks EU adoption of common minimum rules on the basis of mutual
tecognition of domestic court judgements, judicial decisions and police/judicial cooperation in criminal
matters. The common ethical and operational guality standards promoted by this House CTM will help
-develop best practices and appropriate new technologies in contribution to this wider end goal

In addition to this, CTM 2 on Public-Private Partnership (PPP} best practices will contribute directly to
the Stockholm Programme’s objective of supposting economic activity?®, The EU recognises its need
to create a clear regulatory environment so that small and medium sized private enterpdses can grow and
operate in cross boarder markets. Being international in nature, Major HEvents (for the purpose of the
House) represent such intetnational markets for the engagement of businesses within the private security
sector at Buropean level. The House CTM on best practices in PPPs helps develop appropsiate new
technologies in this respect and theteby the resources available to Member States. The regulatory

27 (BMLI, 2010, p. 20) reproduced in edited form from contribution by Danish partners and representatives of their
National Police Department — National Police College (POSD).

8 (Traynot, 2011)

39 {CoEU, 2009, pp. 28, para 3.3)

260 {CoE1J, 2009, pp. 32, para 3.4.2)
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environment, though, is the key issue at stake here from both an EU and House perspective regarding the
incressingly privatised nature of security provision (see section ‘on regulation’ in Chapter 4).

A Europe that Protects

Section four of the Programme speaks of ‘a Europe that Protects’ and deals with Europe’s internal
security strategy mote head on. In this it requites an upgrading of the tools for the job?l Security in
the EU, it recognises, requires an integrated approach whereby security professionals “share a common
culture, pool information as effectively as possible and have the right technological infrastructure to
support them.” Again, CTM 4 in terms of standards for security products, along with CTMs 5 {STEP)
and 6 (EMER) and further assisted by CTM 2 on public/private cooperation can significantly contribute
to this objective.

As UNICRI has previously stated, the House is to serve as a long-lasting tool at the disposal of EU
Member States to help facilitate the effective design of secutity plans for Major Events. Beyond this, it
foresees contribution to the improvement of security in the EU more generally for European citizens in
terms of their safety and protection. This is by virtue of its services as helping to strengthen cooperation
in police matters and law enforcement. Following Stockholm, what UNICRI sees as required for this kind
of security in the EU is for field operatives to share a common professional culture, pool information
effectively and have the right technological infrastructure to support them. For UNICRI, the House is
_intended to assist with this262,

Fotging a comumnon culture is an explicit objective of the Stockholm Programme?6t, Tt stresses the need
to echance mumal trust between all professionals at national and EU level It seeks a genuine law
enforcement culture that is to be developed through the exchange of experiences and good practices as
well as the organization of joint training and joint exercises. The House’s IPO Security Planning Model
(CTM 1) offers just that. As 2 common benchimark it articulates the main components of the planning
process and guiding principles underpinning Major Event security to EU Members. In addition, CTM 7
on networking and training, especially via its CEPOL links, further drives development towasd a common
culture among security providers of EU Member States. It also further promotes the principle of mutual
recognition between consortium partners via such joint activity?et,

It should be added here that the overall IPO Programme itself met formal international recognition in
2006 under ECOSOC Resolution 2006/28 of the UN’s Economic and Social Council (Annex B). As
noted in the Task 3.2 report, the resolution acknowledges the increasing importance of Major Events as
targets of security threats as well as opportunities for host countries to strengthen their security
management capacities and the increased importance of the principle of freedom of assembly that
accompanies it. Its emphasts on freedom of arsermbly chimes with the notion of comnon ethical standards
explored by the Austrian team and to be pursued by the House as CTM 4 in respect of security products.
It also chimes precisely with the question of balance between liberty and security referred to in the
mtroduction of this manual. These ideas sit well with the objective of 2 common culture.

With regard to the Programme’s objective of mobilising the necessaty technological tools?65, the
development of both CTM 4 on standards for security products and CTM 5 on the Specialist Technical
Equipment Pool (STEF), have impact potential. The former, in providing mintmum ethical and

L (CoE, 2009, pp. 37, para 4.2)
62 (UNTCRY, 20103, p. 2)

3 {CoEU, 2009, pp. 37, pata 4.2.1)
263 (UNICRY, 20103, p. 9)

365 (CoEU, 2009, pp. 39, para 4.2.3)
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operational standards, enables a degree of confidence between Member States in choosing products for
procutement or plaoning. The detailed information provision foreseen in the potential of the latter
enhances mutnal trust and strengtheas cooperation on the basis of 1265,

A Turope that protects’ requires effective policies: the Stockholm Programme and its focus on an gpen
and secure Europe serving the ativen is seen as having many synergies with EU-SECII and the House. In
running from 2010 to 2014, one of its key recommendations for the European Commission is to consider
establishing a4 fer law enforcement cooperation at sporting events or larger public gatherings. These are -
events that the House would recognize as ‘Major Events’ — the Stockholm Programme itself citing the
London 2012 Olympics as an example under its objective of more effective Eutopean law
enforcement coopetation®®.

In this respect, enhanced cooperation is at the very heart of the House, including the consideration of
Trasmus’-style-exchange programmes as suggested within the Programme’s afore mentioned training
objective and reflected in the respective House CTM 7 of Networking and Training268.

CTM 6, the European Major Events Register (EMER), sits well with the Stockholm objective of being
able to make available adequate, rclizble and comparable statistics®?, For such statistics that are both
over time and between Member States and European regions are necessary for evidence based decision
making. This is so for informing common policy on major event security planning in general as well as
informing secunty planning decisions for specific Major Events in host countries. The detailed
information sharing expected with the development of CTM 6 on EMER would provide such basic but
comparable statistics, assist with policy and planning decision on best practices and strengthen mutual
trust at LU level®, ‘

It is the EMER database that represents the centre piece of House services. Howevet, it is yet to be built
in any shape or form resembling the 2006 report that fitst described it as 2 future idea for the EU-SEC
programme. From it, though, comes contribution to and access to STEP, another simple enongh and well
specified database which 1s likewise yet to be built for the House. The principles and practicalities of data
sharing for both these CTMs bave been well tested and proven within the life of EU.SEC II. There is
therefore no reason why work on their realisation by their prospective owness within the House cannot
now be started. They are elaborated on further in Chapters 8 and 9 of this manual to assist in just such a
programme of work. Within the envisaged structures of the House and its anticipated Adwirory Board
respective CTM Owners may feasibly look to EUROPOL for technical assistance on the creation of
secure, cross-border police databases.

Finally, some level of contrbution can conceivably be made by CTM 2 on PPP best practices to the
Stockholm Programme’s objective on disaster management in the EU?t. Put simply, the use of public-
private partnerships for operational delivery of crisis and emergency management within various major
event security plans should, in natural consequence, contribute to the overall objective of developing
effective policies based upon an integrated approaches for the capacity to prevent, prepare for, respond to
and recover from disasters in Europe moze widely.

6 (UINICRI, 26104, p. 6}

%7 (ColU, 2009, pp. 42, para 4.3.1)
28 (UNICRI, 2010a, p. 10)

29 {CoBU, 2009, pp. 43, para 4.3.3)
210 (UNICRI, 2010a, p. )

1 (CoEU, 2009, pp. 53, para 4.6)
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In Summary — The Challenge to Intemational Police Coopetation

The Stockholm Programme points out one of the major challenges facing the development of
interaational police cooperation in Europe, though. Discussed in the introduction to this manual in terms
of ‘balance’, it is the need to emwre respect for fundamental freedoms and integrity while guarantecing secarity in
Europe: striking the right balance between law enforcement measures and measures to safeguard individual
rights, the rule of law and international protection rules, is of paramount importance. The House sees
itself as being well placed to facilitate and promote such a common approach.?2

The specific services of the House detailed in Chapters 3 to 10 as CTMs are not provided by any other
existing organization. If developed, they will fulfil key objectives for Consortium Partrners of the EU-SEC
programme in relation to major event security planning, Including:

¢ The promotion of the standardization of major event security across the. EU, ensuring that
citizens face similar experiences (e.g. Security Standards, Media Management)

¢ The facilitation of effective design of best-practice security plans for Major Events (e.g. the IPO
Model)

* ‘The facilitation of enhanced cooperation between Consortium Partners over the sharing of
knowledge, resources and experiences {e.g. STEP & EMER)

* The provision of a forum to develop unique solutions to emerging major event security issues
{e.g. Networking & Training/CEPOL)

®  The building of stronger relationships and enhanced innovation between the public and private
sectors {e.g. PPPs)

These goals of the House have been specifically acknowledged by the Secretary General of the United
Nations, Mr. Ban Ki-Moon in his 2008 report on activities in implementing the UN"s Global Counter-
terrotism Strategy?’?.

In as far as they contabute to and have the potential to impact upon general and specific objectives of the
EU’s Stockholm Programme, the above outlines can be summarized for reference in Table 8 at the end of
this chapter.

What is expected of respective Task Leaders during 2012 and by early 2013 under Wortk Package 2
{(running in parallel with and under the same Task themes as Work Package 1 and its reports on the use,
application and activities concerning the seven CTMs) is an impact analysis based study 2s to how the
CTMs can and have contributed to the Stockholm Programme and other relevant EU policies. The
summary made here is offered as a starting point for that analysis.

2 (UNICRI, 20102, p. 3)
3 (UNICRI, 2010, p. 4)
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$TOCKHOLM PROGRAMME

HOUSE CONTRIBUTION

1.2.1 Mutual Trast
Between MS authosdties, services and decision makers as an

EU-SEC Programme from Outser
Has helped to establish this in its field as basis of
efficient cooperation in EUJ

irnportant tool for implementing the programme

1.2.6 Training -

Use of existing institutions (such as CEPOL for police) for
traiping/exchanges on EU related issues in order to foster a
genuine judicial and law enforcemment culture

CTM 7: Networking and Tratning/ CEPOL
Enhanced cooperation at heart of the House,
including the consideration of ‘Erasmus’-style
exchange programmes.

1.2.17 Resiew of Stockbolpr Programme
A mid-term review of its implernentation to by submitted by
EC to CoEU before June 2012

2.1 A Enrope buite on Fundanmental Rights
Obliges EU institutions to actively promote the Huropean
Convention on Human Rights (since Treaty)

CTM 4: Standards for Security Products

Work Package 2 (EUSEC 1)
Analysis of potential impact of CTMs on the

Encourages active consideration of dghts in the
security planning process

2.2 2.7 Assertion of other rights for the citizen

i
3.3 Developing a core of commeon minimunt ritles
For adupton by the EU on the basis of awtual recognition of
judgments, judicial decisions and police/judicial cooperation in
criminal matters.

CTM 4: Standards for Security Products
Cormmion ethical and operational quality standards
will develop best practices and appropriate new
technologies.

Indirect impact on ME security planning

3.4.2 Sapperting econvwmte activity

Includes need to create a clear regulatory envitonment so

stoall/medium enterprises can grow and operate in cross
boarder markets

4.2 Ugrading the tools for the job

Security in EU requites security professionals to share a
common culture, pool information effectively and have the
right supportng technological infrastructure.

CTM 2: PPP Best Practices
Helps develop appropriate new technologies and
thereby the resources available to Member States.

CTM 4: Standards for Security Products

As at 3.3 above, further assisted by greater
public/private cooperation.

(Al CTM 5: STEP & CTM 6: EMER)

4.2.1 Forging a common cuiturs

Stresses the need to enhance mutual trust between all
professionals at national and EU level. A genuine law
enforcement cultute to be developed through the exchange of
expesiences and good practices as well as the organization of
joint training & exercises.

CTM 1 IPO Security Planning Mods!

Articulates the main components of the planning
process and gmding principles underpinning ME
security to members.

CTM 7 Networking & Training/ CEPOL
Common cuiture among security providers

+.2.3 Mobilising the necessary technological tools

Stresses need for new technologies to keep pace with and
promote current trends toward mobility, while ensuring people
are safe, secure and free. Requires security to be tailored to real
needs of users and field research suppotted by Public-Private
Partnerships. .

CTM 4 Standards for Secnrity Produsts

Minimus ethical and technical standards enable
confidence in choosing products.

CTM 5 STEP (Eguipmrent Pool)

Detailed information provision enhances mutual
trust and strengthens cooperation.

4.3.1 Effective pokicies

Development of & boc law enforcement cooperation at
sporting events or large scale public gatherings (e.g. 2012
Olympics) should be implemented.

CTM 7 Networking & Training/ CEPOL
Enhanced cooperation at heart of the House,
including the consideration of ‘Erasmus’-style

exchange programmes.

4.3.3 Srasistics

Adequate, reliable and comparable statistics {(both over tire
and between Member States/regions) are necessary for
evidence based decision making.

CTM 6 EMER (Esropean ME Regicrer) -

Detailed information sharing provides
comparable statistics, decisions on best pmctsces
and strengthens mutual trast.

4.6 EU Disaster management
Based on integrated approach for capacity to prevent, prepare
for, respond to and recover from disasters.

CTM 2 PEP Best Prastices
Use of PPPs for operational delivery of crisis and
£meLgency management.

Table 8: Comparable summary of House synergy with and promotion of Stockholm Progrdmme.

Sources: {CoEU, 2009) & (UNICRY, 2010a, pp. 5-10).
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CONCLUSION - TOWARD A COMMONALITY OF POLICING IN EUROPE

It is pethaps fitting that this final chapter of the manual concludes with that of the Drgf? Strategic Roadmap
and its comments on the added value of the House to a commonality of policing in Europe.

1 recall chairing my first EU-SEC meeting in early 2005 with a handful of senior Finnish Police officers,
all experienced specialists in security planning for Major Events in Helsinki and Finland nationally. T had
to introduce the EU-SEC project to them, explain what it was about and what their role was to be as a
group of specialist advisors to me from the field. By way of introduction the first thing T said was ‘It’s
ahout bullding Europe’,

This was simply to help paint the broader picture. But six or seven years on it remains the case that the
policing of and secutity planning for what we are calling ‘“Major Events’ can be seen as 2 primary vehicle
through which the building of Europe in many respects is being done. The importance of the symbolic
wotk of both Major Events themselves and a Member State’s security capacity that they invarably
showcase as an integral part of the spectacle is not to be underestimated. They reflect contemporary
European values of freedom and democracy.

They also set new policing and security standards operationally. This in itself necessitates the need for
their security planning and provision to reflect the active maintenance of a common set of ethical policing
standards in Europe. This has been at the centre of much of my own personal concern and involvement
with the EU-SEC programme. It is also the detailed subject of a recent article published in the Austrian
partner’s first International Edition of their .SLAK Jenrnal for Police Scfence and Prackice™ from the Federal
Ministry of the Interior’s Institute of Science and Research. The joutnal’s covering letter, dated May 2011,
is explicit in acknowledging the ever stronger need for European networking and cooperation as
expressed through the objectives of the Stockholm Programme.

The Manual’'s Commonality Theme

‘A commonality of policing in Burope’ is a theme that has run tﬁxough the varjous chapters of this
manual from beginning to end. It has found expression in the manual’s review of Portugal’s work on
assessing the state of the art of wajor event secunty planning among Member States. It finds resonance
with discussion as to the House definition of ‘major event’ and glossary of common terms in respect of it.
The common policies and standards as CTMs on planning, partnerships, media management and secudity
products are about precisely that.

So too are the common policies outlined as CTMs centred on cooperation, technologies and networking.
This chapter has itself, perhaps more explicitly so, detailed the potential impact of the House on the
implementation of the EU’s Stockholm Programme. All of which points the EU-SEC Programme in the
direction of a comtonality of policing as part of the building of Europe through 2 security focus on
Major Events.

For within the vision of Europe, one of the key things any European citizen is supposed to be able to
expect from any Member State is 2 similarity of service and standards, regardless of which EU country
they are in or from ot why they are there. In terms of security provision, the police are always going to be
found as the front line public expression of such services and standards: hence the importance of a

21 (Hadley, 2011) Article centres on CTM 4 stndards detived from European Code of Police Ethics.
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commonality of policing in order to meet the democratic expectations and rights of an increasingly mixed
international citizenry at a European level

This is so whether they are attending Major Events in one capacity or another ot not. Planned Major
Eveats are simply the window of oppottunity through which the extent that commonality has been
reached or not can be publicly observed and cooperatively aspired to.

The Added Value of the House ‘
in terms of the House’s added value for the long-term, France’s Roadmap makes five concluding
points?’s:

1. That the House will iraplement parts of the Stockholm Programme, which calls for an increased
commitment in hannonization, alignment and management support for results with measurable
actions and indicators. The idea of using evidence to inform policy will be cructal in this respect.
That the House will first help to develop 2 common approach to planning security during Major
Events and then will identify savings where possible, thus strengthening and modernizing
financial governance and evaluation of the necessary resources.

3. That the House will help improve the level of Member States’ actions through a further
rationalization of spending (economies of scale}. The challenge here is to avoid being too
responsive to industrial policy considerations at the expense of European and collective needs.

4. That hmited resources are spread across too many events as each (major) country wants to
suppott its own tools {new secutity products, video-systems, drones, etc) resulting in excessive

™)

duplication and inefficiency in the European security industey.

5. That the EU-SEC II Consortium will propose to reduce the duplication of secutity investment
across the House by promoting further and improving cooperation between European Member
States, and between themselves and the EU institutions.

The Roadmap sees the way forward as including continued engagement of the Fouse with live Major
Events hosted in participant countries dusing 2011 and beyond, as well as further developed approaches
to and engagement with CEPOL in respect of House service based seminars and continued experimental
participation of EU-SEC 11 experts as observers on the implementation of security plans in order to
collect data for further study?’s: '

Commonality and Policy Convergence
With farther regard to the broader theme of commonality, though, the Roadmap concludes with the
auestion of assessing ‘policy convergence’ betwesn European Member States.

It sees the planning of Major Events as undoubtedly a predictable example of strengthening a common
European approach. Noting that what is often referred to as ‘policy convergence’ is often studied from
the perspective of just one particular state and explained in terms of merna/ policy transfers, the Roadmap
rightly points out that policy convergence also takes place befween countries,

Policy transfer and convergence needs to be studied and considered from the point of view of the local
actors involved, the Roadmap argues citing a number of sources within the sociclogical literature in this
field?”. Yet it also observes that major event security planning reveals how local public policy is dep

75 (DGPN, 2011, p. 28)
6 (DGPN, 2011, . 27)
M (Bennett, 1991) (Dolowitz & Marsh, 1996} (Knill, 2005)
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embedded and thus tends to limit (and be an obstacle to) policy convergence. Nevertheless, the observation
adds, thete is 2 growing awareness among senior officers of the need for policy transfer and exchange of
good practices; thus implying the conditions required for convergence?’®,

The House could well be the best way to further facilitate this convergence — ot to put it another way,
convergence toward a commonality of policing standards in Europe.

A question for continual pursuit however, as raised eatlier in this EU-SEC II manual, would be to ask
‘what constitutes ‘good’ practice as opposed to ‘bad’ practice? In answer to this question, the line of both
this manual and the Roadmap’s end point is given as three-fold in terms of likely comnerstones of
governing criteri:

1. consistency with the guiding principles of the Empaéﬂ Code of Police Ethicr,

2. the extent to which the end goal of security against potential threats is achieved and maintained
when tested in the feld; and

3. ease of operational implementation against cost effectiveness.

To this one could add a fourth: common terminology and a common planning process for EU member
States to collectively speak through and to each other.

"These matters have received closer attention and discussion in the preceding chapters and sections of this
manual as guidance for owners of House CTMs. The task ahead is now for Consortinm Partners to take
ownership of their respective CTMs and build the House upon them as foundational tools for
coordination, cooperation and commonality in Europe.

Good luck in ybur. endeavours!

218 (DGPN, 2011, p. 29)
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POSTSCRIPT

Cyprus will hold the EU Presidency from July to December 2012. At the very start of their security
preparations for this complex form of Major Event - multiple high profile summits of visiting high level
political Jeadets in multiple venues over a protracted period — the Cyprus Police, as partoers to the EU-
SEC II project, requested what amounts to some of the foundational services of the House outlined in
this manual

A two day meeting was hosted by Cyprus over the 5% and 6% July 2011. Cyprus had requested for a
specific focus on three areas: The IPO Planning Model; Public-Private Partnership Guidelines and; Media
Manzgement. They are recognised here as House CTM’s 1, 2 & 3 respectively. As coordination
tools/methodologies for the coordination of international cooperation over security planning for the
event, the request provides an opportunity to further test House services and develop them.

Starting with the UEFA Champions League Final hosted by Italy in Rome, May 2009, EU-SEC II had.
been able to run a series of tests with live eveats for the provision of its futuze CTMs. As have already
been commented and drawn upon in eatlier parts of this manual (see Chapter 9), these included post-
event evaluation of the December 2009 Climate Change Summit hosted by Dentnark in Copenhagen and
report on the Pope’s Visit to Cyprus in June 2010. Involving observation duting pre-event planning and
delivery stages, they also included the UEFA Champions League Final in London, May 2011 and a high
level summit held in Hungary (June 2011) during the Hungarian EU Presidency { January to June 2011).

Test Team reports from these latter two events at observation meetings held in London (New Scotland
Yard, 25% and 26% May) and Budapest (Hungatian National Police HQ, 5% to 8% June) demonstrate that
the use of the IPO Security Planning Model’s 12 elements (see Chapter 3} as an evaluation checklist
(CTM 1} 1s proving useful as 2 common standard among Consortium Partners?®. Furthermore, that the
emerging method of ‘peer review’ between international professionals (the Test Team) as constructive
commentary & the host and responded to reflexively 4y the host, is showing itself to be of practical value
in the coordination of international cooperation over the development of national research programmes
toward a common standard of security planning in Europe. This tmethod could be taken up and applied
to the other planning and evaluation based CTMs.

So the opportunity that the requested House participation in the Cyprus EU Presidency for 2012 affords
is to test and develop CTM 2 (on Public-Pdvate Partnerships) and CTM 3 (on Media Management) in
ways similar to those aow established for CIM 1 (on the IPO Model). As the first three of the four CTM
completnent of Common Planning and Evaluation Standards dealt with in Part I of this Manual, the
Cyprus request did not cover that of CTM 4 (on Ethical & Operational Standards for Security Products).
It was, howeves, introduced and mentioned at the July meeting hosted by Cyprus. The meeting itself took
the form of three workshops centred on the three requested themes, each led by a Consortium Partner
with respective CTM familiarity: PPP (UK substituted by Netherlands); Common Standards (IPO lead by
Austria, with further reference to Ethics) and: Media Management (lead by Gerrnany).

As the host tasked with Major Event security planning préparations for one year hence, Cyprus saw the
main objectives as awareness through facilitated discussions. It was not about defining the right or wrong

79 See in particular the evaluation reports to UNICRI dated 17 June 2011 (on Champions League) and 24 June 2011 -
{on Hungary BU Presidency) by the National Danish Police’s Department of Police Studies and associated response
reports by host organisations (UK, Hungary). Also Test Team reports by Spanish and French partners.



ways to do things, or the seeking of agreements or disagreements. Indeed, the international make-up of
the meeting and each of its working groups was found to be a good forum for the face-to-face peer
exchange of practical information, expetiences and views in relation to the given security topics.

Pethaps what was taken as the central learning point for the House and its delivery of CTM services was
the importance of this manual and its consolidated content as pre-meeting guidance on the nature and use
of the respective CTM topics. Where use of the IPO Model as CTM 1 is now well established and can be
used to ‘test’ Major Events against, this manuals CTMs 2 and 3 are stll in the process of being
themselves “tested’ and developed &y Major Event planning processes. The same can be said for CTM 4
on Ethics. This, however, is 2 more abstract and contemplative theme and one that manifestly continues
to find itself passed over in the face of demand for more easily moplemented and concrete security topics.

So on this point one might be again minded that Buropeans appear to be living in ever-darkening times
characterised by the political language of ‘austerity’, economic instability and populist rhetoric on “Buro-
scepticism’ verging on a virulent nationalism in some quarters. Public protests and demonstrations seen in
Greece and elsewhere during 2011 are not without understandable causes and will undoubtedly continue
into the yeats ahead — Major Events of a political nature such as the EU Presidency being ever-likely
theatres of such intetnational focus and attention. At the time of writing, the opportunity to dramatically
cuztail the freedom of the media is also being globally setzed upon by governments in response to the bad
practices of a few joumalists. These are all threats to the hard fought freedoms of the 20% Century.

Freedom is the first victim precisely because it is the most fragile. In 21= Centary Europe, will one be able
to look to the police — instruments of democratic governance as the ancient Greek/Latin origin of the
name implies — to protect centrally valued ideas of freedom first and foremost and to do so through
continual reflection on policing activity as a public exptession and defence of freedom based Hghts and
respousibilities? In the end, it is freedom and liberty that is to be secured.
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ANNEX B

: ECQSOC Resolution 2006 /28
International Permanent Observatory on Security Measures during Major Events

The Economic and Socfal Council,

Recognizing the increasing importance of Major Events, such as large-scale sporting events, including
Olymypic Games, high-level summits and other mass events such as national and religious festivals,

Recogniziny alio the principle of freedom of assembly,

Mindful of the fact that, owing to their scale and/or high visibility, Major Events can be a target for unlawful
activities, including for terrotism, and can be exploited by organized criminal groups for their illegal
activities,

Mindful also that Major Events offer opportunities for host countties to strengthen their capacity to
manage secutity,

Aware of the need to share information, in full respect of the principle of data protection, on possible
thteats to the security of Major Events and to exchange experience and proven practices in addressing
such threats,

Weloming the establishment by the United Nations Interregional Crime and Justice Research Institute of
the International Permanent Observatoty on Security Measures during Major Events,

Noting with appreaation the wotk done by the United Nations Interregional Crime and Justice Research
Institute in the framework of the Ohservatory, such as the development of relevant analytical tools and
the organization of expert meetings in China, Italy, Norway, Portugal, the Russian Federation, Spain and
the United States of America,

1. Enconrages Member States, in particular those planning Major Events in the coming years, to strengthen
their cooperation, including in the framework of the International Permanent Observatory on Security
Measures during Major Events, by sharing knowledge of possible threats to Major Events and relevant
practices telated to securty during such events;

2. Inviter the United Nations Interregional Crime and Justice Research Institite, subject to the availability
of extra-budgetary resoutces, to continue and expand its work on the Observatory, including by providing
technical assistance and advisory services on security during Major Events to Member States upon
request;

3. Funites Membert States to make voluntary and in-kind conttilartions to the United Nations Interregional
Crime and Justice Research Institute for the continuation and expansion of the activities of the
Observatory, and invites the Institute to mobilize funds from the private sector for such activities;

4. Reguestr the Secretary-General to bring the present resolution to the attention of Member States.

415t plenary meeting
27 July 2006
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ANNEXC
The European Code of Police Ethics?®
Objectives of the poliae
1. The main purposes of the police in a democratic society governed by the rule of law are:
* to maintain public tranquillity and law and order in sodiety,;

* to protect and respect the individual’s fundamental rights and freedoms as enshrined, in
particular, in the European Convention on Human Rights;

* to prevent and combat critne;

* 10 detect crime;

* to provide assistance and service functions to the public.
Legal basis of the police under the rule of law |
| 2. The police are a public body which shall be established by law.

3. Police operations tmust always be conducted in accordance with the national law and international
standards accepted by the country.

4. Legislation guiding the police shall be accessible to the public and sufficiently cleat and precise, and, if
need be, supported by clear regulations equally accessible to the public and clear. '

5. Police personnel shall be subject to the same legislation as ordinaty citizens, and exceptions may only
be justified for reasons of the proper performance of police wotk in a democratic sodety.

The police and the criminal justice system

6. There shall be a clear distinction between the role of the police and the prosecution, the judiciary and
the correctional system; the police shall not have any controlling functions over these bodies.

7. The police must strictly respect the independence and the impartiality of judges; in particular, the police
shall neither raise objections to legitimate judgments or judicial decisions, nor hinder their execution.

8. The police shall, as a geaeral rule, have no judicial functions. Any delegation of judicial powers to the
police shall be limited and in accordance with the law. It must abways be possible to challenge any act,
decision or omission affecting individual dghts by the police before the judicial authorities.

9. There shall be functional and appropriate cooperation between the police and the public prosecution.
In countries where the police are placed under the authority of the public prosecution or the investigating
judge, the police shall receive clear instructions as to the priorities governing crime investigation policy
and the progress of criminal investigation in individual cases. The police should keep the superior crime
investigation authorties informed of the implementation of their instructions, in particular, the
development of criminal cases should be reported regularly.

28 Taken from the Couneil of Europe’s 2009 publication International Police Standards (CoE, 2009, pp. 8-12)
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10. The police shall respect the role of defence lawyets in the critninal justice process and, whenever
apptoptiate, assist in ensuring the right of access to legal assistance effective, in particular with regard to
persons deprived of their liberty.

11, The police shall not take the role of prison staff, except in cases of emergency.

Otganisational structures of the police

Gengral

12, The police shall be organised with a view to earning public respect as professional upholders of the
law and providers of services to the public.

13. The police, when perfonming police duties in civil society, shall be under the responsibility of civilian
authorities. :

14. The police and its personnel in uniform shall normally be easily recognisable.

15. The police shall enjoy sufficient operational independence from other state bodies in carrying out its
given police tasks, for which it should be fully accountable.

16. Police persommnel, at all levels, shall be personally responsible and accountable for their own actions or
omissions or for orders io subordinates,

17. The police ergandsation shall provide for a ¢lear chain of command within the police. It should always
be possible to determine which superior is ultimately responsible for the acts or omissions of police
personnel. - ‘ ‘

18. The police shall be organised in a way that promotes good police/public relations and, where
appropriate, effective co-operation with other agencies, local communities, non-governmental
otganisations and other representatives of the public, including ethnic minority groups.

19. Police organisations shall be ready to give objective information on their activities to the public,
without disclosing confidential information. Professional guidelines for media contacts shall be
established.

20. The police orgamisation shall contam efficient measutes to ensure the Integrity and proper
performance of police staff, in particular to guarantee respect for individuals’ fundamental rights and
freedoms as enshrined, notably, in the Buropean Convention on Human Rights.

21. Effective measutes to prevent and combat police corruption shall be established in the police
organisation at all levels.

Oualifications, recrustrent and rotention of polce personnel

22. Police personnel, at any level of entry, shall be recruited on the basis of their personal qualifications
and experience, which shall be appropriate for the objectives of the police.

23. Police personnel shall be able to demonstrate sound judgment, an open attitude, maturity, faitoess,
comsunication skills and, where approprate, leadership and management skills. Moreover, they shall
possess a good understanding of social, cultural and community issues.

24. Persons who have been convicted for sericus crimes shall be disqualified from police work.

25, Recruitment procedures shall be based on objective and non dis;:n'minatory grounds, following the
necessary screesing of candidates. In addition, the policy shall aim at recruiting men and women from
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various sections of society, including ethnic minority groups, with the overall objective of making police
personnel reflect the society they serve.

Training of Police Personnsl

26. Police training, which shall be based on the fundamental values of democracy, the rule of law and the
protection of human tights, shall be developed in accordance with the objectives of the police.

217. General police training shall be as open as possible towards society.

28. General initial training should preferably be followed by in-service training at regular intervals, and
specialist, management and leadership training, when it is required.

29. Practical training on the use of force and limits with regard to established human rights principles,
notably the European Convention on Human Rights and its case law, shall be included in police training
atall levels. ‘

30. Police training shall take full account of the need to challenge and combat racism and xenophobia.

Rights of police personnel

31. Police staff shall a5 a rule enjoy the same civil and political rights as other citizens. Restrictions to
these rights may only be made when they are necessary for the exercise of the functions of the police in a
democtatic society, in accordance with the law, and in conformity with the Eutopean Convention on
Human Rights,

32. Police staff shall enjoy social and economic rights, as public servants, to the fullest extent possible. In
particular, staff shall have the right to organise or to patticipate in representative orgaaisations, to receive
an appropriate remuperation and social security, and to be provided with special health and security
measures, taking into account the particular charactet of police work.

33, Disciplinary. measures brought against police staff shall be subject to review by an independent body
Or a coutt.

34. Public authorities shall support police personnel who are subject to ill-founded accusations
concerning their duties.

Cuidelines for police action/intervention
Guidelines for polive action] intervention: general principles
35. The police, and all police operations, must respect everyone’s right to life.

36. The police shall not inflict, instigate or tolerate any act of torture or inbuman or degrading treatment
ot punishment under any circumstances.

37. The police may use force only when strictly necessary and only to the extent reqmred to obtain a
legitimate objective.

38. Police must always verifyAthe lawfulness of their intended actions.

- 39. Police personnel shall catry out orders properly issued by their superiors, but they shall have a duty to
refrain from carrying out orders which ate clearly illegal and fo report such orders, without fear of
sanction.



40. The police shall carry out their tasks in a fair manoer, guided, in particulat, by the principles of
impartiality and non-discriminaton.

41. The police shall only interfere with individual’s right to privacy when strictly necessary and only to
obtain 2 legitimate objective.

42. The collection, storage, and use of petsonal data by the police shall be cartied out in accordance with
international data protection principles and, in particular, be limited to the extent necessary for the
petformance of lawful, legitimate and specific purposes.

43. The police, in cartying out their activities, shall always bear in mind everyone’s fundamental rghts,
such as freedom of thought, conscience, religion, expression, peaceful assembly, movement and the
peaceful ergoyment of possessions.

44. Police personnel shall act with integrity and respect towards the public and with particular
consideration for the situation of individuals belonging to especially vulnerable groups.

45. Police personnel shall, duting intesvention, normally be in a position to give evidence of theit police
status aod professional identity.

46. Police personnel shall oppose all forms of corruption within the police. They shall inform superiors
and other appropriate bodies of corruption within the police,

Guidelines for police action] intervention: specific situations
Police investigation

47. Police investigations shall, as 2 minimum, be based upon reasonable suspicion of an actual or possible
offence or crime.

48. The police must follow the principles that everyome charged with a criminal offence shall be
considered innocent until found guilty by a court, and that everyone charged with a ceiminal offence has
certain rights, i particular the right to be informed promptly of the accusation against him/her, and to
ptepare his/her defence either in person, or through legal assistance of his/her own choosing.

49. Police investigations shall be objective and fair. They shall be sensitive and adaptable to the special
needs of persons, such as children, juveniles, women, minorities including ethnic minorities and
vulnerable persons.

50. Guidelines for the proper conduct and integrity of police interviews shall be established, bearing in
mind Article 48. They shall, in particular, provide for 2 fair interview dutng which those interviewed are
made aware of the reasons for the interview as well as other relevant information. Systernatic records of
police interviews shall be kept.

51, The police shall be aware of the special needs of witnesses and shall be guided by rules for their |
protection and support duting investigation, in particular where there is a risk of intimidation of

witniesses,

52. Police shall provide the necessary support, assistance and information to victims of critne, without
discrimination.

53. The police shall provide interpretation/ translation where necessary throughout the police
investigation, :

Atrest/deprivation of liberty by the police



54. Deprivation of liberty of persons shall be as limited as possible and conducted with regard to the
dignity, valnerability and personal needs of each detainee. A custody record shall be kept systematically
tor each detainee.

55. The police shall, to the extent possible according to domestic law, inform promptly persons deprived
of their liberty of the reasons for the deprivation of their liberty and of any charge against them, and shall
also without delay inform persons deptived of their liberty of the procedure applicable to their case.

56. The police shall provide for the safety, health, hygiene and appropriate noutishment of persons in the
course of their custody. Police cells shall be of a reasonable size, have adequate lighting and ventilation
and be equipped with suitable means of rest.

57. Persons deptived of their liberty by the police shall have the right to have the deprivation: of their
liberty notified to a third party of their choice, to have access to legal assistance and to have a medical
examination by a doctor, whenevet possible, of their choice.

58. The police shall, to the extent possible, separate persons deprived of their liberty undet suspicion of

having committed a criminal offence from those deprived of their liberty for other reasons. There shall
notmally be a separation between men and women as well as between adults and juveniles.

Accountability and control of the police

59. The police shall be accountable to the state, the citizens and their representatives. They shall be
subject to efficient external control,

60. State control of the police shall be divided between the legislative, the executive and the judicial
powers.

61. Public authorities shall ensure effective and impartial procedures for complaints against the police.,

- 62. Accountability mechasnisms, based on communication and mutual understanding between the public
and the police, shall be promoted.

63. Codes of ethics of the police, based on the principles set out in the present recommendation, shall be
developed in member states and overseen by appropriate bodies.

Research and international co-operation

64. Member states shall promote and encourage research on the police, both by the police themselves and
external institutions.

65. International co-operation on police ethics and human dghts aspects of the police shall be supported.

66. The means of promoting the principles of the present recommendstion and their implementation
must be catefully scrutinised by the Council of Europe. ‘



ANNEXD
PRUM DECISION ARTICLES ON MAJOR EVENTS22

ACTS ADOPTED UNDER TITLE VI OF THE EU TREATY
COUNCIL DECISION 2008/615/JHA of 23 June 2008

on the stepping up of cross-border cooperation, particularly in combating terrorism and cross-
botder crime

CHAPTER 3

MAJOR EVENTS

Artrele 13
Supply of non-personal data

For the prevention of criminal offences and in maintaining public order and secutity for major events
with a cross-border dimension, in particalar for sporting events or Buropean Council meetings, Member
States shall, both upon request and of their own accord, in compliance with the supplying Member State's
national law, supply one another with any non-personal data required for those purposes.

Article 14
Supply of personal data

1. For the prevention of ctiminal offences and in maintaining public order and security for major events
with 2 cross-border dimension, in particular for sporting events or European Council meetings, Member
States shall, both upon request and of their own accord, supply one another with personal data if any final
convictions or other ¢ircumstances give reason to believe that the data subjects will commit criminal
offences at the events or pose a threat to public order and security, in so far as the supply of such data is
" permitted under the supplying Member State's national law.

2. Personal data may be processed only for the purposes laid down in paragraph 1 and for the specified
events for which they were supplied. The data supplied must be deleted without delay once the purposes
teferred to in paragraph 1 have been achieved or can no longer be achieved. The data supplied tmust in
any event be deleted after not moze than 4 year.

Articke 15
National contact point
For the purposes of the supply of data as referred to in Articles 13 and 14, each Member State shall

designate a national contact point. The powers of the nationial contact points shall be governed by the
applicable national law.

22 NOTE: To be read in conjunction with full text of the Decision, especially Chapter 5 on ‘Other Forms of
Coopetatinn” in as much as it concerns joint operations, assistance and Member State liabilities, along with jurer abia
Chapter 4 on ‘Measuze 10 preveat Terrorist Offences”. This annex 1s for reference only within the House’s Mamzal
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